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Abstract This study investigates the reliable control design for a class of interconnected nonlinear systems
subjected to actuator faults, disturbances, and denial-of-service (DoS) attacks. DoS attacks are carried out in
both sensor and controller channels. An integrated event-observer-based security sliding mode fault-tolerant
control approach is presented to defend against DoS attacks and compensate for faults and disturbances.
To be more specific, the fuzzy logic system (FLS) theory is used to approximate the unknown nonlinear
component first. Using the output measurement and sensor channel triggered output information, an FLS
aided nonlinear estimator is put forward, in which the faults and disturbances are reconstructed. Then, to
achieve the trajectory tracking purpose in the presence of DoS attacks, actuator faults, and disturbances, an
adaptive sliding mode manifold is established, based on which an event-driven mechanism is established and
a reliable controller is designed. In the controller scheme, the fault compensation and disturbance rejection
mechanisms are also included synchronously. The tracking ability is analyzed using the Lyapunov method and
the FLS theory, followed by applications to an interconnected power network system and an interconnected
inverted pendulum system to demonstrate the applicability of the proposed method.
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1 Introduction

With the rapid development of the mechanical system design technique, networks communication theory,
and advances in electrical hardware, the automation system can be made more complex and multifunc-
tional. To achieve the predetermined control purpose, two layers are included, namely the cyber and
physical layers, in which various sensors, controllers, actuators, and networks are embedded [1]. Several
challenges arise as the number of components in the automated system increases. On the one hand,
the actuator may be experiencing physical layer failures because of long-term operation [2,3]. On the
other hand, unexpected disturbances may also enter into the control system through various channels [4].
Furthermore, the security problem in the cyber layer has become a great challenge because of a malicious
attack, such as data injection [5], reply [6], and denial-of-service (DoS) attacks [7].

From the standpoint of system performance maintenance, fault-tolerant control (FTC) emerges as an
effective method for compensating for faults and ensuring system reliability [8]. A significant amount of
progress has been made in the field of FTC methods for linear and nonlinear systems [9-11]. Ref. [9],
for example, investigated the FTC method for a nonaffine nonlinear system subjected to actuator fault
and constructed an output feedback control scheme. In [10], the nonlinear mechanical system with
actuator fault and disturbance was considered; the fault estimation and backstepping controller were
reconfigured. These encouraging findings include fault estimation, reconfiguration, and compensation and
their applications. Recently, the integrated fault tolerance and disturbance rejection control framework
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has aroused the interest of scholars. In this control architecture, the controller is determined by the
estimator, which can improve the flexibility of the controller design [12-14]. For instance, in [12], the
fault compensation problem for a class of nonlinear feedback systems was addressed, a neural network
was used to identify the nonlinear characteristic, and an FTC method was designed. However, these
achievements have focused on the physical failures while ignoring the security problems, which have now
become one of the most important factors affecting the system’s performance. Furthermore, the majority
of the fault compensation mechanisms considered in these results are based on the measurable system
states, which may limit their applications because the states are not always completely measured in many
practical systems.

As previously stated, one of the most competitive challenges is the security control problem known
as the DoS attack in the automation network [15]. The primary goal of a DoS attack is to disrupt
communication transmissions, thereby compromising data availability [16]. In [17], the malicious DoS
defense control problem was investigated for a linear system, and a resilient control approach was designed.
In [18], the state stability problem was addressed using the DoS attack, which was depicted using the
DoS frequency and duration assumptions. With a similar point, the work of the DoS attack defense
control methods extended to the fuzzy systems [19,20] and distributed multiagent systems [21]. However,
these results focused primarily on the linear system; few architectures take the interconnected nonlinear
system into account. For the interconnected nonlinear system, the network communication channels are
more sophisticated, which means that the DoS jammers have more channel options to launch and destroy
the communications. Then, it is critical to investigate the active defense control strategy against the
attackers for the interconnected nonlinear systems.

It should be noted that communication networks may be limited in terms of sensing and computational
capabilities. To conserve communication resources, an event-driven transmission mechanism has been
proposed, the feature of which is that data is determined by the event condition rather than at each
sampling period. The main challenge of this control framework is determining how to construct the event
condition to reduce unnecessary waste while maintaining system control performance. In [22], the global
finite-time control method for uncertain nonlinear systems was developed, and an event-driven method
was presented based on the backstepping technique, in which the event condition was constructed by the
controller triggered error between the virtually applied control and actual signals. In [23], the stability
problem of a class of output feedback nonlinear systems was investigated using the state information,
and an event mechanism was designed. In [24], the nonlinear networked system in the occurrence of
actuator fault and jamming attacks was considered, and a state-based trigger condition was constructed.
In [25], the event-based control framework was applied to a nonlinear multiagent system, and a distributed
event strategy was established. The adaptive tracking control for a class of feedback uncertain nonlinear
systems was considered in [26]; assuming that the system states can be measured, an event-based control
approach was developed to save the communication resources, in which the event condition was designed
by the triggered controller error with a constant threshold, and the application to the single-link robotic
manipulator system demonstrated the effectiveness of the presented approach.

Nevertheless, the aforementioned results are limited to fault compensation or DoS security control with
or without the event-driven framework while leaving the synthesis of event-based FTC for actuator fault
and active defense control for attacks unexplored, which has remained one of the most difficult challenges
in the controller design framework, especially for the interconnected industrial systems. Furthermore,
the above results are based on the assumption that the system states can fully be accessible, on which
the state-based event condition and controller are designed. This may limit the applications because the
measurability cannot always be guaranteed due to the limited computation resources, especially for the
interconnected nonlinear systems. Then, the question arises: Is it possible to develop a unified observer-
based control architecture that preserves and recovers control performance while achieving the resource-
saving requirement for interconnected nonlinear systems with DoS attack, actuator fault, disturbance,
and limited state measurable information? And how to investigate this unified control scheme to improve
the balance between the controller and resource-saving performance motivates the event-driven observer-
based controller design part of this study.

In this study, we consider the synthesis control problem for a class of interconnected nonlinear systems
in the presence of DoS attack, actuator fault, disturbance, and limited communication resources; an event-
observer-based reliable defense control framework is presented. In comparison to previous achievements,
the main contributions of this study are the following.

(1) A novel adaptive event condition mechanism is established. Compared with the results in [23,24],
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where the system states were assumed to be measurable, the trigger conditions only in the control channels
are considered, and the event conditions are established based on the triggered state directly, which may
cause chattering of the controller if a fault or an attack occurs. This study addresses the event conditions
both in the sensor and control channels. The presented trigger mechanism is an adaptive one that can
balance the limited transmission resource and information utilization. Furthermore, a minimum time
interval can be maintained in this trigger mechanism, avoiding the Zeno phenomenon.

(2) An event-based state, lumped disturbance, and fault index factor integration observation frame-
work for the nonlinear interconnected system is designed. In this estimation scheme, the sensor channel
triggered outputs are used, which means that the unknown variables can be estimated with less infor-
mation. Furthermore, using the neighbor information, the estimation can be realized and convergence
ability is explicit characterized.

(3) An event-observer-based reliable defense control framework is investigated, in which the FTC
compensation, disturbance attenuation, and active DoS defense section are included to maintain the
system control performance in terms of safety while the resource-efficient requirement can be achieved.
The tracking performance analysis is formulated and expressed with the help of the fuzzy logic system
(FLS) technique. Different from the work in [20], where the nonlinear function is assumed to satisfy the
Lipshitz condition and control input is blocked during the attacker active interval, in this study, the data
at attacker sleeping\active instant is triggered and used as a compensation part.

The remainder of this study is structured as follows. The problem formulation and the observer-based
reliable defense control framework with the event-driven mechanism, as well as the tracking capability
are presented in Section 2. Section 3 contains two simulation cases, and Section 4 concludes this work.

2 Problem formulation

Consider the following nonlinear system consists IV subsystems, and the ith subsystem can be represented
in the form of

N

i (1) = F (i, t) + Nuf (8) + 32 Hijas(t) + Wi (1),
i1 (1)
i#]

yl(t) :Czl'z(t), Z: 1,2,...,77,,

where x; (t) € R™ is the state vector of the ith subsystem, F;(z;,t) represents a smooth unknown nonlinear
function, u{ (t) denotes the control input, W;(t) is the external disturbance, \; is the control gain, y;(t)
is the output signal, H;; and C; are two known matrices with proper dimensions.

In this study, the actuator fault is considered as

ul () = Oyt (1) + mivigs (1), (2)
where u,;(t) € R? represents the real control signal that will be designed, wug;(t) is the bias fault.
0; = diag(0;1,...,0ia) is an index factor which expresses the loss efficiency degree of the actuator, and
Oia € (0,1],a = (1,...,d), 0 < ||60;]] < i, where 0, and 6;, are two constants. Assume ||6;] < 6;s

and 0,5 is a scalar. n; € {0,1}, which implies the bias fault occurs in the presence of 7, = 1.

Remark 1. From the actuator fault model in (2), three types of fault model can be covered, i.e., bias
fault, partial loss actuator fault, and fault free cases. In the bias fault case, it is characterized by the
actuator floating to nominal control response, which means 7; = 1. In the partial loss actuator fault, the
response to the control signal is abnormal, for example, 6; = 0.8 means that 20% of the control signal
cannot be acted. In the fault free case, n; = 0 and #; = 1. To guarantee the control performance, in this
study, we assume that not all the actuators suffer from faults simultaneously.

By substituting the actuator fault model into (1), one has

N
T; (t) =F; (Ii, t) + NiOiumi (t) + Z Hijx; (t) +W; (t) + )\imuqi (t) ,

= ®)
yl(t) = Cixi (t), 1= 1,2,...,n.
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2.1 DoS attack formulation

A DoS attack attempts to impede data sending and reception with disruption resources. In this study,
the aperiodic DoS attack problem is taken into account, which exists in the sensor and actuator channels.
The attack aims to compromise the transmitted data before arriving at the destinations, which can be
represented as

(4)

0; te[pnapn+ln)7
jDoS =
1, te [pn+ln7pn+1)7

where n € N, p, and [,, denote the instant and the duration time of the nth attack. From (4), it can be
checked that during the interval [p,,, p, + [,,), the attack is sleeping and the communication is permitted,
while the period time interval [p,, + l,,, pn11) represents the attack is in action and the communication is
blocked.

As the attacker is energy limited, here, the following two assumptions are made.

Assumption 1. For any t > ¢* > 0, there exist two positive scalars m; and T},; such that

t—t*
5
,-Tm,l7 ()

n(t,t") <mg+
where n (¢,t*) is the total number of the attack occurrence over the time interval [t*,¢).
Assumption 2. For any t > t* > 0, there exist two positive scalars mo and T),2 such that

t—t*
) 6
T (6)

An (tat*) <ma +

where A, (¢,t*) denotes the attack action time over the time interval [t*,t).
Remark 2. The above two assumptions are regarded with the DoS frequency and DoS duration, which
are not restrictive and can be seen commonly in [16,21], here, T,,2 > 1 guarantees that the DoS attacks
are not always active.

Inspired by the work in [23], the unknown nonlinear function can be approximated by a suitable fuzzy
logic system theory, which means the term F;(x;,t) can be approximated as

Fi(&;,t) = Ei*Twi(ﬁi, t) + i, (7)

where 1;(Z;,t) is the so called fuzzy basic function, Z; is the estimated states. ¢; is the approximation
error, & is the optimal weight vector, which is given as

i z€ll(x)

& = argmin [ sup |Fj (#:,t) — F (fut)” , (8)

where II (z) represents the compact set of .
Then the system (3) can be rewritten as

N
Aibitimi (1) + 30 Hijaw(t) + & (@0, 1) + Vi (t), t € G,

=1
O " (9)
S Hijai(t) + & (2, t) + Vi (), t € G o,
1=1
i)

yi(t)ZCiIi(t), i=1,2,...,n,

where Gn.1 = [pn, pn +1n) and Gn o == [P + ln, Prg1), Vi(t) = Wi (t) + Ximsug (t) + 6 + AF (x,t) is
the lumped disturbance, AF (z;,t) = F (x;,t) — F (&;,t). Similar to the result in [23], where the lumped
disturbance is assumed to be bounded with an unknown constant. Here we assume ||V; (¢)|| < v (¢),
where v; is an unknown scalar, R(¢) denotes a new vector that will be designed later.



Guo B, et al. Sci China Inf Sci  June 2022 Vol. 65 162205:5

2h 3h 4h Sh 6h Th 8h Sh 10h  11h 1A 17h 18K

0 h

t t t T 1 1 t T 1 v T | = —>»

I I | | | | | || | | |

I R I T | || | | |
w1 | ! [ o /I\ I I | il Vi L I |«

O Q I | h | | N ‘B $ f Q )
tO.lh I tuh | | I t2.lh | | I t3.lh | % | | 0.2 I f, ‘

T R T T T | |

R R R R R B Pt | | TG

P, —>
2 [\ J\ )% ,_J; ,_)
0 Y Y
gn,l go‘z gl,l gl.z

Figure 1 (Color online) The triggered instants with DoS attacks.

2.2 Event condition mechanism design

To reduce the communication resources, the event trigger conditions in the controller and the sensor
channels are established. For the sensor channel, the following event condition is designed:

ey(teh + qh)TTZJkey (trh + qh) < T, (teh + gh) yi(tkh)Tl//kyi (trh), (10)

where ¢, is a weighting matrix, e, (txh +qh) = y; (txh) — yi (tkth+qh), ¢ € N, 7y, (txh+qh) €
[Tm1, Tma] 1S a positive parameter which obeys the following updating law m,, (txh + qh) = mm1 +
Ma (Tma — T ) e~ Mellvitehtah)li=llyi(teh+ablll where 0 < M1 < T < 1. M, and my are two threshold
adjustment sensitivity parameters with m, > 1 and mp > 1.

Then the next release time can be obtained as

{ ey(tih + qh)Tll)key (txh + qh) } .

tk+1h = tiph + min
> T (teh + qh) yi(teh) " Yy (t1h)

q=1

It is worthy to be noted that the considered aperiodic DoS attack may block the communication
in an unexpected way, which implies that the kth triggered output of data may not be transferred to
the destination if the DoS occurs. Then the trigger condition may not be applicable to the control
performance analysis. To handle this problem, the following resilient trigger condition is presented based
on the condition (10):

tk,»,H_lhE {tsh|tsh€ gn,l,ts S ]\I}U{pn}7 (11)

where tsh satisfies the condition (10), t5 n+1h denotes the time instant that the output data transmitted
successfully to the sensor. Here k € {0,1,...,k(n)} and k (n) = max{k € N|p, + l,, > tg n+1h}.
An example of the event scheme with DoS attacks is shown in Figure 1.

Remark 3. From the equation in (10), if the condition is broken, the next transmitted data is triggered.
As the attacker will block the communication, which means that the triggered data should not be located
in the attack active time interval. Considering the DoS attack, in this study, an attack-resilient trigger
condition in (11) is presented. In (11), the triggered time sequences lie in the attack sleeping interval. It
can also be derived that if no trigger data meets the condition in (11), then the data at instant p,, will
be forced to transfer successfully, which implies the presented trigger mechanism can help to maintain
the control performance even the attack is small and aperiodic.

Remark 4. The trigger condition in (10) can be implemented in the presence of the attack-free scenarios.
From (10), it is easy to check that the minimum time interval will be no less than h, which means that
the time interval between the next data released time and the latest released time will be no smaller than
a sampling period, which in return indicates that the Zeno phenomenon can be avoided. Similar analysis
can be made for the control channel; i.e., the Zeno avoidance performance can also be maintained in the
control channel. From the applicative perspective, an improved trigger countermeasure is established in
(11) to tackle the DoS attack. From (11), it can be seen that the data could be triggered when the attack
is sleeping and will be released at the sleeping/active switch instant.

Remark 5. Compared with the results in [22,26], in this study, the presented trigger mechanism
threshold is a dynamic one rather a fixed scalar; with this trigger scheme, the trigger condition has a
better response to the influences of the actuator fault, lumped disturbance, and DoS attack. More specific,
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Figure 2 (Color online) Block diagram of the proposed approach.

the threshold 7, (txh + gh) depends on the output error; i.e., when |||y; (txh) ||| —|||y:(txh + gh)||| becomes
larger, the threshold becomes smaller, which means the trigger condition can be more easily satisfied and
the data will be updated frequently enough. On the contrary, when the output error gets smaller, the
data will be released in a lower frequency way, which indicates that the communication resources are
saved.

The presented control framework is shown in Figure 2, the main purpose of this study is to design
an event-observer-based fault-tolerant controller for the system in (9) in the presence of actuator fault,
lumped disturbance, DoS attack, and limited communication resources. First, as the states may not be
fully measured, while the fault and disturbance can also be unknown, we present a fuzzy-aided observer
by utilizing the triggered data in the sensor channel. Then we organize our event-observer-based FTC
framework based on the observer outputs, in which the compensation parts are included. Finally, the
application to an interconnected power system shows the fault tolerance, disturbance rejection, and DoS
compensation abilities of the presented approach.

2.3 Proposed observer design

In this study, the states of the system are regarded as imperfectly measurable, the unexpected actuator
fault and lumped disturbance are also unknown. For system (9), the following observer is designed for
te [tkh,tk+1h):

. R N N

Zi(t) = Nibium (t) + 21 Hijj (t) + &5 (24,8) + Li (yi (bnrh) — 9: (1)) + Ai (2)
i)

gi(t) :Cii‘i(t), 1=1,2,...,n, k€ {0,1,...,,k(n)},

(12)

where Z;(t), 0;, & and ; are the estimates of x;i(t), 0;, & and y;. L; is the observer gain for the ith
subsystem, A;(t) is an auxiliary compensator, which is given as

A () = D)

=l ei(t)"P,
le:s () P;||”

R(t) = ro RO +|

e;() P Lyiei (t)” n

ei(t)TPz'LiéyH) )

(13)
where ks > 0 is a scalar, o5 = (0ip, — 0im) (0inn — Oim + 0is), Ls; is a chosen matrix, P; is a symmetric
definite positive matrix. e; is the state estimation error, 4; is the estimation of v;, &, = y; (tk,n+1h)—y; ().

(05 + :Y'L
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In the presented observer (12), the estimation 0; is updated by

X l
6, =3 ™ R X (14)
0, if 1, > 0, 0, =6,;, or I, < 0, 0;, = Gim,

where [,, = —)\iumi(t)TPiei.
Let e; = x; (t) — &; (t). Then the estimation error system can be obtained as

N
€; (t) = )\iéiumi (t) + Z /Hijej (t) + élTwz (.fi, t) +V; (t) — Liéy — L;Cie; (t) —A; (t) , (15)
=
where él = Hi — éi = diag(éﬂ, . ;éid); €4 (t) =Ty (t) — .fj (t), éz = gi* — é’i-

In this study, the following auxiliary vector is constructed to provide the lumped disturbance estimation
valve:

t
R(t) = [ ees (0 + e ) - 34 (0), (16)
0
where k. > 0 is a scalar, $;(t) is an intermediate variable which is given as
~ N ~
RY (t) = N0 U (t) + Z ’Hijej (t) + flTwz (.ﬁi, t) — L;Cie; (t) -\ (t) , (17)
i=1
i#]

and X; (t) is constructed as
Ai (t) = — (Ks + ’%) R (t) — L;e, — A; (t) + kee; (t) , (18)

where kg is a positive scalar, 4; is updated as

i = s (IROI + [lest B IR )] (19)
In this study, the lumped disturbance is observed as
Vi () = keeq (1) = Xi (t) — Ligy — Ai (). (20)

In this study, an assumption ||V;(¢)|| < 7:R(t) is made in the observer framework; this is reasonable
and not too restrictive. From the definition of the lumped disturbance, as the approximation error of the
fuzzy control theory is bounded, the actuator fault and the external disturbance in the actual system are
also bounded, and then the lumped disturbance V;(t) can be bounded. According to (16), the estimation
error is included in the variable R(¢), which implies that the auxiliary term R(¢) has the information of
the lumped disturbance. As the lumped disturbance is bounded, by utilizing an unknown scalar ~y;, the
above assumption can be established.

In the presented observer framework, a compensator is introduced. In the application process, the
control signal is transmitted at every sampling period in the attack sleeping interval and each piece of
data can be stored. From this perspective, the designed observer is a memory-based one. For example,
if the initial valves are given at first time period h, then e;(h) can be obtained. Then from the iterative
view, we have e;(2h) at the next period time. P; is solved from (21), &, = y; (tk,n+1h) — y; (). Then,
with the memory-based mechanism, the compensator can be realized.

Now, we are in the position to verify the effectiveness of the proposed observer, and the following
theorem guarantees the convergence performance of the observer.

Theorem 1. With the estimators (12) and (20), the estimation errors for the ith system can be
guaranteed if there exist a sequence of symmetric definite positive matrices P; and the following condition
holds

(PE+ PL,)" + (PE+ PL,) <0, (21)
where P = diag (Py,...,Py), Ls = diag(Ls1,...,Lsn), 2 = [Hi1, Hizs -, Hii—1, —LiCi, Hiiv1, Hin].
Here, the sequence of matrices Lg; (i =1,...,N) is chosen by the author, and then the solvable ability
of the condition (21) can be maintained.
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Proof. The Lyapunov function is chosen as

N

Vi) =3 (ei(t) " Pies (1) + R(O) "R (1) + 55T + 078 + €765,

i=1

where 3; = v — %i.
The time derivative along the trajectory of the system (15) can be obtained as

N
Z )\H’L&ml +ZHZ]6] +€ %( 5 ))
=t Z#J

ei(t)" Pi (Liey + LiCie; (t) + A; (t)) — Vi(t)

_P‘\%Z

i=1
N ..
+2Z(§R )+ ks~ ’yﬁﬁé;féﬁf?&)
i=1
= 2e,(0)TP, ()\ Bitoms (6) + EF 03 (21,8) + Vi (1)) + 2e4(t)" Py (ZE - Ligy — s (1)

+2

WE

(RETR (@) + 57575, + 076: + €7E,),

1

.
Il

= T
where F = [e1,e9,...,en

Combing (14) and (20), the following conditions can be achieved:

2e; (t)TPi)\iéiumi (t) + Qé;réz = 2¢; (t)TPi)\iumi (t) él + 29? (91 — él>

2 ()T PV (1) + 2R(0) R (¢) + 26,1574,

< 2| ()" P R () 4200 (Ve () = Vi) + 207157 (3 - )
=23 ||es P R (®) — 26, IR O — 257 [les) P IR 0]
= =2k, [R O + 23 ||es )P R 0).

It is worthy to be noted that Zivzl (e;(t) " PEXY; (1)) = E(t)" sz (z,t) &, with &, = [£],
¥ (24,t) = diag (1 (£4,1) 5. .., %N (%4, t)). Define the adaptive law as §p = —(z,1) PTE( ) —
the following equation can be obtained as

N ~ ~ ~ — ~ ~y ~
S (et PR (31,1) + E1E) = BIPO (31,0) & + £76,
i=1
= BI P (&,1) & — § (&0, 1) PTE; — &, = =16,
Then, it follows that
Vi (t) < 2e5(t)" Py (—Ligy — Ai () + ei(t) " PEE +2 (01 — Oim) (Oin — Oimn + 035
— 26| R (O + i ||es(t) Py

From (13), it is straightforward that

—ei(t)TPA; (1) —ei(t) " PiLie, — kIR (8] + 29

ei() T P|| R (t) — es(t)" P Lgses (1)

R(t) —&p&p — ei(t) ' PiLgie; (t) + ei(t) PiLyie; (t).

(22)
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Piez- (t)

= —ei(t) P— (as + 4 |les TP R )
lei(t)” Pl
R RO + e PiLies (1) + ||es ) PiLagy ) + in — 0im) (Bin = i + 652)
— k||R (0)])* + 29 ||es ()T Pi|| R () — ei(t) " PiLye (t) = 0. (28)

According to (24)-(28), Eq. (23) can be reformulated as

= B" ((P=+ PL,)" + (P=+ PL,)) B~ {6, (29)

From (21), one can check that V; () < 0. For the DoS attack time interval, the control input w,,; (t) = 0,
and the triggered output becomes y; (tk(n),nﬂh). Based on the Lyapunov method, the similar results
can be obtained. Then the estimation error convergence abilities can be guaranteed.

2.4 Presented controller design

Now we are in the position to design the event-driven fault-tolerant controller to achieve the tracking

performance based on the sliding mode technology. Assume the desired trajectory of the ith subsystem is

Yir (1), and then the tracking error can be calculated as e;r = v; (tk,n+1) — ¥ir (t). To achieve the tracking

control performance, the control policy is designed as um; (t) = ug,; (t) +u’,; (t), where u2 ,(t) and u? ,;(t)

are two parts of the control framework, ufm(t) is used to compensate for the effects of fault, disturbance,

and attack, and u? ,(t) is designed to satisfy the reaching performance of the sliding mode manifold.
The sliding mode manifold is constructed as

t
5 (1) = / (Ra (ein(®™ + ean(®)) = Cokibiusy, (1) )t + eir (1), (30)
0
where 81 > 0, B2 > 0. R, is an adaptive parameter which is constructed as

_ Ba
C T B+ Beexp(—ca(IVi O] + llea ) ™)

with 8, >0 (g =a,b,c), ¢, >0, ¢, > 0.

In this study, an adaptive parameter R, is introduced to help to enhance the robustness and control
performance by combing (7 and f3. As expressed in the sliding mode manifold, when a fault or dis-
turbance occurs, the distance between the control trajectory and the desired trajectory becomes large,
so that R, becomes large, and the domain percentage of the two terms e;(r) and é;(r) will increase,
subsequently. With this mechanism, the trajectory convergence can be adjusted with the help of 5, and
2, and then the control performance can be maintained.

Substituting (9) and the controller u,,;(t) into the sliding mode manifold, then the time derivative of
(30) yields

R

b (1) = Ra (e + én(®) ) = jir (1)
N
+Ci | Al () + A (8) + S Hagay (1) + & s (@4,6) + Vi (1) |- (31)
2
By solving §; (t) = 0, the equivalent control can be derived as
a8 (1) = —(CA0) T (Ra (00 + ) — e + W (1)), (32)

where Uy (t) = Cz-(Zi;V;l, Higwy () + & (i, 8) + Vi (1) + A (1)).
i#]
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Considering the effects of faults, disturbances, and attacks, in this study, the observer-based reliable
defense control framework is presented as

ul,;(t) = { —(Cikieii)j ((Ka + @4 (t) Aﬁai) s.ign (0:)), t € Gu1, (33)
—(CiNibi) " (K + wop (t) pri) sign (6;)), t € Gy 2,
1) = ~(Cd) " (Ra (e 07 +(0%) ~ s +€,0). (34)

where O (t) = C’Z(Z%l HiiZj () + EAITwZ (%, t) + Vi (t)), Pai and pp; denote the estimations of p,; and
3

pvi- Here, pg; and pp; ai‘e two unknown vectors which will be defined later. k, > 0 and x; > 0 are two

scalars. w,(t) and wy(t) are two new vectors that need to be given later.

In the above controller (33), an inverse matrix exists. From (1), C; is a known matrix, A; is the
control gain. 6; is updated according to (14). From (2) and (14), as not all the actuators suffer from
faults simultaneously, one can see that the value 0, exists even when a fault occurs. Then the singularity
problem of the inverse matrix can be avoided.

Particularly, in this study, the event condition in the controller channel is also taken into account to
achieve the resource-efficient purpose. Then, under the controller channel trigger condition, the triggered
control u® . (t) is reformulated as

. -1
"y _(Ci)\iei (tz)> (Ra (ei'r'(tz)ﬁl + éi'r'(tz)[b) —Yir (t.) + Oy (tz)) , . €Gp1NB,
Ui = ~ -1
—(CMiei (tpn+zn)> (Ra (eimﬁl + éffn) ~Yir (tp,+1,) + Os (tpn+ln)> s t€Gn2N By,
(35)
where €;rn, = €ir (tp,+1,). B.1 and B, o denote the control channel DoS attack silent and active time
intervals, respectively. t, is the triggered instant sequence in the controller channel, which is given as

eir(t)” — eir(t:)”

(1) = ()| > exp (~kn) + g0 } (36)

top1 =1t + min{‘

> exp (—km) + gm

or

where k., kn, gm and g, are positive scalars.
Substituting (33) and (35) into (31), it follows that

b (t) = Ra (eir(t)ﬁl + éir (t)62> — Gir (£) + Ci U () — CiNib; (Ci)\iéi (tz)> (Ra (ei'r' (tz)Bl
$ean(1)®) < () + 04 (1) + (s + 2 (1) ) s (8 (1)), h = (0,0) @7

In the following parts, the tracking ability of the system is analyzed even in the presence of actuator
fault, disturbance, and attack. First, the sliding mode manifold reaching ability is analyzed, based on
which the tracking stability is presented.

Theorem 2. Consider the controller in (33), (35), and the sliding mode manifold in (30), the trajectory
of the tracking error for the system will converge to the sliding mode surface even with the DoS attack
and triggered mechanism.

Proof. The Lyapunov function takes the following form:

Vs (1) =D (1= 3(1) Var (8) +3 (1) Va2 (1)), (38)

=

—

where V1 (t) = 20;(t)76; () + 2 (pai — pai)’s S (£)=0,t € Got N B 1, Vaz (£) = 38:(6) " 6; (£) + L (pvi — pui)
J(t)=1,t € GooNBso.
For t € (Gn,1 N B.,1), defining 0, (t) = 0, (t) — 0; (t.), then

I
/N
Q
>

S
™
o
w
—
~
~—
+
Q
>
S
>
-
—~
~
w0
~
N—
/N
Q
>
S
)
S
—~
~
I3
—
N———
L

Cixib; (1) (CiAiéi (tz)) o
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- R —1
= CNb,. (1) (C’z)\zﬂi (tz)) s (39)
By some tedious calculations, Eq. (37) can be simplified as
i () = Ra (ear®) = €ir(t)™ 4 ean () = €5n(82)™ ) + @y (1) = (k0 + 2 () i) sign (5 (1)), (40)

where

Dy (£) = ~Gir (£) + Gir (1) + Ci04 (1) = Cidifiz (1) (Cidils (1)) (Ra (ean(t)™ + én(t2)™)
i (£2) + O (£2) + (0 + i (1) pa) sign (5 (1))
Defining Q, = | Ra(eir ()" — e (t2)"* + éir(t)” = éin(t)?)|| + || @4 (£)], from the definition of €,
one can check that €24 is bounded and unknown. In this subsection, the FLS technique is also used to
identify the unknown part €);.

Recalling the FLS technique scheme, we have Qg = F T (t) + {5, where F, 1 (t) and £4 have similar
meanings of (7). Then one has

03 (£) Qs < 10 O [[F{[ e (O] + N10: (01 £ = 118 (B)]] paia (2), (41)

where po; = [ || FT|| €], @a (t) = [ || (t)]] 1]*. Here the estimation p,; is updated as pai=||0: (V)| wa (t).
For & (t) = 0,t € Gn,1 N B, 1, the time derivative of (38) can be calculated as

N .
= Valt
i=1

From (40), it is straightforward that

Mz

( (paz Pai) (pai - )éai))v R} (t) =1 (42)

i=1

5:(0) "8 (1) = Ra (ean (D) = eanlt)™ + € () = can(t)") + By (£) = (a + wa (£) pus) sign (€:r)

< 16: ()| paiwa (8) = 8:(8)" (Ko + @a (t) pai) sign (5 (1))
= [18: (DIl (Paiwa (t) = (Ka + @a (t) Pai)) - (43)

Then it follows that

Mz
WE

Vs (t) < (16 ()l (paiwa (t) = (Ka + @a (1) fai))) +

1 1

~.
Il

3

M=

((pai — Pai) (pai - ﬁaz))
(152 ()11 (1) (pai = pas) = 50 185 (1) + D ((Pi = i) (s = i)

N
<= (kalldi(t (44)
1=1

I
E

1

.
Il

For t € (Gn 2N B.2), by some tedious calculations, the similar results can be obtained, and we omit it
here. Then, it is straightforward that V(;(t) < 0, which means that the sliding motion will happen and
the reachability of the manifold can be maintained. '

Now we are in the position to analyze the tracking stability of the system. From (44), as Vj (¢) < 0, the
sliding manifold ¢; (t) = 0 can be achieved. From (30), it can be obtained that fo o (eir(t )’61 + éi,.(t)BQ)dt
—fot Ci)\iéiu%i (t)dt + e (t) = 0. By using e (1) = fo ¢ir (t)dt, one has (Ra(ei,«(t)’g1 + ei,«(t)m)
—CiAibsul,; (1)) + éir (t) = 0. From ég, (t) = Cyii; (t) — 94r (t) and ( ), it can be obtained that é;. (t) =
ClA191Um1 (t) + 01(2?;1 Hijl’j (t) + Vz (t)) — yir (t)) As Umi (t) = ’U,,,an,t- (t) + ufni (t), then C'L)\'Lezumz (t) =

j
Cidibiul,; (t) + C;\i0;ub , (t). From the definition of u’ ; (t), we have

Cixidl,; (1) = —Ci\ibi(Cihiby) ™ (Ra (eir(t)ﬁl T e”(t)"z) — i (1) + O, (t)) :
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Note that Ci\0;(CiAif:)~F = (Cixibls + Ci\if:) (CiAif)~ = I+Cixif;(CiAi0;) 1, it can be checked that
Cidiiy; (8) = = (Ra (0 + e (0)™) = G (1) + 0, (1))
— NG, (CiAiéi> B (Ra (ei,. )% + ei,«(t)ﬁz) — i (1) + O, (t)) .
By utilizing the above condition, we have

R, (ei,« (t)Bl + éir (t)62> — Azéluzﬂ (t) + CiNiO;um;i (t)

N
+Ci | Y Higai () + & i (@,1) + Vi (1) | — i (B)
=1

i)
=R, (eir(t)ﬁl + éz-r(t)‘b) 4+ Eq (t) =0,

where
~ N o~ ~
Ba (1) = Cidiful; (8) + Ci | Y Higj(8) + & i (&,1) + Vi (1)
b=,
- N1
— C’L>\191 (C’z)\zﬁl) (73}” (t) -+ @S (t)+Ra (6” (t)Bl -+ Cir (t)ﬂ2)) .

As the convergence of the observation errors can be maintained, Z, (¢) is bounded. From the above equa-
tion, one can deduce that e;.(t) can be bounded, and then the convergence of e;,. () can be guaranteed.
For t € G, 2, a similar calculation can be obtained, and then we can conclude that the tracking error is
bounded.

3 Example analysis
In this section, to show the control performance of the presented approach, two cases are simulated.

Case 1. In this case, an interconnected power network system benchmark in [20] is addressed. The
system can be described as

Ad; (t) = Aw; (1), i =1,2,

sz (t) = Q%i Awi (t) -+ QM_IiAPm'L -+ QM_I%APei; (45)
529 APy = 555 (AP — kidw; (8) +u, (1) + di (1)),

where Ad;, Aw;, AP,,;, and AP,; denote the deviations of rotor angle, relative rotorspeed, mechanical

input power, and active power of the power system, respectively. w;(t) is the deviation of the valve

opening, which can be acted as the control input. d;(t) represent the external disturbance. D; = 3,

H;, =12, T; = 15, and wy = 100. Here, k; is assumed to be unknown, the term AP,; is defined as

Apel = % [Sin ((51 — 52) — sin (510 — 520)] y (46)
AP@Q = _APela

where 1 = 2 and Ey = 3 are two constants, X = 15, d19 = 1 rad and d29p = 1.2 rad denote the steady
state angles of the first and second generator and §; = d;0 + Ad;. The measured output rotor angle of
each generator is y; = 6; (i = 1,2).

The state variables are chosen as [x;1, %2, %; 3] = [Ad; (t), Aw; (t), (wo/2H;) APy,;], the initial state
values are set as [z1,1 (0), 21,2 (0), 21,3 (0)] = [0.25,0.05, —0.1] and [z2,1 (0), 22,2 (0), 223 (0)] = [0.15,0.1,
—0.1]. The fuzzy membership functions are chosen as i, = exp((Z; + 3 — k)2/8) (1=1,2k=1,2,3,4,5).
In this study, the attack is aperiodic. Here, we give three attack intervals randomly.
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Choose
-2 —-0.4 -2 -5 —2.5 —-10
La=|—-4 -2 2|, Lg= -1 -5 -5
-2 -2 =2 -25 -5 =5

By solving the condition (21), one has

1.6366 —0.5741 0.1412 1.6366 —0.3622 —0.2293 —0.4412
Py = | —05741 1.1160 —0.6411|, P»= | —0.3622 0.8684 —0.5173|, L1 = |—1.8228],
0.1412 —0.6411 0.8751 —0.2293 —0.6411 1.3703 —1.8758
T
Ly = | —6.4293 1.1023 723.3534} :

By choosing ks = 0.5, k. = 1, we have the observer scheme in (12), (14) and (20). Then, we have the
estimation values.

Setting the parameters 1 = 0.8, Bo = 1.1, B, =1, B, = 1.2, 8. =1, ¢, =1, ¢ = 1.1, k,, = 0.5,
kn = 0.5, gm = 0.01, g, = 0.01, K, = 0.3, kK, = 0.4, one can obtain the sliding mode manifold in (30)
and construct the event condition in (36), and subsequently the controller in (35) can be obtained. The
other control parameters are listed as m, = 1.2, mp = 1.5, w1 = 0.1, 72 = 0.8.

The unexpected actuator fault and disturbance are assumed as

0.2, 0 <t < 10, 0 0<i<1s

Ug (1) =uga () =4 1.6sin(2t—3), 10<t <15, Wi(t)=< ’ Wa(t) = 0.

ar (8) = uez (1) _ ( ) 10 {o.zsin(o.5t),15<t<35, 2(1)
8sin (2t), 15 <t < 35,

The simulation results are shown in Figure 3. The rotor angles of generators 1 and 2 are depicted
in Figures 3(a) and (b), the grey shadow parts imply that the DoS attackers are active while the left
parts mean that the attackers are sleeping. As seen from Figures 3(a) and (b), when DoS is active,
the trajectories of the generator deviate from the desired references and the tracking performance are
degraded.

Here, to show the effectiveness of the presented scheme, the method in [20] is also applied, where
o = 10, on = 580, ﬁ = 57 Cij1 = 9.7235, Ci2 = 6, Ci,3 = 12, Ti2 = Ti,3 = 0.2, 01 =02 = 6, Fi = IQ, 1= 1,2.
Meanwhile, the control approach in [27] is also simulated. In addition, the presented compensation mech-
anisms are also applied to the other two methods to guarantee the fairness of comparison. Furthermore,
to show the effects of the attacks, the comparative results of the trajectories without attackers and only
with attackers are also plotted. As depicted in Figure 3(c), when we only consider attackers, the proposed
method in this study has better recovering performance. One can also see from Figures 3(a) and (b) that
the method in [27] may be unstable when attacker is active. The results in [20] can be stable, but the
chattering is harder and the recovering time is long compared with the presented control scheme.

On the other hand, during the DoS sleeping period, the tracking accuracy is recovering constantly,
and the control performance can be maintained after a short time period. As verified in Figures 3(a) and
(b), the designed approach has a better recovering ability, which means once the DoS attack stops, the
tracking performance can be recovered with the presented FTC framework even in the presence of a fault
and lumped disturbance. The triggered time intervals are shown in Figures 3(d) and (e), from which,
13.14% and 16.28% communication resources are saved in the two subsystems, respectively. Additionally,
the estimation performance of the lumped disturbance is given in Figure 3(f), as observed in this figure,
one can see that the presented observer has good estimation ability.

Case 2. In this case, an inverted pendulum system that is connected by a spring is considered [3]. The
system can be described as
#11=Gr1 (1) + 212+ Af11(2,8),

(21,
i12 = Gra(v1) + 01 uy (t) + Afro (x,t) + g (1),
Zo1 = Go1 (221) + 222+ Afaq (z,1), (47)
99 = Gop (22) + 02 ug (t) + Afas (z,t) + oy (1),

Yi = Ti,, 1= 1527
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Figure 3 (Color online) Trajectory of the rotor angle for (a) generator 1 under different approaches, (b) generator 2 under
different approaches, and (c) generator 2 only under DoS with different approaches; time intervals of the event condition for
(d) generator 1 and (e) generator 2; (f) lumped disturbance Vi (t) and Vi (t).

2 .
where 21,1 = w1, T2,1 = w2, Gi,1(v11) = 0, Afia(z,t) = 0, Gia(z1) = (55 — F5-)sin(21,1),
2 | )
o (t) = Fr-sin(22,1), Afi2 (2,t) = 1;8’17%1’ 01 = [6,6]", Ga1 (w2,1) = 0, Afay (2,1) = 0, Gapp (2) =
2 . ' w/”z .
(mj:f" — TL )sin (z21), Afao (x,t) = —ﬁi’él, Iy (t) = T7; sin (x11), b = [5,5]T. Here w; and wy are

the angular displacements of the pendulum system. m; (i = 1,2) denote the mass, J; and Jy represent
the moments of inertia. w is the spring constant, » denotes the pendulum height. The above parameter
values are listed as follows, m; = 2 kg, mo = 2.5 kg, J; = 5 kg-m?, Jo = 6.25 kgm?, @ = 100 N/m,
r=0.5m, g=9.81 m/s’

Similarly, by choosing the matrix Ls; and Lso, we have the observer gains Ly and Ls; here, Ls and
Lo are chosen as in case 1. Setting the controller parameters g1 = 0.75, B2 = 1.2, k,,, = 0.5, k,, = 0.5,
gm = 0.01, g, = 0.01, Kk, = 0.3, kK = 0.4, one can construct the controller in (35). The fuzzy membership
functions are chosen as in case 1, i.e., [k = exp((#; +3 — k)2/8) (i=1,2;k=1,2,3,4,5). From the
fuzzy logic system theory in (7), the two functions Gy o(z1) = X1 (#1,t) and Goo(22) = €3 a(2,t)
can be constructed.

In this case, the attack condition is given randomly. The unexpected faults and disturbances are
assumed as

0, 0<t<6,
ug1 (t) = uga(t) = ¢ 0.35sin (2.5t —2), 6 <t <15, Wi (t) = Wh(t) = 0.6 cos(t).
0.6, 15 <t < 35,

Given the desired reference as y;, (t) = 0 (¢ = 1,2). The initial values are given as x;1(0) = x;2(0) =
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Figure 4 (Color online) Trajectory tracking results of (a) inverted pendulum 1 and (b) inverted pendulum 2 with different
methods; time intervals of the event conditions for (¢) inverted pendulum 1 and (d) inverted pendulum 2; (e) lumped disturbance
and its estimation.

0.03 (i = 1,2). The left design parameters are chosen as in case 1. The simulation results are shown in
Figure 4.

Figures 4(a) and (b) show the angular displacements tracking results of the pendulum system. One can
see from Figures 4(a) and (b) that the trajectory tracking purpose can be achieved for the two subsystems
with the presented reliable defense control method in the occurrence of actuator faults, disturbances, and
attacks.

In this case, the DoS attack defense control approach in [20] and the fault tolerance control method
in [3] for the interconnected nonlinear system are also applied. Note that the fault tolerance section is not
included in the method [20]; additionally, the method in [3,20] does not involve an event scheme. Here,
we add a fault compensation part in [3], and an event scheme is introduced in both [3,20], so that a fair
comparison can be made. As depicted in Figures 4(a) and (b), as both the fault compensation part has
been included, the tracking performance can be guaranteed when a fault occurs. However, the methods
in [3,20] do not include the DoS defense control part, the trajectories will deviate from the desired one
when the attackers are launched in the communication channels. Moreover, the recovery speeds of the
other two methods are slower when the attackers are sleeping compared with the presented method. This
implies that when the attackers stop, the trajectory can track the desired one with the control remaining
scheme in the proposed method.

Figures 4(c) and (d) express the time intervals of the event conditions for the two subsystems. From the
two figures, the transmitted resources in the communication channels are saved. To show the disturbance
estimation performance, the disturbance estimated value is shown in Figure 4(e). From Figure 4(e), one
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Table 1 Comparison results of RMSE of different methods

Subsystem Presented method Method in [3] Method in [20]
Subsystem 1 0.0015 0.0026 0.0030
Subsystem 2 0.0035 0.0086 0.0065

can see that the presented observer has good estimation performance, which verifies the feasibility of
the compensation scheme by utilizing the estimation information to design the controller. Moreover, the
root mean square errors (RMSE) of different methods for the two subsystems are listed in Table 1. From
the table, one can see that control priorities are better than the other two methods, which in return
verifies the fault tolerance ability, disturbance attenuation performance, and attack-defense ability of the
proposed method.

4 Conclusion

In this study, an event-driven observer-based FTC architecture is presented for a class of interconnected
nonlinear systems in the occurrence of actuator faults, lumped disturbances, and DoS attacks. In this
control framework, the fuzzy logic theory is used to approximate the nonlinear function, based on which
a fuzzy nonlinear observer is constructed. Using the observer outputs, an adaptive sliding mode manifold
is designed, and the equal control law is subsequently derived. To conserve the communication resources,
a novel event condition in the control channel is designed, and the event-driven control approach is
developed. The tracking performance can be established even in the presence of faults and DoS attacks
under the proposed control scheme. Finally, the simulation results demonstrate the fault tolerance,
disturbance rejection, and DoS compensation capabilities of the presented approach.

Because of the importance of system performance recovery, our future research will focus on FTC
and optimal control for more generalized interconnected stochastic nonlinear systems in the presence of
multifaults, disturbances, and attacks.
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