
SCIENCE CHINA
Information Sciences

June 2022, Vol. 65 162205:1–162205:17

https://doi.org/10.1007/s11432-021-3397-2

c© Science China Press and Springer-Verlag GmbH Germany, part of Springer Nature 2022 info.scichina.com link.springer.com

. RESEARCH PAPER .

Active event-driven reliable defense control for
interconnected nonlinear systems under actuator

faults and denial-of-service attacks

Bin GUO, Songyi DIAN* & Tao ZHAO

College of Electrical Engineering, Sichuan University, Chengdu 610065, China

Received 14 July 2021/Revised 5 October 2021/Accepted 30 November 2021/Published online 24 May 2022

Abstract This study investigates the reliable control design for a class of interconnected nonlinear systems

subjected to actuator faults, disturbances, and denial-of-service (DoS) attacks. DoS attacks are carried out in

both sensor and controller channels. An integrated event-observer-based security sliding mode fault-tolerant

control approach is presented to defend against DoS attacks and compensate for faults and disturbances.

To be more specific, the fuzzy logic system (FLS) theory is used to approximate the unknown nonlinear

component first. Using the output measurement and sensor channel triggered output information, an FLS

aided nonlinear estimator is put forward, in which the faults and disturbances are reconstructed. Then, to

achieve the trajectory tracking purpose in the presence of DoS attacks, actuator faults, and disturbances, an

adaptive sliding mode manifold is established, based on which an event-driven mechanism is established and

a reliable controller is designed. In the controller scheme, the fault compensation and disturbance rejection

mechanisms are also included synchronously. The tracking ability is analyzed using the Lyapunov method and

the FLS theory, followed by applications to an interconnected power network system and an interconnected

inverted pendulum system to demonstrate the applicability of the proposed method.

Keywords interconnected nonlinear system, actuator fault, DoS attack, disturbance, fault-tolerant control,

event-driven control
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1 Introduction

With the rapid development of the mechanical system design technique, networks communication theory,
and advances in electrical hardware, the automation system can be made more complex and multifunc-
tional. To achieve the predetermined control purpose, two layers are included, namely the cyber and
physical layers, in which various sensors, controllers, actuators, and networks are embedded [1]. Several
challenges arise as the number of components in the automated system increases. On the one hand,
the actuator may be experiencing physical layer failures because of long-term operation [2, 3]. On the
other hand, unexpected disturbances may also enter into the control system through various channels [4].
Furthermore, the security problem in the cyber layer has become a great challenge because of a malicious
attack, such as data injection [5], reply [6], and denial-of-service (DoS) attacks [7].

From the standpoint of system performance maintenance, fault-tolerant control (FTC) emerges as an
effective method for compensating for faults and ensuring system reliability [8]. A significant amount of
progress has been made in the field of FTC methods for linear and nonlinear systems [9–11]. Ref. [9],
for example, investigated the FTC method for a nonaffine nonlinear system subjected to actuator fault
and constructed an output feedback control scheme. In [10], the nonlinear mechanical system with
actuator fault and disturbance was considered; the fault estimation and backstepping controller were
reconfigured. These encouraging findings include fault estimation, reconfiguration, and compensation and
their applications. Recently, the integrated fault tolerance and disturbance rejection control framework
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has aroused the interest of scholars. In this control architecture, the controller is determined by the
estimator, which can improve the flexibility of the controller design [12–14]. For instance, in [12], the
fault compensation problem for a class of nonlinear feedback systems was addressed, a neural network
was used to identify the nonlinear characteristic, and an FTC method was designed. However, these
achievements have focused on the physical failures while ignoring the security problems, which have now
become one of the most important factors affecting the system’s performance. Furthermore, the majority
of the fault compensation mechanisms considered in these results are based on the measurable system
states, which may limit their applications because the states are not always completely measured in many
practical systems.

As previously stated, one of the most competitive challenges is the security control problem known
as the DoS attack in the automation network [15]. The primary goal of a DoS attack is to disrupt
communication transmissions, thereby compromising data availability [16]. In [17], the malicious DoS
defense control problem was investigated for a linear system, and a resilient control approach was designed.
In [18], the state stability problem was addressed using the DoS attack, which was depicted using the
DoS frequency and duration assumptions. With a similar point, the work of the DoS attack defense
control methods extended to the fuzzy systems [19,20] and distributed multiagent systems [21]. However,
these results focused primarily on the linear system; few architectures take the interconnected nonlinear
system into account. For the interconnected nonlinear system, the network communication channels are
more sophisticated, which means that the DoS jammers have more channel options to launch and destroy
the communications. Then, it is critical to investigate the active defense control strategy against the
attackers for the interconnected nonlinear systems.

It should be noted that communication networks may be limited in terms of sensing and computational
capabilities. To conserve communication resources, an event-driven transmission mechanism has been
proposed, the feature of which is that data is determined by the event condition rather than at each
sampling period. The main challenge of this control framework is determining how to construct the event
condition to reduce unnecessary waste while maintaining system control performance. In [22], the global
finite-time control method for uncertain nonlinear systems was developed, and an event-driven method
was presented based on the backstepping technique, in which the event condition was constructed by the
controller triggered error between the virtually applied control and actual signals. In [23], the stability
problem of a class of output feedback nonlinear systems was investigated using the state information,
and an event mechanism was designed. In [24], the nonlinear networked system in the occurrence of
actuator fault and jamming attacks was considered, and a state-based trigger condition was constructed.
In [25], the event-based control framework was applied to a nonlinear multiagent system, and a distributed
event strategy was established. The adaptive tracking control for a class of feedback uncertain nonlinear
systems was considered in [26]; assuming that the system states can be measured, an event-based control
approach was developed to save the communication resources, in which the event condition was designed
by the triggered controller error with a constant threshold, and the application to the single-link robotic
manipulator system demonstrated the effectiveness of the presented approach.

Nevertheless, the aforementioned results are limited to fault compensation or DoS security control with
or without the event-driven framework while leaving the synthesis of event-based FTC for actuator fault
and active defense control for attacks unexplored, which has remained one of the most difficult challenges
in the controller design framework, especially for the interconnected industrial systems. Furthermore,
the above results are based on the assumption that the system states can fully be accessible, on which
the state-based event condition and controller are designed. This may limit the applications because the
measurability cannot always be guaranteed due to the limited computation resources, especially for the
interconnected nonlinear systems. Then, the question arises: Is it possible to develop a unified observer-
based control architecture that preserves and recovers control performance while achieving the resource-
saving requirement for interconnected nonlinear systems with DoS attack, actuator fault, disturbance,
and limited state measurable information? And how to investigate this unified control scheme to improve
the balance between the controller and resource-saving performance motivates the event-driven observer-
based controller design part of this study.

In this study, we consider the synthesis control problem for a class of interconnected nonlinear systems
in the presence of DoS attack, actuator fault, disturbance, and limited communication resources; an event-
observer-based reliable defense control framework is presented. In comparison to previous achievements,
the main contributions of this study are the following.

(1) A novel adaptive event condition mechanism is established. Compared with the results in [23, 24],
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where the system states were assumed to be measurable, the trigger conditions only in the control channels
are considered, and the event conditions are established based on the triggered state directly, which may
cause chattering of the controller if a fault or an attack occurs. This study addresses the event conditions
both in the sensor and control channels. The presented trigger mechanism is an adaptive one that can
balance the limited transmission resource and information utilization. Furthermore, a minimum time
interval can be maintained in this trigger mechanism, avoiding the Zeno phenomenon.

(2) An event-based state, lumped disturbance, and fault index factor integration observation frame-
work for the nonlinear interconnected system is designed. In this estimation scheme, the sensor channel
triggered outputs are used, which means that the unknown variables can be estimated with less infor-
mation. Furthermore, using the neighbor information, the estimation can be realized and convergence
ability is explicit characterized.

(3) An event-observer-based reliable defense control framework is investigated, in which the FTC
compensation, disturbance attenuation, and active DoS defense section are included to maintain the
system control performance in terms of safety while the resource-efficient requirement can be achieved.
The tracking performance analysis is formulated and expressed with the help of the fuzzy logic system
(FLS) technique. Different from the work in [20], where the nonlinear function is assumed to satisfy the
Lipshitz condition and control input is blocked during the attacker active interval, in this study, the data
at attacker sleeping\active instant is triggered and used as a compensation part.

The remainder of this study is structured as follows. The problem formulation and the observer-based
reliable defense control framework with the event-driven mechanism, as well as the tracking capability
are presented in Section 2. Section 3 contains two simulation cases, and Section 4 concludes this work.

2 Problem formulation

Consider the following nonlinear system consists N subsystems, and the ith subsystem can be represented
in the form of















ẋi (t) = Fi (xi, t) + λiu
f
i (t) +

N
∑

i=1
i6=j

Hijxj(t) +Wi (t) ,

yi (t) = Cixi (t) , i = 1, 2, . . . , n,

(1)

where xi (t) ∈ R
n is the state vector of the ith subsystem, Fi(xi, t) represents a smooth unknown nonlinear

function, ufi (t) denotes the control input, Wi(t) is the external disturbance, λi is the control gain, yi(t)
is the output signal, Hij and Ci are two known matrices with proper dimensions.

In this study, the actuator fault is considered as

ufi (t) = θiumi (t) + ηiuqi (t) , (2)

where umi(t) ∈ R
d represents the real control signal that will be designed, uqi(t) is the bias fault.

θi = diag(θi1, . . . , θid) is an index factor which expresses the loss efficiency degree of the actuator, and
θia ∈ (0, 1] , a = (1, . . . , d), θim 6 ‖θi‖ 6 θin, where θim and θin are two constants. Assume ‖θ̇i‖ 6 θis
and θis is a scalar. ηi ∈ {0, 1}, which implies the bias fault occurs in the presence of ηi = 1.

Remark 1. From the actuator fault model in (2), three types of fault model can be covered, i.e., bias
fault, partial loss actuator fault, and fault free cases. In the bias fault case, it is characterized by the
actuator floating to nominal control response, which means ηi = 1. In the partial loss actuator fault, the
response to the control signal is abnormal, for example, θi = 0.8 means that 20% of the control signal
cannot be acted. In the fault free case, ηi = 0 and θi = 1. To guarantee the control performance, in this
study, we assume that not all the actuators suffer from faults simultaneously.

By substituting the actuator fault model into (1), one has















ẋi (t) = Fi (xi, t) + λiθiumi (t) +
N
∑

i=1
i6=j

Hijxj(t) +Wi (t) + λiηiuqi (t) ,

yi (t) = Cixi (t) , i = 1, 2, . . . , n.

(3)
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2.1 DoS attack formulation

A DoS attack attempts to impede data sending and reception with disruption resources. In this study,
the aperiodic DoS attack problem is taken into account, which exists in the sensor and actuator channels.
The attack aims to compromise the transmitted data before arriving at the destinations, which can be
represented as

JDoS =

{

0, t ∈ [pn, pn + ln) ,

1, t ∈ [pn + ln, pn+1) ,
(4)

where n ∈ N , pn and ln denote the instant and the duration time of the nth attack. From (4), it can be
checked that during the interval [pn, pn + ln), the attack is sleeping and the communication is permitted,
while the period time interval [pn + ln, pn+1) represents the attack is in action and the communication is
blocked.

As the attacker is energy limited, here, the following two assumptions are made.

Assumption 1. For any t > t∗ > 0, there exist two positive scalars m1 and Tm1 such that

n (t, t∗) 6 m1 +
t− t∗

Tm1
, (5)

where n (t, t∗) is the total number of the attack occurrence over the time interval [t∗, t).

Assumption 2. For any t > t∗ > 0, there exist two positive scalars m2 and Tm2 such that

Λn (t, t
∗) 6 m2 +

t− t∗

Tm2
, (6)

where Λn (t, t
∗) denotes the attack action time over the time interval [t∗, t).

Remark 2. The above two assumptions are regarded with the DoS frequency and DoS duration, which
are not restrictive and can be seen commonly in [16, 21], here, Tm2 > 1 guarantees that the DoS attacks
are not always active.

Inspired by the work in [23], the unknown nonlinear function can be approximated by a suitable fuzzy
logic system theory, which means the term Fi(xi, t) can be approximated as

Fi(x̂i, t) = ξi
∗Tψi(x̂i, t) + ςi, (7)

where ψi(x̂i, t) is the so called fuzzy basic function, x̂i is the estimated states. ςi is the approximation
error, ξi

∗ is the optimal weight vector, which is given as

ξi
∗ = argmin

ξi

[

sup
x∈Π(x)

∣

∣

∣F̂i (x̂i, t)− Fi (x̂i, t)
∣

∣

∣

]

, (8)

where Π (x) represents the compact set of x.

Then the system (3) can be rewritten as



































ẋi (t) =























λiθiumi (t) +
N
∑

i=1
i6=j

Hijxj(t) + ξi
∗Tψi(x̂i, t) + Vi (t) , t ∈ Gn,1,

N
∑

i=1
i6=j

Hijxj(t) + ξ∗Tψ (xi, t) + Vi (t) , t ∈ Gn,2,

yi (t) = Cixi (t) , i = 1, 2, . . . , n,

(9)

where Gn,1 := [pn, pn + ln) and Gn,2 := [pn + ln, pn+1), Vi (t) = Wi (t) + λiηiuqi (t) + ςi + ∆F (xi, t) is
the lumped disturbance, ∆F (xi, t) = F (xi, t)−F (x̂i, t). Similar to the result in [23], where the lumped
disturbance is assumed to be bounded with an unknown constant. Here we assume ‖Vi (t)‖ 6 γiℜ (t),
where γi is an unknown scalar, ℜ(t) denotes a new vector that will be designed later.
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Figure 1 (Color online) The triggered instants with DoS attacks.

2.2 Event condition mechanism design

To reduce the communication resources, the event trigger conditions in the controller and the sensor
channels are established. For the sensor channel, the following event condition is designed:

ey(tkh+ qh)
T
ψkey (tkh+ qh) 6 πm (tkh+ qh) yi(tkh)

T
ψkyi (tkh) , (10)

where ψk is a weighting matrix, ey (tkh+ qh) = yi (tkh) − yi (tkh+ qh), q ∈ N , πm (tkh+ qh) ∈
[πm1, πm2] is a positive parameter which obeys the following updating law πm (tkh+ qh) = πm1 +
ma (πm2 − πm1) e

−mb|‖yi(tkh+qh)‖−‖yi(tkh+qh)‖|, where 0 6 πm1 6 πm2 < 1. ma and mb are two threshold
adjustment sensitivity parameters with ma > 1 and mb > 1.

Then the next release time can be obtained as

tk+1h = tkh+min
q>1

{

ey(tkh+ qh)
T
ψkey (tkh+ qh)

> πm (tkh+ qh) yi(tkh)
T
ψkyi (tkh)

}

.

It is worthy to be noted that the considered aperiodic DoS attack may block the communication
in an unexpected way, which implies that the kth triggered output of data may not be transferred to
the destination if the DoS occurs. Then the trigger condition may not be applicable to the control
performance analysis. To handle this problem, the following resilient trigger condition is presented based
on the condition (10):

tk,n+1h ∈ { tsh| tsh ∈ Gn,1, ts ∈ N} ∪ {pn} , (11)

where tsh satisfies the condition (10), tk,n+1h denotes the time instant that the output data transmitted
successfully to the sensor. Here k ∈ {0, 1, . . . , k (n)} and k (n) = max {k ∈ N | pn + ln > tk,n+1h}.

An example of the event scheme with DoS attacks is shown in Figure 1.

Remark 3. From the equation in (10), if the condition is broken, the next transmitted data is triggered.
As the attacker will block the communication, which means that the triggered data should not be located
in the attack active time interval. Considering the DoS attack, in this study, an attack-resilient trigger
condition in (11) is presented. In (11), the triggered time sequences lie in the attack sleeping interval. It
can also be derived that if no trigger data meets the condition in (11), then the data at instant pn will
be forced to transfer successfully, which implies the presented trigger mechanism can help to maintain
the control performance even the attack is small and aperiodic.

Remark 4. The trigger condition in (10) can be implemented in the presence of the attack-free scenarios.
From (10), it is easy to check that the minimum time interval will be no less than h, which means that
the time interval between the next data released time and the latest released time will be no smaller than
a sampling period, which in return indicates that the Zeno phenomenon can be avoided. Similar analysis
can be made for the control channel; i.e., the Zeno avoidance performance can also be maintained in the
control channel. From the applicative perspective, an improved trigger countermeasure is established in
(11) to tackle the DoS attack. From (11), it can be seen that the data could be triggered when the attack
is sleeping and will be released at the sleeping/active switch instant.

Remark 5. Compared with the results in [22, 26], in this study, the presented trigger mechanism
threshold is a dynamic one rather a fixed scalar; with this trigger scheme, the trigger condition has a
better response to the influences of the actuator fault, lumped disturbance, and DoS attack. More specific,
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Figure 2 (Color online) Block diagram of the proposed approach.

the threshold πm (tkh+ qh) depends on the output error; i.e., when |‖yi (tkh) ‖|−|‖yi(tkh+ qh)‖| becomes
larger, the threshold becomes smaller, which means the trigger condition can be more easily satisfied and
the data will be updated frequently enough. On the contrary, when the output error gets smaller, the
data will be released in a lower frequency way, which indicates that the communication resources are
saved.

The presented control framework is shown in Figure 2, the main purpose of this study is to design
an event-observer-based fault-tolerant controller for the system in (9) in the presence of actuator fault,
lumped disturbance, DoS attack, and limited communication resources. First, as the states may not be
fully measured, while the fault and disturbance can also be unknown, we present a fuzzy-aided observer
by utilizing the triggered data in the sensor channel. Then we organize our event-observer-based FTC
framework based on the observer outputs, in which the compensation parts are included. Finally, the
application to an interconnected power system shows the fault tolerance, disturbance rejection, and DoS
compensation abilities of the presented approach.

2.3 Proposed observer design

In this study, the states of the system are regarded as imperfectly measurable, the unexpected actuator
fault and lumped disturbance are also unknown. For system (9), the following observer is designed for
t ∈ [tkh, tk+1h):















˙̂xi(t) = λiθ̂iumi (t) +
N
∑

i=1
i6=j

Hij x̂j (t) + ξ̂Ti ψi (x̂i, t) + Li (yi (tk,n+1h)− ŷi (t)) + Λi (t) ,

ŷi (t) = Cix̂i (t) , i = 1, 2, . . . , n, k ∈ {0, 1, . . . , , k (n)},

(12)

where x̂i(t), θ̂i, ξ̂i and ŷi are the estimates of xi(t), θi, ξ
∗
i and yi. Li is the observer gain for the ith

subsystem, Λi(t) is an auxiliary compensator, which is given as

Λi (t) =
Piei (t)

‖ei(t)
T
Pi‖

2

(

σs + γ̂i

∥

∥

∥ei(t)
TPi

∥

∥

∥ℜ (t)− κs‖ℜ (t)‖2 +
∥

∥

∥ei(t)
TPiLsiei (t)

∥

∥

∥+
∥

∥

∥ei(t)
TPiLiēy

∥

∥

∥

)

,

(13)
where κs > 0 is a scalar, σs = (θin − θim) (θin − θim + θis), Lsi is a chosen matrix, Pi is a symmetric
definite positive matrix. ei is the state estimation error, γ̂i is the estimation of γi, ēy = yi (tk,n+1h)−yi (t).
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In the presented observer (12), the estimation θ̂i is updated by

˙̂
θi =

{

lm,

0, if lm > 0, θ̂i = θin or lm < 0, θ̂i = θim,
(14)

where lm = −λiumi(t)
TPiei.

Let ei = xi (t)− x̂i (t). Then the estimation error system can be obtained as

ėi (t) = λiθ̃iumi (t) +

N
∑

i=1
i6=j

Hijej(t) + ξ̃Ti ψi (x̂i, t) + Vi (t)− Liēy − LiCiei (t)− Λi (t) , (15)

where θ̃i = θi − θ̂i = diag(θ̃i1, . . . , θ̃id), ej (t) = xj (t)− x̂j (t), ξ̃i = ξi
∗ − ξ̂i.

In this study, the following auxiliary vector is constructed to provide the lumped disturbance estimation
valve:

ℜ (t) =

∫ t

0

κeei (t)dt+ ei (t)−ℑi (t) , (16)

where κe > 0 is a scalar, ℑi(t) is an intermediate variable which is given as

ℑi (t) = λiθ̃iumi (t) +

N
∑

i=1
i6=j

Hijej(t) + ξ̃Ti ψi (x̂i, t)− LiCiei (t)− λ̄i (t) , (17)

and λ̄i (t) is constructed as

λ̄i (t) = − (κs + γ̂i)ℜ (t)− Liēy − Λi (t) + keei (t) , (18)

where κs is a positive scalar, γ̂i is updated as

˙̂γi = κs

(

‖ℜ (t)‖2 +
∥

∥

∥ei(t)
T
Pi

∥

∥

∥ ‖ℜ (t)‖
)

. (19)

In this study, the lumped disturbance is observed as

V̂i (t) = κeei (t)− λ̄i (t)− Liēy − Λi (t) . (20)

In this study, an assumption ‖Vi(t)‖ 6 γiℜ(t) is made in the observer framework; this is reasonable
and not too restrictive. From the definition of the lumped disturbance, as the approximation error of the
fuzzy control theory is bounded, the actuator fault and the external disturbance in the actual system are
also bounded, and then the lumped disturbance Vi(t) can be bounded. According to (16), the estimation
error is included in the variable ℜ(t), which implies that the auxiliary term ℜ(t) has the information of
the lumped disturbance. As the lumped disturbance is bounded, by utilizing an unknown scalar γi, the
above assumption can be established.

In the presented observer framework, a compensator is introduced. In the application process, the
control signal is transmitted at every sampling period in the attack sleeping interval and each piece of
data can be stored. From this perspective, the designed observer is a memory-based one. For example,
if the initial valves are given at first time period h, then ei(h) can be obtained. Then from the iterative
view, we have ei(2h) at the next period time. Pi is solved from (21), ēy = yi (tk,n+1h) − yi (t). Then,
with the memory-based mechanism, the compensator can be realized.

Now, we are in the position to verify the effectiveness of the proposed observer, and the following
theorem guarantees the convergence performance of the observer.

Theorem 1. With the estimators (12) and (20), the estimation errors for the ith system can be
guaranteed if there exist a sequence of symmetric definite positive matrices Pi and the following condition
holds

(

P̄Ξ + P̄ L̄s

)T
+
(

P̄Ξ+ P̄ L̄s

)

< 0, (21)

where P̄ = diag (P1, . . . , PN ), L̄s = diag (Ls1, . . . , LsN ), Ξ = [Hi1,Hi2, . . . ,Hii−1,−LiCi,Hii+1,HiN ].
Here, the sequence of matrices Lsi (i = 1, . . . , N) is chosen by the author, and then the solvable ability
of the condition (21) can be maintained.
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Proof. The Lyapunov function is chosen as

V1 (t) =

N
∑

i=1

(

ei(t)
T
Piei (t) + ℜ(t)Tℜ (t) + κs

−1γ̃Ti γ̃i + θ̃Ti θ̃i + ξ̃Ti ξ̃i

)

, (22)

where γ̃i = γi − γ̂i.
The time derivative along the trajectory of the system (15) can be obtained as

V̇1 (t) = 2

N
∑

i=1

ei(t)
T
Pi(λiθ̃iumi (t) +

N
∑

i=1
i6=j

Hijej(t) + ξ̃Ti ψi (x̂i, t))

− 2
N
∑

i=1

ei(t)
TPi (Liēy + LiCiei (t) + Λi (t))− Vi(t)

+ 2

N
∑

i=1

(

ℜ(t)Tℜ̇ (t) + κs
−1γ̃Ti ˙̃γi + θ̃Ti

˙̃
θi + ξ̃Ti

˙̃
ξi

)

= 2ei(t)
T
Pi

(

λiθ̃iumi (t) + ξ̃Ti ψi (x̂i, t) + Vi (t)
)

+ 2ei(t)
T
Pi

(

ΞĒ − Liēy − Λi (t)
)

+ 2

N
∑

i=1

(

ℜ(t)Tℜ̇ (t) + κs
−1γ̃Ti ˙̃γi + θ̃Ti

˙̃
θi + ξ̃Ti

˙̃
ξi

)

, (23)

where Ē = [e1, e2, . . . , eN ]
T
.

Combing (14) and (20), the following conditions can be achieved:

2ei(t)
T
Piλiθ̃iumi (t) + 2θ̃Ti

˙̃
θi = 2ei(t)

T
Piλiumi (t) θ̃i + 2θ̃Ti

(

θ̇i −
˙̂
θi

)

6 2 (θin − θim) (θin − θim + θis) , (24)

2ei(t)
TPiVi (t) + 2ℜ(t)Tℜ̇ (t) + 2κs

−1γ̃Ti ˙̃γi

6 2γi

∥

∥

∥ei(t)
T
Pi

∥

∥

∥ℜ (t)+2ℜ(t)T
(

Vi (t)− V̂i (t)
)

+ 2κs
−1γ̃Ti

(

γ̇i − ˙̂γi

)

= 2γi

∥

∥

∥ei(t)
T
Pi

∥

∥

∥ℜ (t)− 2κs‖ℜ (t)‖2 − 2γ̃Ti

∥

∥

∥ei(t)
T
Pi

∥

∥

∥ ‖ℜ (t)‖

= −2κs‖ℜ (t)‖2 + 2γ̂i

∥

∥

∥ei(t)
TPi

∥

∥

∥ℜ (t) . (25)

It is worthy to be noted that
∑N

i=1 (ei(t)
T
P ξ̃Ti ψi (x, t)) = Ē(t)

T
P̄ ψ̄i (x, t) ξ̄p with ξ̃p = [ξ̃T1 , . . . , ξ̃

T
N ]T,

ψ̄ (x̂i, t) = diag (ψ1 (x̂i, t) , . . . , ψN (x̂i, t)). Define the adaptive law as ˙̄ξp = −ψ̄(x, t)TP̄TĒ (t)− ξ̄p. Then
the following equation can be obtained as

N
∑

i=1

(

ei(t)
T
Piξ̃

T
i ψi (x̂i, t) + ξ̃Ti

˙̃
ξi

)

= ĒT
i P̄ ψ̄ (x̂i, t) ξ̃p + ξ̃Tp

˙̃
ξp

= ĒT
i P̄ ψ̄ (x̂i, t) ξ̃p − ξ̃Tp ψ̄(x̂i, t)

T
P̄TĒi − ξ̄Tp ξ̄p = −ξ̄Tp ξ̄p. (26)

Then, it follows that

V̇1 (t) 6 2ei(t)
TPi (−Liēy − Λi (t)) + ei(t)

TPiΞĒ + 2 (θin − θim) (θin − θim + θis)

− 2κs‖ℜ (t)‖2 + γ̂i

∥

∥

∥ei(t)
T
Pi

∥

∥

∥ℜ (t)− ξ̄Tp ξ̄p − ei(t)
T
PiLsiei (t) + ei(t)

T
PiLsiei (t) . (27)

From (13), it is straightforward that

− ei(t)
T
PiΛi (t) − ei(t)

T
PiLiēy − κs‖ℜ (t)‖2 + 2γ̂i

∥

∥

∥ei(t)
T
Pi

∥

∥

∥ℜ (t)− ei(t)
T
PiLsiei (t)

+ (θin − θim) (θin − θim + θis)
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= −ei(t)
T
Pi

Piei (t)

‖ei(t)
T
Pi‖

2

(

σs + γ̂i

∥

∥

∥ei(t)
T
Pi

∥

∥

∥ℜ (t)

−κs‖ℜ (t)‖2 +
∥

∥

∥
ei(t)

TPiLsiei (t)
∥

∥

∥
+
∥

∥

∥
ei(t)

TPiLiēy

∥

∥

∥

)

+ (θin − θim) (θin − θim + θis)

− κs‖ℜ (t)‖2 + 2γ̂i

∥

∥

∥ei(t)
T
Pi

∥

∥

∥ℜ (t)− ei(t)
T
PiLsei (t) = 0. (28)

According to (24)–(28), Eq. (23) can be reformulated as

V̇1 (t) < 2

N
∑

i=1

(

ei(t)
T
PiΞĒ + 2ei(t)

T
PiLsiei (t)

)

− ξ̄Tp ξ̄p

= ĒT
(

(

P̄Ξ + P̄ L̄s

)T
+
(

P̄Ξ + P̄ L̄s

)

)

Ē − ξ̄Tp ξ̄p. (29)

From (21), one can check that V̇1 (t) < 0. For the DoS attack time interval, the control input umi (t) = 0,
and the triggered output becomes yi

(

tk(n),n+1h
)

. Based on the Lyapunov method, the similar results
can be obtained. Then the estimation error convergence abilities can be guaranteed.

2.4 Presented controller design

Now we are in the position to design the event-driven fault-tolerant controller to achieve the tracking
performance based on the sliding mode technology. Assume the desired trajectory of the ith subsystem is
yir(t), and then the tracking error can be calculated as eir = yi (tk,n+1)− yir (t). To achieve the tracking
control performance, the control policy is designed as umi (t) = uami (t)+u

b
mi (t), where u

a
mi(t) and u

b
mi(t)

are two parts of the control framework, ubmi(t) is used to compensate for the effects of fault, disturbance,
and attack, and uami(t) is designed to satisfy the reaching performance of the sliding mode manifold.

The sliding mode manifold is constructed as

δi (t) =

∫ t

0

(

Ra

(

eir(t)
β1 + eir(t)

β2

)

− Ciλiθ̂iu
a
mi (t)

)

dt+ eir (t) , (30)

where β1 > 0, β2 > 0. Ra is an adaptive parameter which is constructed as

Ra =
βa

βb + βc exp(−ca(‖V̂i (t)‖+ ‖eir‖)
cb
)
,

with βg > 0 (g = a, b, c), ca > 0, cb > 0.
In this study, an adaptive parameter Ra is introduced to help to enhance the robustness and control

performance by combing β1 and β2. As expressed in the sliding mode manifold, when a fault or dis-
turbance occurs, the distance between the control trajectory and the desired trajectory becomes large,
so that Ra becomes large, and the domain percentage of the two terms ei(r) and ėi(r) will increase,
subsequently. With this mechanism, the trajectory convergence can be adjusted with the help of β1 and
β2, and then the control performance can be maintained.

Substituting (9) and the controller umi(t) into the sliding mode manifold, then the time derivative of
(30) yields

δ̇i (t) = Ra

(

eir(t)
β1 + ėir(t)

β2

)

− ẏir (t)

+ Ci






λiθ̂iu

b
mi (t) + λiθ̃iumi (t) +

N
∑

i=1
i6=j

Hijxj (t) + ξi
∗Tψi (x̂i, t) + Vi (t)






. (31)

By solving δ̇i (t) = 0, the equivalent control can be derived as

ubeqmi (t) = −
(

Ciλiθ̂i

)−1
(

Ra

(

eir
β1 + ėir

β2

)

− ẏir +Ψs (t)
)

, (32)

where Ψs (t) = Ci(
∑N

i=1
i6=j

Hijxj (t) + ξi
∗Tψi (x̂i, t) + Vi (t) + λiθ̃iumi (t)).
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Considering the effects of faults, disturbances, and attacks, in this study, the observer-based reliable
defense control framework is presented as

uami(t) =

{

−(Ciλiθ̂i)
−1 ((κa +̟a (t) ρ̂ai) sign (δi)) , t ∈ Gn,1,

−(Ciλiθ̂i)
−1 ((κb +̟b (t) ρ̂bi) sign (δi)) , t ∈ Gn,2,

(33)

ubmi(t) = −
(

Ciλiθ̂i

)−1 (

Ra

(

eir(t)
β1 + ėir(t)

β2

)

− ẏir +Θs (t)
)

, (34)

where Θs (t) = Ci(
∑N

i=1
i6=j

Hij x̂j (t) + ξ̂Ti ψi (x̂i, t) + V̂i (t)), ρ̂ai and ρ̂bi denote the estimations of ρai and

ρbi. Here, ρai and ρbi are two unknown vectors which will be defined later. κa > 0 and κb > 0 are two
scalars. ̟a(t) and ̟b(t) are two new vectors that need to be given later.

In the above controller (33), an inverse matrix exists. From (1), Ci is a known matrix, λi is the

control gain. θ̂i is updated according to (14). From (2) and (14), as not all the actuators suffer from

faults simultaneously, one can see that the value θ̂i exists even when a fault occurs. Then the singularity
problem of the inverse matrix can be avoided.

Particularly, in this study, the event condition in the controller channel is also taken into account to
achieve the resource-efficient purpose. Then, under the controller channel trigger condition, the triggered
control ubmi(t) is reformulated as

ubtmi (t) =











−
(

Ciλiθ̂i (tz)
)−1 (

Ra

(

eir(tz)
β1 + ėir(tz)

β2

)

−ẏir (tz) + Θs (tz)
)

, tz ∈ Gn,1 ∩ Bz,1,

−
(

Ciλiθ̂i (tpn+ln)
)−1 (

Ra

(

eirn
β1 + ėβ2

irn

)

−ẏir (tpn+ln) + Θs (tpn+ln)
)

, t ∈ Gn,2 ∩ Bz,2,

(35)
where eirn = eir (tpn+ln). Bz,1 and Bz,2 denote the control channel DoS attack silent and active time
intervals, respectively. tz is the triggered instant sequence in the controller channel, which is given as

tz+1 = tz +min
{∥

∥

∥
eir(t)

β1 − eir(tz)
β1

∥

∥

∥
> exp (−km) + gm

or
∥

∥

∥ėir(t)
β2 − ėir(tz)

β2

∥

∥

∥ > exp (−kn) + gn

}

, (36)

where km, kn, gm and gn are positive scalars.
Substituting (33) and (35) into (31), it follows that

δ̇i (t) = Ra

(

eir(t)
β1 + ėir(t)

β2

)

− ẏir (t) + CiΨs (t)− Ciλiθ̂i

(

Ciλiθ̂i (tz)
)−1 (

Ra

(

eir(tz)
β1

+ėir(tz)
β2

)

−ẏir (tz) + Θs (tz) + (κh +̟h (t) ρ̂ai) sign (δi (t))
)

, h = (a, b). (37)

In the following parts, the tracking ability of the system is analyzed even in the presence of actuator
fault, disturbance, and attack. First, the sliding mode manifold reaching ability is analyzed, based on
which the tracking stability is presented.

Theorem 2. Consider the controller in (33), (35), and the sliding mode manifold in (30), the trajectory
of the tracking error for the system will converge to the sliding mode surface even with the DoS attack
and triggered mechanism.
Proof. The Lyapunov function takes the following form:

Vδ (t) =

N
∑

i=1

((1−ℑ (t))Vδ1 (t)+ℑ (t)Vδ2 (t)), (38)

where Vδ1 (t) =
1
2δi(t)

T
δi (t)+

1
2 (ρai − ρ̂ai)

2
,ℑ (t)=0, t ∈ Gn,1 ∩ Bz,1, Vδ2 (t)=

1
2δi(t)

T
δi (t)+

1
2 (ρbi−ρ̂bi)

2
,

ℑ (t) = 1, t ∈ Gn,2 ∩ Bz,2.

For t ∈ (Gn,1 ∩ Bz,1), defining θ̃iz (t) = θ̂i (t)− θ̂i (tz), then

Ciλiθ̂i (t)
(

Ciλiθ̂i (tz)
)−1

=
(

Ciλiθ̃iz (t) + Ciλiθ̂i (tz)
)(

Ciλiθ̂i (tz)
)−1
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= Ciλiθ̃iz (t)
(

Ciλiθ̂i (tz)
)−1

+ I. (39)

By some tedious calculations, Eq. (37) can be simplified as

δ̇i (t) = Ra

(

eir(t)
β1 − eir(tz)

β1 + eir(t)
β2 − eir(tz)

β2

)

+Φs (t)− (κa +̟a (t) ρ̂ai) sign (δi (t)) , (40)

where

Φs (t) = −ẏir (t) + ẏir (tz) + CiΨs (t)− Ciλiθ̃iz (t)
(

Ciλiθ̂i (tz)
)−1 (

Ra

(

eir(tz)
β1 + ėir(tz)

β2

)

−ẏir (tz) + Θs (tz) + (κa +̟a (t) ρ̂ai) sign (δi (t))
)

.

Defining Ωs = ‖Ra(eir(t)
β1 − eir(tz)

β1 + ėir(t)
β2 − ėir(tz)

β2)‖ + ‖Φs (t)‖, from the definition of Ωs,
one can check that Ωs is bounded and unknown. In this subsection, the FLS technique is also used to
identify the unknown part Ωs.

Recalling the FLS technique scheme, we have Ωs = FTµ (t) + ℓs, where F , µ (t) and ℓs have similar
meanings of (7). Then one has

δi (t)Ωs 6 ‖δi (t)‖
∥

∥FT
∥

∥ ‖µ (t)‖+ ‖δi (t)‖ ℓs = ‖δi (t)‖ ρai̟a (t) , (41)

where ρai = [ ‖FT‖ ℓs ],̟a (t) = [ ‖µ (t)‖ 1 ]T. Here the estimation ρ̂ai is updated as ˙̂ρai= ‖δi (t)‖̟a (t).

For ℑ (t) = 0, t ∈ Gn,1 ∩ Bz,1, the time derivative of (38) can be calculated as

V̇δ (t) =
N
∑

i=1

V̇δ1 (t) =
N
∑

i=1

(

δi(t)
Tδ̇i (t) + (ρai − ρ̂ai)

(

ρ̇ai − ˙̂ρai

))

, ℑ (t) = 1. (42)

From (40), it is straightforward that

δi(t)
T
δ̇i (t) = Ra

(

eir(t)
β1 − eir(tz)

β1 + ėir(t)
β2 − ėir(tz)

β2

)

+Φs (t)− (κa +̟a (t) ρ̂ai) sign (eir)

6 ‖δi (t)‖ ρai̟a (t)− δi(t)
T (κa +̟a (t) ρ̂ai) sign (δi (t))

= ‖δi (t)‖ (ρai̟a (t)− (κa +̟a (t) ρ̂ai)) . (43)

Then it follows that

V̇δ (t) 6

N
∑

i=1

(‖δi (t)‖ (ρai̟a (t)− (κa +̟a (t) ρ̂ai))) +

N
∑

i=1

(

(ρai − ρ̂ai)
(

ρ̇ai − ˙̂ρai

))

=

N
∑

i=1

(‖δi (t)‖̟a (t) (ρai − ρai)− κa ‖δi (t)‖) +
N
∑

i=1

(

(ρai − ρ̂ai)
(

ρ̇ai − ˙̂ρai

))

< −
N
∑

i=1

(κa ‖δi (t)‖). (44)

For t ∈ (Gn,2 ∩ Bz,2), by some tedious calculations, the similar results can be obtained, and we omit it

here. Then, it is straightforward that V̇δ(t) < 0, which means that the sliding motion will happen and
the reachability of the manifold can be maintained.

Now we are in the position to analyze the tracking stability of the system. From (44), as V̇δ (t) < 0, the

sliding manifold δi (t) = 0 can be achieved. From (30), it can be obtained that
∫ t

0
Ra(eir(t)

β1 + ėir(t)
β2)dt

−
∫ t

0
Ciλiθ̂iu

a
mi (t)dt + eir (t) = 0. By using eir (t) =

∫ t

0
ėir (t) dt, one has (Ra(eir(t)

β1 + eir(t)
β2)

−Ciλiθ̂iu
a
mi (t)) + ėir (t) = 0. From ėir (t) = Ciẋi (t) − ẏir (t) and (9), it can be obtained that ėir (t) =

Ciλiθiumi (t) +Ci(
∑N

i=1
i6=j

Hijxj(t) +Vi (t))− ẏir (t)). As umi (t) = uami (t) + ubmi (t), then Ciλiθiumi (t) =

Ciλiθiu
a
mi (t) + Ciλiθiu

b
mi (t). From the definition of ubmi (t), we have

Ciλiθiu
b
mi (t) = −Ciλiθi(Ciλiθ̂i)

−1
(

Ra

(

eir(t)
β1 + eir(t)

β2

)

− ẏir (t) + Θs (t)
)

.
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Note that Ciλiθi(Ciλiθ̂i)
−1 = (Ciλiθ̂i + Ciλiθ̃i)(Ciλiθ̂i)

−1 = I+Ciλiθ̃i(Ciλiθ̂i)
−1, it can be checked that

Ciλiθiu
b
mi (t) = −

(

Ra

(

eir(t)
β1 + eir(t)

β2

)

− ẏir (t) + Θs (t)
)

− Ciλiθ̃i

(

Ciλiθ̂i

)−1 (

Ra

(

eir(t)
β1 + eir(t)

β2

)

−ẏir (t) + Θs (t)
)

.

By utilizing the above condition, we have

Ra

(

eir(t)
β1 + ėir(t)

β2

)

− λiθ̂iu
a
mi (t) + Ciλiθiumi (t)

+ Ci







N
∑

i=1
i6=j

Hijxj(t) + ξi
∗Tψi (x̂, t) + Vi (t)






− ẏir (t)

= Ra

(

eir(t)
β1 + ėir(t)

β2

)

+ Ξa (t) = 0,

where

Ξa (t) = Ciλiθ̃iu
a
mi (t) + Ci







N
∑

i=1
i6=j

Hij x̃j(t) + ξ̃Ti ψi (x̂, t) + Ṽi (t)







− Ciλiθ̃i

(

Ciλiθ̂i

)−1 (

−ẏir (t) + Θs (t)+Ra

(

eir(t)
β1 + eir(t)

β2

))

.

As the convergence of the observation errors can be maintained, Ξa (t) is bounded. From the above equa-
tion, one can deduce that eir(t) can be bounded, and then the convergence of eir (t) can be guaranteed.
For t ∈ Gn,2, a similar calculation can be obtained, and then we can conclude that the tracking error is
bounded.

3 Example analysis

In this section, to show the control performance of the presented approach, two cases are simulated.

Case 1. In this case, an interconnected power network system benchmark in [20] is addressed. The
system can be described as















∆δ̇i (t) = ∆ωi (t) , i = 1, 2,

∆ω̇i (t) =
Di

2Hi
∆ωi (t) +

ω0

2Hi
∆Pmi +

ω0

2Hi
∆Pei,

ω0

2Hi
∆Ṗmi =

ω0

2HiTi
(−∆Pmi − ki∆ωi (t) + ui (t) + di (t)) ,

(45)

where ∆δi, ∆ωi, ∆Pmi, and ∆Pei denote the deviations of rotor angle, relative rotorspeed, mechanical
input power, and active power of the power system, respectively. ui(t) is the deviation of the valve
opening, which can be acted as the control input. di(t) represent the external disturbance. Di = 3,
Hi = 12, Ti = 15, and ω0 = 100. Here, ki is assumed to be unknown, the term ∆Pei is defined as

{

∆Pe1 = −E1E2

X
[sin (δ1 − δ2)− sin (δ10 − δ20)] ,

∆Pe2 = −∆Pe1,
(46)

where E1 = 2 and E2 = 3 are two constants, X = 15, δ10 = 1 rad and δ20 = 1.2 rad denote the steady
state angles of the first and second generator and δi = δi0 + ∆δi. The measured output rotor angle of
each generator is yi = δi (i = 1, 2).

The state variables are chosen as [xi,1, xi,2, xi,3] = [∆δi (t) ,∆ωi (t) , (ω0/2Hi)∆Pmi], the initial state
values are set as [x1,1 (0) , x1,2 (0) , x1,3 (0)] = [0.25, 0.05,−0.1] and [x2,1 (0) , x2,2 (0) , x2,3 (0)] = [0.15, 0.1,

−0.1]. The fuzzy membership functions are chosen as µak
i
= exp((x̂i + 3− k)2/8) (i = 1, 2; k = 1, 2, 3, 4, 5).

In this study, the attack is aperiodic. Here, we give three attack intervals randomly.
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Choose

Ls1 =









−2 −0.4 −2

−4 −2 −2

−2 −2 −2









, Ls2 =









−5 −2.5 −10

−1 −5 −5

−2.5 −5 −5









.

By solving the condition (21), one has

P1 =









1.6366 −0.5741 0.1412

−0.5741 1.1160 −0.6411

0.1412 −0.6411 0.8751









, P2 =









1.6366 −0.3622 −0.2293

−0.3622 0.8684 −0.5173

−0.2293 −0.6411 1.3703









, L1 =









−0.4412

−1.8228

−1.8758









,

L2 =
[

−6.4293 1.1023 −23.3534
]T

.

By choosing κs = 0.5, κe = 1, we have the observer scheme in (12), (14) and (20). Then, we have the
estimation values.

Setting the parameters β1 = 0.8, β2 = 1.1, βa = 1, βb = 1.2, βc = 1, ca = 1, cb = 1.1, km = 0.5,
kn = 0.5, gm = 0.01, gn = 0.01, κa = 0.3, κb = 0.4, one can obtain the sliding mode manifold in (30)
and construct the event condition in (36), and subsequently the controller in (35) can be obtained. The
other control parameters are listed as ma = 1.2, mb = 1.5, πm1 = 0.1, πm2 = 0.8.

The unexpected actuator fault and disturbance are assumed as

uq1 (t) = uq2 (t) =















0.2, 0 6 t < 10,

1.6 sin (2t− 3) , 10 6 t < 15,

8 sin (2t) , 15 6 t 6 35,

W1 (t) =

{

0, 0 6 t < 15,

0.2 sin (0.5t) , 15 6 t 6 35,
W2(t) = 0.

The simulation results are shown in Figure 3. The rotor angles of generators 1 and 2 are depicted
in Figures 3(a) and (b), the grey shadow parts imply that the DoS attackers are active while the left
parts mean that the attackers are sleeping. As seen from Figures 3(a) and (b), when DoS is active,
the trajectories of the generator deviate from the desired references and the tracking performance are
degraded.

Here, to show the effectiveness of the presented scheme, the method in [20] is also applied, where
α = 10, µ = 580, β = 5, ci,1 = 9.7235, ci,2 = 6, ci,3 = 12, τi,2 = τi,3 = 0.2, σ1 = σ2 = 6, Γi = I2, i = 1, 2.
Meanwhile, the control approach in [27] is also simulated. In addition, the presented compensation mech-
anisms are also applied to the other two methods to guarantee the fairness of comparison. Furthermore,
to show the effects of the attacks, the comparative results of the trajectories without attackers and only
with attackers are also plotted. As depicted in Figure 3(c), when we only consider attackers, the proposed
method in this study has better recovering performance. One can also see from Figures 3(a) and (b) that
the method in [27] may be unstable when attacker is active. The results in [20] can be stable, but the
chattering is harder and the recovering time is long compared with the presented control scheme.

On the other hand, during the DoS sleeping period, the tracking accuracy is recovering constantly,
and the control performance can be maintained after a short time period. As verified in Figures 3(a) and
(b), the designed approach has a better recovering ability, which means once the DoS attack stops, the
tracking performance can be recovered with the presented FTC framework even in the presence of a fault
and lumped disturbance. The triggered time intervals are shown in Figures 3(d) and (e), from which,
13.14% and 16.28% communication resources are saved in the two subsystems, respectively. Additionally,
the estimation performance of the lumped disturbance is given in Figure 3(f), as observed in this figure,
one can see that the presented observer has good estimation ability.

Case 2. In this case, an inverted pendulum system that is connected by a spring is considered [3]. The
system can be described as



































ẋ1,1 = G1,1 (x1,1) + x1,2 +∆f1,1 (x, t) ,

ẋ1,2 = G1,2 (x1) + θ1
Tu1 (t) + ∆f1,2 (x, t) + Π12 (t) ,

ẋ2,1 = G2,1 (x2,1) + x2,2 +∆f2,1 (x, t) ,

ẋ2,2 = G2,2 (x2) + θ2
Tu2 (t) + ∆f2,2 (x, t) + Π21 (t) ,

yi = xi,1, i = 1, 2,

(47)
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Figure 3 (Color online) Trajectory of the rotor angle for (a) generator 1 under different approaches, (b) generator 2 under

different approaches, and (c) generator 2 only under DoS with different approaches; time intervals of the event condition for

(d) generator 1 and (e) generator 2; (f) lumped disturbance V1(t) and V̂1(t).

where x1,1 = ω1, x2,1 = ω2, G1,1 (x1,1) = 0, ∆f1,1 (x, t) = 0, G1,2 (x1) = (m1gr
J1

− ̟r2

4J1

) sin (x1,1),

Π12 (t) =
̟r2

4J1

sin (x2,1), ∆f1,2 (x, t) =
x1,1

1+x2

1,1

, θ1 = [6, 6]
T
, G2,1 (x2,1) = 0, ∆f2,1 (x, t) = 0, G2,2 (x2) =

(m2gr
J2

− ̟r2

4J2

) sin (x2,1), ∆f2,2 (x, t) =
x2,1

1+x2

2,1

, Π21 (t) = ̟r2

4J2

sin (x1,1), θ1 = [5, 5]
T
. Here ω1 and ω2 are

the angular displacements of the pendulum system. mi (i = 1, 2) denote the mass, J1 and J2 represent
the moments of inertia. ̟ is the spring constant, r denotes the pendulum height. The above parameter
values are listed as follows, m1 = 2 kg, m2 = 2.5 kg, J1 = 5 kg·m2, J2 = 6.25 kg·m2, ̟ = 100 N/m,
r = 0.5 m, g = 9.81 m/s2.

Similarly, by choosing the matrix Ls1 and Ls2, we have the observer gains L1 and L2; here, Ls1 and
Ls2 are chosen as in case 1. Setting the controller parameters β1 = 0.75, β2 = 1.2, km = 0.5, kn = 0.5,
gm = 0.01, gn = 0.01, κa = 0.3, κb = 0.4, one can construct the controller in (35). The fuzzy membership

functions are chosen as in case 1, i.e., µak
i
= exp((x̂i + 3− k)2/8) (i = 1, 2; k = 1, 2, 3, 4, 5). From the

fuzzy logic system theory in (7), the two functions Ĝ1,2(x1) = ξ̂T1 ψ1(x̂1, t) and Ĝ2,2(x2) = ξ̂T2 ψ2(x̂2, t)
can be constructed.

In this case, the attack condition is given randomly. The unexpected faults and disturbances are
assumed as

uq1 (t) = uq2(t) =















0, 0 6 t 6 6,

0.35 sin (2.5t− 2) , 6 < t 6 15,

0.6, 15 < t 6 35,

W1(t) = W2(t) = 0.6 cos (t) .

Given the desired reference as yir (t) = 0 (i = 1, 2). The initial values are given as xi,1(0) = xi,2(0) =
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Figure 4 (Color online) Trajectory tracking results of (a) inverted pendulum 1 and (b) inverted pendulum 2 with different

methods; time intervals of the event conditions for (c) inverted pendulum 1 and (d) inverted pendulum 2; (e) lumped disturbance

and its estimation.

0.03 (i = 1, 2). The left design parameters are chosen as in case 1. The simulation results are shown in
Figure 4.

Figures 4(a) and (b) show the angular displacements tracking results of the pendulum system. One can
see from Figures 4(a) and (b) that the trajectory tracking purpose can be achieved for the two subsystems
with the presented reliable defense control method in the occurrence of actuator faults, disturbances, and
attacks.

In this case, the DoS attack defense control approach in [20] and the fault tolerance control method
in [3] for the interconnected nonlinear system are also applied. Note that the fault tolerance section is not
included in the method [20]; additionally, the method in [3, 20] does not involve an event scheme. Here,
we add a fault compensation part in [3], and an event scheme is introduced in both [3,20], so that a fair
comparison can be made. As depicted in Figures 4(a) and (b), as both the fault compensation part has
been included, the tracking performance can be guaranteed when a fault occurs. However, the methods
in [3, 20] do not include the DoS defense control part, the trajectories will deviate from the desired one
when the attackers are launched in the communication channels. Moreover, the recovery speeds of the
other two methods are slower when the attackers are sleeping compared with the presented method. This
implies that when the attackers stop, the trajectory can track the desired one with the control remaining
scheme in the proposed method.

Figures 4(c) and (d) express the time intervals of the event conditions for the two subsystems. From the
two figures, the transmitted resources in the communication channels are saved. To show the disturbance
estimation performance, the disturbance estimated value is shown in Figure 4(e). From Figure 4(e), one
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Table 1 Comparison results of RMSE of different methods

Subsystem Presented method Method in [3] Method in [20]

Subsystem 1 0.0015 0.0026 0.0030

Subsystem 2 0.0035 0.0086 0.0065

can see that the presented observer has good estimation performance, which verifies the feasibility of
the compensation scheme by utilizing the estimation information to design the controller. Moreover, the
root mean square errors (RMSE) of different methods for the two subsystems are listed in Table 1. From
the table, one can see that control priorities are better than the other two methods, which in return
verifies the fault tolerance ability, disturbance attenuation performance, and attack-defense ability of the
proposed method.

4 Conclusion

In this study, an event-driven observer-based FTC architecture is presented for a class of interconnected
nonlinear systems in the occurrence of actuator faults, lumped disturbances, and DoS attacks. In this
control framework, the fuzzy logic theory is used to approximate the nonlinear function, based on which
a fuzzy nonlinear observer is constructed. Using the observer outputs, an adaptive sliding mode manifold
is designed, and the equal control law is subsequently derived. To conserve the communication resources,
a novel event condition in the control channel is designed, and the event-driven control approach is
developed. The tracking performance can be established even in the presence of faults and DoS attacks
under the proposed control scheme. Finally, the simulation results demonstrate the fault tolerance,
disturbance rejection, and DoS compensation capabilities of the presented approach.

Because of the importance of system performance recovery, our future research will focus on FTC
and optimal control for more generalized interconnected stochastic nonlinear systems in the presence of
multifaults, disturbances, and attacks.
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