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Abstract This paper studies secure output synchronization for heterogeneous multi-agent systems against

false data injection (FDI) attacks. Both the sensors and actuators of agents may be injected into FDI attacks.

To mitigate the malicious impact of these attacks on synchronization performance, a desired reference model,

which is combined with an auxiliary system, is first designed for each agent to simulate its normal system

dynamics. Then, based on this reference model, a state feedback cooperative controller and a static output

feedback cooperative controller, which consist of adaptive compensators, are proposed, respectively. The

integrated control protocols can ensure that the output synchronization error is small by adjusting some

designed parameters even in the presence of FDI attacks. An illustrative example is employed to demonstrate

the effectiveness of the proposed method.
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1 Introduction

Previously, multi-agent systems (MASs) have been widely used in various practical engineering applica-
tions, such as intelligent energy management [1], swarm robots [2, 3], distributed estimation [4, 5] and
formation control [6, 7]. The synchronization of MASs has been a popular research topic [8], and thus
various synchronization algorithms have been constructed, such as fault-tolerant controllers [9,10], event-
triggered control laws [11,12], and robust group synchronization controllers [13]. In practical applications,
because it is difficult or impossible to ensure that all agents have identical system dynamics, synchroniza-
tion of heterogeneous MASs have attracted increasing attention. Moreover, due to the extensive use of
network communication in networked MASs, they are vulnerable to malicious cyber attacks, such as false
data injection (FDI) attacks. Therefore, the problem of secure synchronization of heterogeneous MASs
is a concern.

For heterogeneous MASs, output synchronization has been studied in [14–20]. For example, the novel
distributed proportional-integral-derivative (PID)-like control protocols were designed in [14] for output
containment and synchronization of heterogeneous high-order MASs. Both state feedback and output
feedback controllers were designed for output synchronization of heterogeneous MASs in [15]. An observer-
based sliding-mode consensus law was proposed in [16] to ensure that the output consensus error could
converge to zero even in the case of external disturbances. Based on event-triggered communication
among agents, [17] designed an output synchronization controller to guarantee that synchronization error
can be globally bounded. More general nonlinear heterogeneous MASs were studied in [18–20].
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The above synchronization protocols were designed for attack-free networks. They may be ineffective
for systems in the presence of FDI attacks where attackers directly inject false data into agents’ sensors
and/or actuators to cause synchronization performance to degrade or even to prevent synchronization
among agents. Secure control for cyber-physical systems under sensor and actuator attacks has attracted
increasing attention [21–23]. In recent years, several researchers have investigated synchronization control
of MASs under FDI attacks. The commonly used methods to eliminate or mitigate the malicious effects
of FDI attacks can be primarily classified into four types. The first method is that attacked agents
are isolated from the entire communication network [24–27]. Before removing the attacked agent, it is
necessary to detect and identify which agent is under an FDI attack. To ensure that state synchronization
can be achieved, some fraction of the neighbors of any attacked agent need to be assumed to be secure. The
second method is based on attack detection and on developing control protocols by neglecting information
that was detected to be attacked [28]. The third method is based on robust control techniques. In [29–32]
the attacks are assumed to be randomly injected into the agents where the probabilities of random attacks
and the amplitudes of attack signals are relatively small. Otherwise, bounded state synchronization errors
of the homogeneous MASs cannot be guaranteed. The fourth method is based on mitigating adverse
impacts of FDI attacks. Several research papers have established resilient state synchronization protocols
for homogeneous MASs to mitigate FDI attacks [33–35]. Specifically, a resilient adaptive synchronization
protocol was constructed in [33] by designing novel state simulators to emulate the ideal state trajectories
of the agents. Then, based on [33], Modares et al. [34] investigated leader-following synchronization for
a more general high-order system model subject to dynamic disturbances and leaderless synchronization
was studied in [35].

Based on the above discussion, most studies of the synchronization of networks under FDI atta-
cks [24–27,29–36] have focused on homogeneous MASs, while few have investigated the synchronization
of heterogeneous MASs. Because heterogeneous MASs have been widely applied in practical applications,
it is important to investigate the synchronization of heterogeneous MASs under FDI attacks. The primary
challenges for addressing this, in contrast to homogeneous MASs, are that adaptive attack compensators
cannot be directly designed and only using an adaptive compensator in homogeneous MASs is not enough
for a system to achieve output synchronization. This paper investigates secure output synchronization
for heterogeneous MASs against FDI attacks. The primary contributions are as follows:

• Both an auxiliary system and a reference model are constructed simultaneously for the first time for
each agent where the auxiliary system needs to use a neighbors’ information and the reference model is the
prerequisite for designing a resilient control protocol. However, only the reference models were designed
for homogeneous MASs under FDI attacks in [33–35] and only the auxiliary systems were designed for
the heterogeneous MASs in the absence of FDI attacks in [15–17].

• Unlike [29–32] where random attacks were considered, this paper studies successive attack signals and
proposes adaptive compensators to mitigate the impact of successive FDI attack signals on output syn-
chronization performance. Based on such compensators, a resilient state feedback cooperative controller
and a resilient static output feedback cooperative controller are designed, respectively.

Organization. In Section 2, the heterogeneous MASs under attacks are described and the form of
resilient control protocol is provided. In Section 3, the reference models are designed and the secure output
synchronization problems are addressed by using the developed resilient control protocols. A simulation
example is provided in Section 4 to verify the validity of our proposed techniques. The content of this
paper is concluded in Section 5.

Notations. λ(·) and λmin(·) represent the eigenvalue and the minimum eigenvalue of a matrix, respec-
tively. Rn represents the set of n-dimensional column vectors. Re(·) represents the real part of a number.
⊗ represents the Kronecker product. diag{·} represents the block-diagonal matrix. col(η1, η2, . . . , ηN )
denotes a column vector with ηi as its elements. ‖·‖2 represents the 2-norm. ∆T represents the transpose
of matrix ∆.

Graph theory. The communication topology is described by a directed graph G = (V , E ,A ). where
V = {1, 2, . . . , N} denotes the node set, E = V × V denotes the edge set, and A = [aij ]N×N denotes
the weighted adjacency matrix, where aii = 0. If there exists a directed edge from agent j to agent i,
i.e., (j, i) ∈ E , aij > 0; else, aij = 0. The set of nodes with edges incoming to node i is called the
neighbor set of node i, i.e., Ni = {j : (j, i) ∈ E }. The Laplacian matrix L = [lij ]N×N is obtained as
L = D − A where the sum of each row equals zero. D = diag(di) is called the in-degree matrix, where
di =

∑

j∈Ni
aij is the weighted in-degree of node i. A directed graph has a directed spanning tree if there

exists at least one node called the root node, which has a directed path to all other nodes. A diagonal
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matrix G = diag{g10, g20, . . . , gN0} is the leader adjacency matrix, where gi0 = 1 if node i can receive
information from the leader, and gi0 = 0 otherwise.

2 Problem formulation and preliminaries

2.1 Heterogeneous multi-agent systems under attacks

Consider a group of agents which are described by N heterogeneous linear systems

{

ẋi = Aixi +Biu
d
i ,

yi = Cixi,
(1)

where xi ∈ R
ni , yi ∈ R

m, and udi ∈ R
pi respectively denote state, output and damaged control input of

agent i, i = 1, 2, . . . , N . The matrices Ai, Bi, and Ci are known with compatible dimensions which may
be different for all agents.

Let the leader dynamics be described as follows:

{

τ̇ = Sτ,

ψ = Dτ,
(2)

where τ ∈ R
n0 and ψ ∈ R

m are the state and output of the leader, respectively.

Assumption 1. The directed graph G contains a spanning tree with the leader as its root.

Assumption 2. The matrix pairs (Ai, Bi), i = 1, 2, . . . , N , are stabilizable.

Assumption 3. The matrix pair (S,D) is detectable.

Assumption 4. For all i = 1, 2, . . . , N , there exist matrix pairs (Ξi,Λi) satisfying the following linear
matrix equations

{

ΞiS = AiΞi +BiΛi,

CiΞi = D.
(3)

Remark 1. Assumption 1 is the necessary topology condition to guarantee that MASs can achieve syn-
chronization. Stabilizability in Assumption 2 and detectability in Assumption 3 are two basic properties
of control systems, which are satisfied in many practical system models. Assumption 4 is the output
regulation equation [15], which is necessary for output synchronization of heterogeneous MASs and can
be satisfied in some practical system models. In general, synchronization is used to describe the common
behavior of nonlinear coupling complex networks and consensus is used to describe the common behavior
among multiple agents. Inspired by [8], consensus of linear MASs can be considered a special case of
synchronization of complex networks. There is some literature [17, 34] calling the consensus of MASs as
synchronization of MASs. Therefore, synchronization of MASs means consensus of MASs throughout the
paper.

In this paper, the attack model in the networked MASs is that the attacker continuously injects false
data into the sensors and actuators of agents rather than intermittently as [29–32], which are shown
in Figures 1 and 2. The communication links among agents are assumed to be secure. It can be seen
from Figures 1 and 2 that the purpose of the attacker is to inject false data such that the actuators and
controllers cannot obtain true control inputs and system states/outputs, respectively, thus degrading the
output synchronization performance of the system.

The actuators of the agents are attacked and the mathematical model of the attack on actuator is
given as

udi = ui + µa
i , (4)

where ui is the resilient control protocol to be designed, µa
i is the injected attack signal into the actuator

and udi is the damaged control input which is used by the actuator of agent i.
When the state information is available, the attacker injects attack signal to agents’ states, which is

shown as Figure 1. Under the attack, the state that the agent obtains can be described as

xdi = xi + χa
i , (5)
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Figure 1 Attack modeling under state feedback control strat-

egy.

Figure 2 Attack modeling under static output feedback con-

trol strategy.

where xi is the state, χa
i is the attack signal injected into the sensor of agent i, and xdi is the damaged

state information which is actually used by the controller.
In some practical applications, state information are not usually available and only the measurement

output information can be used. Thus, when the output information is available, the attacker injects
attack signal into agents’ outputs, which is shown as Figure 2. Under the attack, the output that the
agent obtains can be depicted as

ydi = yi + ϕa
i , (6)

where yi is the output, ϕa
i is the attack signal, and ydi is the damaged output information employed by

the controller.

Assumption 5. The attack signals in (4)–(6) are bounded and differentiable.

Remark 2. The attack signal is bounded since the energy of the attack is limited as it happens in
some real situations. For instance, a number of electronic devices operate at batteries of limited power,
and if they are employed as the attack emitters, the attack signal is consequently bounded. There is
also differentiable attack signal in practice. For example, harmonic sinusoidal oscillator is commonly
used as signal generation machine, which can generate sinusoidal wave by self-oscillating circuit without
additional input signal. If the harmonic sinusoidal oscillator is used as the attack emitter, the attack
signal is differentiable.

2.2 Resilient control protocols

To mitigate the malicious impacts of FDI attacks, for the state feedback (SF) control strategy, the resilient
control protocol is designed as

ui = us,i + ucs,i, (7)

where us,i = Ki(x
d
i − Ξiπi) + Λiπi is a standard SF controller which uses corrupted state information

xdi , πi is the state of the auxiliary system, Ξi and Λi can be calculated by using regulation equations (3),
and Ki is the gain matrix to be designed. ucs,i = −zi is the adaptive compensator to be designed later.

For the output feedback (OF) control strategy, the resilient control protocol is designed as

ui = uo,i + uco,i, (8)

where uo,i = Ki

(

ydi − CiΞiπi

)

+ Λiπi, πi is the state of the auxiliary system to be designed, Ξi and Λi

can be calculated from regulation equations (3). uco,i = −z̄i is the compensator to be designed later,
In both SF and OF control strategy of the MAS, the agents transmit their auxiliary system states to

their neighbors and the auxiliary system of πi is designed as

π̇i = Sπi − ǫHβi,

βi =

N
∑

j=1

aij (πi − πj) + gi0 (πi − τ) ,
(9)

where H and ǫ need to be designed.

Remark 3. It is worth mentioning that the standard SF and OF controllers cannot synchronize the
output of the agents with that of the leader in the presence of FDI attacks. In detail, under the attack
models (4)–(6), the heterogeneous MASs (1) under the standard SF controller is deteriorated into

ẋi = Aixi +Biu
d
i = Aixi +Biun,i +Bifi, (10)
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where
un,i = usn,i = Ki (xi − Ξiπi) + Λiπi,

fi = f s
i = µa

i +Kiχ
a
i .

(11)

The heterogeneous MASs (1) under the standard OF controller is deteriorated into system (10) with

un,i = uon,i = Ki (yi − CiΞiπi) + Λiπi,

fi = fo
i = µa

i +Kiϕ
a
i .

If there is only the normal parts (Aixi + Biun,i) in (10), the output synchronization can be achieved
as demonstrated in [37]. However, due to the existence of the injected attack term Bifi, the output
synchronization cannot be achieved without the introduction of the adaptive compensators. Therefore,
it is necessary to introduce the adaptive compensators to suppress the detrimental impacts of sustained
FDI attacks.

Remark 4. It is easy to see from (10) that the attack signal injected into one agent can only affect
that agent’s dynamics. This is because if the agent is under attack, i.e., if fi is nonzero, it can only
affects the state of the corresponding agent, but not the auxiliary system state πi in (9). The corrupted
state of an agent is not transmitted to other agents. βi defined in (9) is the only part in the agent
dynamics (10) that requires neighbor information. Since the auxiliary state πi is secure, the attacks can
only affect the attacked agents such that they cannot track the leader’s output, but cannot cause the
output synchronization error of other secure agents to be nonzero. Therefore, the designed compensator
only needs to use the information of each agent, not the distributed information.

3 Secure output synchronization against attacks

In this section, the resilient control protocols consisting of standard control protocols and adaptive com-
pensators are designed to guarantee that output synchronization for heterogeneous MASs can be achieved
in the presence of FDI attacks.

3.1 Heterogeneous reference models

Before designing the resilient control protocols, a reference model, which operates in an expected normal
system dynamics in the absence of attacks, needs to be constructed for each agent. Let the state of
reference model for agent i be x̄i. Then, the reference model is designed as

{

˙̄xi = Aix̄i +Biūi,

ȳi = Cix̄i,
(12)

where ūi = Ki(x̄i − Ξiπi) + Λiπi for the case of SF control, ūi = Ki(ȳi − CiΞiπi) + Λiπi for the case of
static OF control, and πi is defined in (9).

Before proving that the standard control protocols can enable the heterogeneous reference models to
track the outputs of leaders, Lemma 1 is given.

Lemma 1 ([38]). Suppose that Assumption 1 holds. Let symmetric matrices X and T be positive
definite. The gain matrix H in (9) is designed as H = T−1P , where P is the unique symmetric positive-
definite solution of the following algebraic Riccati equation (ARE):

STP + PS +X − PT−1P = 0. (13)

Then, the following equation holds:
lim
t→∞

(πi(t)− τ(t)) = 0, (14)

if

ǫ >
1

2λm
, (15)

where λm = min(Re(λ(L + G))).

Then, we give a condition on the output synchronization for the reference model (12) with leader (2).
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Theorem 1. Suppose that Assumptions 1–4 hold. Output synchronization for the heterogeneous ref-
erence system (12) with leader (2) can be achieved under the SF regulation protocol, if Ai + BiKi is
Hurwitz, Ξi and Λi are solutions of regulation equations (3), and H and ǫ are designed in Lemma 1.

Proof. For i = 1, 2, . . . , N , define η̄i , x̄i − Ξiπi and ̟i , πi − τ . Then, we have

˙̄ηi = ˙̄xi − Ξiπ̇i

= Aix̄i +Biūi − Ξi (Sπi + ǫHβi)

= Aix̄i +BiKiη̄i +BiΛiπi −AiΞiπi −BiΛiπi − ǫΞiHβi.

Based on Kronecker product, one has

˙̄η = (A+BK) η̄ − ǫΞ (L+ G)⊗H̟,

where ∆ , diag(∆i, i = 1, 2, . . . , N), (∆ = A, B, K, Ξ), η̄ , col(η̄1, η̄2, . . . , η̄N ), and ̟ , col(̟1, ̟2, . . . ,
̟N ).

According to Lemma 1, it is obtained that

lim
t→∞

̟(t) = 0.

Subsequently, it is easy to know that limt→∞ η̄i(t) = 0 if Ai + BiKi is Hurwitz. Then, we have
limt→∞ ȳi(t) = limt→∞ CiΞiπi(t) = limt→∞Dτ(t) = limt→∞ ψ(t). This means that output synchroniza-
tion for heterogeneous reference system (12) with leader (2) can be achieved under SF control protocol.
This proof is completed.

Similarly, under static OF control protocol, it can be obtained that output synchronization can be
achieved if Ai +BiKiCi is Hurwitz.

Remark 5. It is worth noting that according to (10), attacks can adversely affect the agent dynamics
such that the output synchronization cannot be achieved, while they cannot influence the dynamics of
the reference model (12). Therefore, the standard regulation protocols can be designed to ensure that the
output of reference model ȳi can converge to the leader’s output ψ. What is more important is that we
can take advantage of the difference between the agent’s state under attacks and the state of the reference
model (which operates in an expected normal system dynamics in the absence of attack) to estimate the
FDI attacks and compensate for them.

In the following, based on the reference model (12), the resilient control protocols are designed to deal
with the attacked term in order to mitigate the adverse influence of the attacks on output synchronization.
Accordingly, the output synchronization errors can be very small even in the presence of FDI attacks.

3.2 State feedback control protocol

Firstly, let Ki in the resilient SF regulation protocol (7) and the reference model (12) be calculated as

Ki = −R−1
i BT

i Pi, (16)

where the symmetric positive definite matrix Pi > 0 is the solution to

AT
i Pi + PiAi +Qi − PiBiR

−1
i BT

i Pi = 0, (17)

and Ri > 0 and Qi > 0 are symmetric positive definite matrices that can be selected to adjust the
synchronization error.

Now, recall the resilient SF control protocol

ui = Ki(x
d
i − Ξiπi) + Λiπi − zi, (18)

where the adaptive compensation term zi is updated as

żi = −ϑiKi(x
d
i − x̄i)− ϑizi, (19)

and ϑi > 0 is a scalar design parameter to adjust the synchronization error.
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Theorem 2. Consider the heterogeneous MASs (10) under FDI attacks as shown in Figure 1. Suppose
that Assumptions 1–5 hold. Let the control input be constructed as (18) and (19), Ξi and Λi be the
solution of regulation equations (3). Then, the output synchronization of MASs (10) can be achieved
with bounded synchronization error, which can be adjusted by selecting matrices Ri, Qi and scalar ϑi.

Proof. From Theorem 1, it is easy to obtain that the output of reference model ȳi can track the leader
output ψ. Hence, if the actual state xi can converge to the state of reference model x̄i, then by using the
regulation equations (3), the output synchronization is ensured. Define tracking error between the agent
i’s state and the reference state as

x̂i = xi − x̄i. (20)

Then, according to (10), (12), (18), and (19), we obtain

˙̂xi = (Ai +BiKi) x̂i −Biẑi, (21)

where ẑi = zi − f s
i and the dynamics of zi becomes

żi = −ϑiKi(x
d
i − x̄i)− ϑizi

= −ϑiKix̂i − ϑizi − ϑiKiχ
a
i

= −ϑiKix̂i − ϑiẑi − ϑif̄i

= ϑiR
−1
i BT

i Pix̂i − ϑiẑi − ϑif̄i, (22)

where f̄i = 2f s
i −µa

i . It is not difficult to find that f̄i = f s
i when the attacker only injects the attack into

the actuator.
Then, we choose the following Lyapunov function

Vi = x̂Ti Pix̂i + ϑ−1
i ẑTi Riẑi. (23)

Based on (21) and (22), the derivative of the Lyapunov function is

V̇i =x̂
T
i (A

T
i Pi + PiAi − 2PiBiR

−1
i BT

i Pi)x̂i − 2x̂Ti PiBiẑi + 2x̂Ti (PiBiR
−1
i )Riẑi − 2ẑTi Riẑi

− 2ẑTi Ri(f̄i + ϑ−1
i ḟ s

i )

=x̂Ti (A
T
i Pi + PiAi − 2PiBiR

−1
i BT

i Pi)x̂i − 2ẑTi Riẑi − 2ẑTi Ri(f̄i + ϑ−1
i ḟ s

i ). (24)

From (17), we have

V̇i =− x̂Ti Qix̂i − x̂Ti (PiBiR
−1
i BT

i Pi)x̂i − 2ẑTi Riẑi − 2ẑTi Ri(f̄i + ϑ−1
i ḟ s

i ). (25)

Due to the fact that the second term in (25) is negative, we have

V̇i 6 −x̂Ti Qix̂i − 2ẑTi Riẑi − 2ẑTi Ri(f̄i + ϑ−1
i ḟ s

i ). (26)

Then, using Young’s inequality to the last term of (26) deduces

V̇i 6 −x̂Ti Qix̂i + (f̄i + ϑ−1
i ḟ s

i )
TRi(f̄i + ϑ−1

i ḟ s
i ). (27)

From (27), we can obtain that V̇i < 0, if

‖x̂i‖2 >
λmax (Ri)

λmin (Qi)
‖(f̄i + ϑ−1

i ḟ s
i )‖2. (28)

Then, one has limt→∞ ‖x̂i(t)‖2 = limt→∞ ‖xi(t)− x̄i(t)‖2 6 θi, θi is a small parameter which denotes the
bound of the tracking error between the xi and the reference model x̄i. The error bound θi can be adjusted
by increasing ϑi in the update equation (19), increasing the parameter Qi or decreasing Ri in ARE
(17). Based on limt→∞ η̄i(t) = limt→∞ x̄i(t) − Ξiπi(t) = 0, one has limt→∞ ‖ηi(t)‖2 = limt→∞ ‖xi(t) −
Ξiπi(t)‖2 6 θi. Then, we have limt→∞ ‖yi(t)− CiΞiπi(t)‖2 6 Ciθi , ςi, i.e., limt→∞ ‖yi(t) −Dτ(t)‖2 =
limt→∞ ‖yi(t)− ψ(t)‖2 6 ςi. Therefore, the output synchronization error bound can be made very small
by adjusting the parameters in (28), which shows that the adaptive compensator can mitigate the impact
of the FDI attacks. This completes the proof.
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3.3 Static output feedback control protocol

Firstly, consider that the coupled gain KiCi in the control protocol (8) and the reference model (12) is
calculated as

KiCi = −R−1
i (BT

i Pi +Mi), (29)

where Ri > 0 is a given symmetric positive definite matrix that can be selected to adjust the synchro-
nization error, and the symmetric positive definite matrix Pi > 0 is the solution to

AT
i Pi + PiAi + CT

i Ci − PiBiR
−1
i BT

i Pi +MT
i R

−1
i Mi = 0. (30)

Then, recall the resilient OF control protocol

uo,i = Ki(y
d
i − CiΞiπi) + Λiπi − z̄i, (31)

where z̄i is updated as
˙̄zi = −ϑiR

−1
i BT

i Pi(C
T
i Ci)

†CT
i (y

d
i − ȳi)− ϑiz̄i, (32)

ϑi > 0 is a scalar design parameter to adjust the synchronization error, and † denotes the pseudo inverse.

Remark 6. In the SF control, the controller gain Ki can be directly calculated by using ARE (16) and
(17). However, in the static OF control, Ki cannot be solved directly due to the introduction of matrix
Ci. Therefore, inspired by [39], an iterative algorithm is provided to find the gain of static OF controller.

(1) Initialize: Set ~ = 0, M0
i = 0, and choose Ri and a feasible gain K0

i .
(2) ~th iteration: given K~

i , solve the P ~

i by using the following equation:

(Ai +BiK
~

i Ci)
TP ~

i + P ~

i (Ai +BiK
~

i Ci) + CT
i (K

~

i )
TRiK

~

i Ci + CT
i Ci + (M~

i )
TR−1

i M~

i = 0.

(3) Update the gain K~

i and the matrix M~

i by the following equation:

K~+1
i = −R−1

i (BT
i P

~

i +M~

i )C
T
i (CiC

T
i )

−1,

M~+1
i = −RiK

~+1
i Ci −BT

i P
~

i .

If K~+1
i and K~

i are sufficiently approximate, go to step (4); otherwise, set ~ = ~+ 1 and rerun step (2).
(4) Terminate: Set Ki = K~

i .

Theorem 3. Consider the heterogeneous MASs (10) under FDI attacks shown as Figure 2. Suppose
that Assumptions 1–5 hold. Let the control input be designed as (31) and (32), Ξi and Λi be the solution
of regulation equations (3). Then, the output synchronization of MASs (10) can be achieved with bounded
synchronization error, which can be adjusted by selecting matrix Ri and scalar ϑi.

Proof. According to (10), (12), (20), (31), and (32), we have

˙̂xi = (Ai +BiKiCi)x̂i −Biz̃i, (33)

where z̃i = z̄i − fo
i and the dynamics of z̄i becomes

˙̄zi = −ϑiR
−1
i BT

i Pix̂i − ϑiz̃i − ϑif̃i, (34)

where f̃i = 2fo
i − µa

i .
Choose the Lyapunov function candidate as

Vi = x̂Ti Pix̂i + ϑ−1
i z̃Ti Riz̃i. (35)

Then, based on (33) and (34), the derivative of the Lyapunov function is

V̇i =x̂
T
i ((Ai +BiKiCi)

TPi + Pi(Ai +BiKiCi))x̂i − 2z̃Ti Riz̃i − 2z̃Ti Ri(f̃i + ϑ−1
i ḟo

i ). (36)

According to (29) and (30), it is obtained that Ai +BiKiCi is Hurwitz and Pi > 0. Then there exists a
positive definite matrix Ψi such that

V̇i 6 −x̂Ti Ψix̂i − 2z̃Ti Riz̃i − 2z̃Ti Ri(f̃i + ϑ−1
i ḟo

i ). (37)
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Leader 1 2 3 4

Figure 3 Communication topology.

After some operations similar to Theorem 2, the premise of V̇i < 0 is that

‖x̂i‖2 >
λmax (Ri)

λmin (Ψi)
‖(f̃i + ϑ−1

i ḟo
i )‖2. (38)

Then, similar to the proof of Theorem 2, the output synchronization error can be small by adjusting
the parameters in (38), which shows that the adaptive compensator can mitigate the impact of the FDI
attacks. This completes the proof.

Remark 7. It can be seen from Remark 6 that the design of static OF control gain is more complicated
than that of SF control gain. Both the adaptive compensation term and the design of control gain in
OF control are more complex. Meanwhile, for the case of SF control, the parameters ϑi, Qi, and Ri in
(28) can be adjusted to make the output synchronization error smaller. However, due to that the static
OF control reduces the degree of freedom of the ARE (30), the introduction of static OF control results
in fewer adjustable parameters in (38). This may give rise to worse output synchronization performance
compared to SF control.

Remark 8. It can be seen from (28) and (38) that the faster the attack signals change, i.e., the larger
the ḟ s

i and ḟo
i are, the larger the ϑi is required. Therefore, ḟ s

i and ḟo
i are not demanded to be small

as [36] due to compensation term zi and z̄i in the resilient control protocols. On the other hand, because
the results are given in 2-norm form in (28) and (38), the attack signals need to be Lebesgue square
integrable such that the right side of (28) and (38) can be finite. This leads to a certain conservatism in
the considered attack models.

4 An illustrative example

In this section, a numerical example is used to demonstrate that the proposed method can achieve secure
output synchronization against FDI attacks. Consider that the heterogeneous MASs consists of four
followers and one leader, and the communication among them is represented by a directed graph shown
as Figure 3.

Refer to [40], the ith follower’s dynamics are given as























ẋi =







0 1 0

0 0 1

0 −li −ki






xi +







0

0

bi






ui,

yi = [1 0 0]xi,

where the parameters satisfy bi, ki, li > 0 and the three state variables represent position, velocity, and
acceleration, respectively. For each follower, the corresponding parameters are specified as {1, 2, 10},
{2, 1, 3}, {1, 2, 5}, {2, 3, 1}. The dynamics of the leader are given by

τ̇ =

[

0 1

0 0

]

τ, ψ = [1 0] τ.

Let X = diag{1, 1} and T = diag{3, 2}. Then, based on ARE (13), H = [0.4553, 0.2899; 0.4349, 1.1152]
can be obtained and choose ǫ = 0.6. According to regulation equations (3) and the given parameters, the
pairs Ξi and Λi can be calculated as Ξi = [1, 0; 0, 1; 0, 0] and Λi = [0 li/bi]. Given Qi = diag{1, 1, 1} and
Ri = 0.8 for all the followers, then the SF control gains can be obtained from (16) as

K1 = − [1.5811 0.5458 0.7553] , K2 = − [1.5811 1.9015 1.6567] ,

K3 = − [1.5811 1.0655 0.9379] , K4 = − [1.5811 2.8898 1.2640] .
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Figure 4 (Color online) Agents’ outputs under the biasing attack signal in the actuator of agent 3 using the standard SF control

protocol (a) and the improved resilient control protocol (b), respectively.
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Figure 5 (Color online) Agents’ outputs under the harmonic sinusoidal attack signal in the sensor of agent 4 using the standard

SF control protocol (a) and the improved resilient control protocol (b), respectively.

Now, three types of successive attack signals (i.e., biasing attack, harmonic sinusoidal attack, and com-
pound attack) are used to demonstrate the effectiveness of the proposed control protocol. These attacks
affect the control signal and system state signal, respectively. The initial conditions are τ(0) = [5 2]T,
x1(0) = [1 − 1 2]T, x2(0) = [−5 2 − 1]T, x3(0) = [−3 4 − 1]T, and x4(0) = [3 − 3 − 2]T.

4.1 Biasing attack signal on actuator

The biasing attack is assumed to be injected into actuator of follower 3, i.e., µa
3 = 5 and let ϑ3 = 0.5.

Consequently, the output of each agent is shown in Figure 4(a), where the standard SF control protocol us,i
in (7) without the adaptive compensator is employed. It is easy to find that the output synchronization
cannot be achieved and the bounds of synchronization errors maintain relatively large. If we apply
the resilient control protocol ui in (7) to counter FDI attacks, the trajectories of the agents are shown
in Figure 4(b). It is obvious that compared to the case under the standard control protocol us,i, the
improved resilient control protocol ui can achieve a much better synchronization performance.

4.2 Harmonic sinusoidal attack signal on system state

The attack signal generated by the harmonic sinusoidal oscillator is injected into state signal of follower
4, i.e., χa

4 = sin(0.1t) and let ϑ4 = 16.4. Accordingly, the output of each agent is shown as (a) under
the standard SF control protocol us,i and (b) under the resilient control protocol ui in Figure 5. It is
shown that the attacked agent cannot keep output synchronization with the leader under the standard
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Figure 6 (Color online) Agents’ outputs under the compound attack signal in the sensor of agent 2 using the standard SF control

protocol (a) and the improved resilient control protocol (b), respectively.

control protocol; however, by using the resilient control protocol, the output synchronization error can
be reduced well.

4.3 Compound attack signal on system state

The compound attack signal is injected into state signal of follower 2, i.e., χa
2 = sin(0.1t) + 3 and let

ϑ2 = 15. It is clear from Figure 6 that the proposed resilient control protocol is effective. In [24–27],
attacked agents are isolated from the entire communication network to guarantee that other secure agents
can synchronize with the leader. This method has a restriction on the number of agents or neighbors
under attacks. For example, if agent 1 in this example is identified as an attacked agent. Removing this
agent will prevent other secure agents from synchronizing to the leader, since it is the only agent with
a direct access to the leader. However, the method we proposed has no restriction on the number of
attacked agents. Moreover, in [28], measurement information is detected first, the attacked measurement
information will not be used and the secure measurement information will be used by the controller. This
method is not applicable for this paper because the attack signal continuously exists, and if the attacked
signal does not apply, the controller will never have the signal available.

4.4 Resilient static OF control strategy

In the following, the static OF control strategy is considered for output synchronization. Let R1 = 0.3,
R2 = 0.5, R3 = 0.8, and R4 = 0.9. Then, the gain matrices can be obtained based on ARE (29).
Consider the attack scenario as χa

2 = 2 sin (0.1t) and µa
4 = −6 and let ϑ2 = 15 and ϑ4 = 0.5. The

output trajectories of agents under the standard OF control protocol and the resilient control protocol
are given as Figures 7(a) and (b), respectively. It can be seen that the controller based on the adaptive
compensator can guarantee better synchronization performance for heterogeneous MASs.

5 Conclusion

The secure output synchronization of heterogeneous MASs against sensor and actuator attacks was stud-
ied in this paper. First, the desired reference models were designed based on auxiliary systems, which
have been shown to synchronize output with the leader. On the basis of the difference between the refer-
ence models and the agents’ systems, the adaptive compensators were developed to mitigate the adverse
effect of attacks. The SF controller and static OF controller based on the adaptive compensators were
proposed to reduce synchronization errors. In this paper, the signal was transmitted continually, which
may lead to the emergence of network-induced phenomena and the waste of communication resources.
Meanwhile, the attacks were assumed to be differentiable and bounded, and the static OF controller
was used when only output information was available. Future research may include secure synchroniza-
tion control under event-triggered transmission mechanisms, secure output synchronization control under
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Figure 7 (Color online) Agents’ outputs under the FDI attacks in the sensor of agent 2 and the actuator of agent 4 using the

standard OF control protocol (a) and the improved resilient control protocol (b), respectively.

more general attacks, and dynamic OF controllers.
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