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Abstract This paper deals with the problem of estimator-based sliding mode control against denial-of-
service (DoS) attacks and discrete events via a time-delay approach. A networked system is considered an
uncertain dynamical system with matched and mismatched perturbations and exogenous disturbance in the
network environment. A network-resource-aware event-triggering mechanism is designed with aperiodically
releasing system measurements. Furthermore, to describe the DoS attack duration and inter-event time, a
time-delay modeling approach considers the DOS attack duration and inter-event time as a “time delay” of
the measurements between the sensor and controller over the network is proposed. Consequently, an interval-
time-delay system with uncertainties is formulated. A state-observer-based sliding mode controller, by which
the ideal sliding mode can be achieved, is proposed against the DoS attacks. The resulting sliding motion is
proved to be robust and stable with an % gain performance. Finally, the effectiveness and applicability of
the present sliding mode control are validated in a simulated pendulum system.
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1 Introduction

It is widely accepted that the emergence of networks brought significant development to traditional
control systems of point-to-point. The control loop forms a closed-loop control system through some
communication networks, which produce the so-called networked control systems (NCSs) [1-3]. Since the
1950s, great changes have taken place in NCSs. The accelerated integration of computing, communication,
and control has stimulated the interest of researchers from various disciplines in the emerging field of
NCSs [4,5]. Generally, an NCS is composed of plants, sensors, controllers, and actuators [4]. Sometimes,
some filters or observers, as an estimator component, are also part of the components of the NCS. Among
these components, the sensor unit is responsible for obtaining information, the controller unit provides
commands or decisions, and the actuator unit executes the control commands or decisions. The estimator
is sometimes used as the auxiliary of the controller or sensor unit to provide the update of the controller
or sensor, and the communication network is responsible for exchanging information/data [6].

In signal transmission, compared with the analog implementation of signal, the advantage of NCS for
signal (data) transmission through the digital communication channel is that it increases system flex-
ibility and reliability, and reduces installation and maintenance cost. Consequently, significant studies
focus on the application of NCS in industrial control, transportation, aerospace, and other fields. Ad-
ditionally, there are outstanding achievements in applying complex control processes, such as advanced
aircraft, robots, building intelligence, telemedicine, remote teaching, military command, and manufac-
turing. However, due to the actual operation characteristics of these control processes, there are some
uncertainties in the operation of NCS, such as delay, multi-channel interference, congestion, timing disor-
der, data loss, and jitter. Even in the large-scale NCS, each system unit also faces complex uncertainties
and constraints, such as anonymous attacks, failures, and limitations of communication networks. For
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example, Liu et al. [7] investigated the state feedback controller design of nominal linear systems subject
to denial-of-service (DoS) attacks and hybrid-triggering communication strategy. By considering that
DoS attacks imposed by power-constrained pulse-width-modulated jammers are partially identified, Hu
et al. [8] studied the event-based state feedback control of networked linear systems under the resilient
event-triggering communication in a framework of a switched control system. Dong et al. [9] developed
a robust adaptive quantized control of networked Markov jump systems with parameter uncertainty,
matched uncertain nonlinearity, and disturbance.

Currently, there are many control theories and methods of the system with uncertainties. In addition
to the proportion-integral-differential (PID) control commonly used in practice, there are some advanced
control theories, such as fuzzy control, backstepping control, bang-bang control, sliding mode control
(SMC), internal model control, model predictive control, prescribed performance control, nonlinear con-
trol, and some of their combination control. As a powerful and robust control methodology dealing with
nonlinearity and uncertainties, i.e., matched system perturbations and exogenous disturbances, SMC
has been successfully applied to dynamical systems with complex uncertainties [10-13] in practical ap-
plications, such as robots, underwater robots, aircraft and spacecraft, flexible space structures, motors,
automotive engines, electronic systems, and fuel cell power systems. This successful application is due
to its insensitivity to parameter uncertainty, strong robustness to external disturbances, good transient
performance, and tracking ability [14,15]. In SMC, a discontinuous control is utilized to force system
trajectories onto a predesigned sliding surface in finite time and then toward the system equilibrium
point asymptotically or boundedly. Thus, it possesses properties of fast response and excellent distur-
bance rejection [10,16]. Benefiting from SMC for the networked systems, Liu et al. [17] dealt with the
observer-based SMC problem of linear It6 stochastic time-delay systems with a logarithmic quantization
between sensor and controller. Zhang et al. [18] solved the problem of SMC for linear NCSs with round
trip delays by using current and previous measurements and inputs for reconstructing state variables. Wu
et al. [19] studied the event-based SMC of networked stochastic systems based on state observer by using
a time-delay approach. Then, the problem of the dissipativity-based resilient SMC under DoS attacks
was addressed in [20,21]. Notably, few techniques were developed to secure SMC against the DoS attacks
when system states are unmeasurable in real NCSs. The main challenges dealing with such output feed-
back SMC against the DoS attacks are: how to construct a sliding surface that can be reached in finite
time due to the intermittency of the DoS attacks, and how to analyze the stability of the SMC-based
system in the complex network environment with mixed discrete events and network DoS attacks and
delays.

Based on the discussions above, this paper deals with secure SMC of the NCS with discrete events and
network DoS attacks via an output feedback approach. The network DoS attacks and delays between the
sensor and controller units are formulated. The plant is considered an uncertain dynamical system with
matched and mismatched perturbations and exogenous disturbance. The SMC designed in the paper is
integral-type based on a state observer. The contributions of this work are summarized as follows.

(1) The discrete event at the sensor unit and the DoS attacks on the network between the sensor and
the controller are modeled in a framework of an interval time-delay system, without using the constraints
of the DoS frequency. Transmission delay in the network is also allowed. The discrete event is designed
as an aperiodic event-triggering mechanism to regulate the stability of the closed-loop system subject to
the DoS attacks and discrete events.

(ii) The networked system is fully considered with matched and mismatched system perturbations
and external disturbances. The state observer is employed to estimate the unmeasurable states, and an
integral-sliding-mode controller based on the observer state is designed to enforce the convergence of the
estimates. Consequently, the ideal sliding mode can be ensured.

(iii) The stability of the resulting closed-loop system, including the resulting state estimation system,
is analyzed by the Lyapunov-Krasovskii functional method. Then, sufficient conditions of the robustness
and stability with an %5 gain performance are provided, by which the parameters of the controller and
observer can be determined for the secure control of the networked uncertain dynamical system subject
to the DoS attacks.

The remainder of this paper is organized as follows. The descriptions of the networked system with the
DoS attacks and event-triggering mechanisms are shown in Section 2. Section 3 presents the main results
for this work. Some discussions on the extensions of the presented secure control method are provided in
Section 4. An application of the proposed method is given in Section 5. Finally, Section 6 presents the
conclusion.
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Figure 1 (Color online) An illustration of the proposed structure of the secure estimator-based SMC under DoS attacks and
discrete events.

Notations. Lo € [0,400) denotes the space of square-integrable vectors. The superscripts “T”
and “—1” denote the matrix transpose and inverse, respectively. [X]sym is used to denote X + X T for
simplicity. A block diagonal matrix is denoted by the shorthand diag{Xl,Xg, .. .,Xn} with diagonal
matrices X1, Xa, ..., X,.

2 System description and problem formulation
2.1 System description

Consider the following uncertain dynamical system:

Az(t) + B(u(t) + v(@, 1)) + f(x,t) + Ew(t),

Cx(t) + Fw(t), @

P——
< 8-
—~
~
= =
([

where 2(t) € R%, u(t) € R%, and y(t) € R% are the vectors of system states, control inputs, and
system measurement outputs, respectively. v(x,t) € R™ and f(z,t) € R% are respectively the matched
and mismatched system perturbations. w(t) € R% denotes exogenous disturbance inputs belonging to
L£5]0,+00). The matrices A € R¥*% B € R=*du (O ¢ Rbv¥dx F ¢ REXdw and F € R¥¥9v are
known system parameters.

For the plant (1), when observer-based SMC strategy is applied integrating with the smart sensor, the
structural diagram of the overall control system is depicted in Figure 1. In this paper, we consider the
DoS attacks on the network between the sensor and the controller units. The smart sensor consisted of
the sampler and the event trigger is used to send the measurement (data) aperiodically for the mitigation
of the network communication. The network linking the sensor and the controller is considered with some
DoS attacks interrupting the data transmission. In the defense controller unit, an estimator is used to
estimate the system state and then to design a sliding mode controller, by taking the DoS attacks into
account. The specific formulations of the smart sensor and the defense controller will be presented in
Subsections 2.2-2.4.

2.2 Event-triggering mechanism

As for the measurement output y(t), we employ a sampler to sample y(¢) with a sampling period T" of
which the sequence T £ {Ty, Ty, ..., T} is allowed to be float, that is the sampler can aperiodically
sample y(t). Meanwhile, the k-th sampled measurement y(kTy) (T € T,k =1,2,3,...) is set to be sent
to the event detector of the event-triggering mechanism for calculating and detecting if the measurement
y(kT) violates the event-triggering condition formulated in (2). For simplicity, we write T}, as T for
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each sampling instant in the following context. We ignore the time to sample the measurement and
calculate/detect the event.

(ki 1) = efey — py™ (k:T)y(k:T) > 0, (2)

where ey, = y((k; +1)T) — y(k;T). 0 < p < 1 denotes a custom coefficient of triggering error tolerance.
y(kiT) (ki € N, i =1,2,...,00) denotes the latest triggered measurement at the i-th triggering instant
kET. y((k; +1)T) (I1=1,2,3,...) denotes the current sampled/detected the measurement.

Hence, the next triggering time instant k; 17 of the event trigger can be determined by

Evidently, it holds that
6(ki, 1) <0, V(ki + )T € [kiT, ki T). (4)

As a result, the sampled measurements will be released aperiodically to the next unit (the controller unit)
over the network with certain network resources saved.

2.3 Network and DoS attacks

In this work, the network communication between the sensor and the controller units is considered in
the whole control loop. When the triggered measurement y(k;T) is transmitted over the network to
the controller unit, it may be confronted with data packet dropouts, transmission delay, and malicious
attacks, particularly for large-scale wireless networks. This paper is focused on the technical development
of the design of SMC against the DoS attacks. A DoS attack off and on interrupts the communication
service for a segment of time. This attack leads to that triggered measurement cannot be transmitted
and be received in time. It thus may detrimentally affect the system stability [22].

Without loss of generality, for the m-th DoS attack, i.e., the network is attacked initially at time instant
am, let us define the attack interval with T, = {a@n} U [ay, + i), where ju,, denotes the length of the
m-th DoS interval, and m € IM where IM = {1,2,3,..., Mmax} With Muax the maximum number of the
attack segments. Let A denote the set of times at which a DoS attack is active. For simplicity, define
t; £ k;T. Then, the measurement y'(t;) received at the zero-order holder (ZOH) can be formulated as

y(ts), ti¢A,
P T
Null, ¢ € A,

where “Null” denotes no data received at the ZOH.
2.4 Estimator and controller

The estimator is employed to estimate the state of the plant, by using the measurement transformed
over the network. Considering the discrete event and the possible interrupt transmission caused by the
DoS attack, we employ a ZOH to receive the discrete signal. It keeps outputting a continuous signal
and updating the output when a new discrete signal y'(¢;) is received. Let us define the output of the
ZOH as y(t). Notably, 3(¢) should keep outputting the current signal if the newly received measurement
y'(t;) = Null. Then, the following Luenberger state observer used as the estimator is constructed

{ B(t) = A&(t) + Bu(t) + L(y(t) — §(t)),

() = Cad), ®)

where #(t) € R% and §j(t) € R% are respectively the state estimate vector and output estimate vector.
The matrix L € R%*% is the observation gain to be designed. The matrices {A, B, C'} are the parameters
of the plant (1).

Our purpose in this paper is to design a sliding mode controller to stabilize the system (1). We may
express the sliding mode controller

u(t) = uo(t) + us(t) (6)
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Figure 2 (Color online) Illustrations of the triggered instants ¢; and the received instants t;‘ of the measurement y(¢;) under the
DoS attack. (a) Without the network transmission delay dj; (b) with the network transmission delay d;.

with two terms, that is the nominal term w,(t) and the switching term us(t). The switching term ws(t)
acts on a guarantee of the finite-time reachability of sliding modes and the compensation to the matched
perturbations. u,(t) and us(t) are to be designed. Meanwhile, based on the state estimate Z(¢) the sliding
variable s(t) € R% is an integral-type one formulated as follows:

(7)

W
—
~
N
I

s(t) = Ka(t) + 2(t), 2(0) = —K1(0),
—K(A%(t) + Buo(t)),

where the matrix K € R%>4x is a given parameter of the (ideal) sliding surface s(t) = 0. z(t) € R% is
an intermediate variable denoting the integral term of the sliding function.

2.5 Formulation of time-delay model

In this paper, by using the idea of the “time delay”, we formulate the measurement y(-) from the plant
to the ZOH over the sampling, event-detecting, and interrupting (attacking).

For the discrete (triggered) measurement y(t;), it may suffer from the DoS attack segment before
the ZOH receiving the triggered measurement y(¢;). Therefore, the ZOH may not receive a triggered
measurement every triggering time instant. Define t;-‘ the (global) time instant of the j-th time ZOH
receiving (updating) the signal from the network, and j = 1,2,3,.... Figure 2 illustrates the instants
when the measurement y(t;) was triggered at the event trigger and the instants when y(¢;) was received
at the ZOH.

One thing is certain that the time instant t? will not locate in a DoS attack segment if there are no
delays of the measurement transmission from the network to the ZOH, as illustrated in Figure 2. Hence,
without losing generality and strictness, we consider there are some momentary transmission delay

d; < Join {T%},
when the ZOH receiving the measurement y(¢;) at time instant t;-‘. The cases B and B’ what need to be

noticed are that if lots of triggered instants in succession occur all in DoS attack segments, the ZOH will
not receive new measurements for a long time. It leads to the feedback control losing its function and
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significance and thus the stability of the control system will no longer be guaranteed. To this end, we
will require such an event-triggering condition fulfilling that the maximum

Atmax = maX{Ati £ ti+1 — ti}
€N

of the inter-event time At; (i.e., the interval length of two adjacent event-triggering instants) will be less
than the minimum secure durations
Vmin = min {Vm = Am+41 — (am + :um)}
meM

In this requirement, the triggered instants ¢; will not miss the secure durations and thus the cases B and
B’ are avoided.

The following assumptions on the plant and the network DoS attack phenomenon are taken into account
in this paper, for theoretical analysis.
Assumption 1. Consider the system in (1). The matrix B is of full column rank, i.e., rank(B) = m,
and the pairs (A4, B) and (A, C) are controllable and observable, respectively.
Assumption 2. Consider the system in (1). The matched uncertainty term v(zx,t) is bounded by
v(z,t) < a with @ > 0. The mismatched uncertainty term f(x,¢) can be formulated with f(x,t) =
ML(t)Nxz(t), where M € R%*4% and N € R%*% are constant matrices, and L(t) € R%*% is an
unknown time-varying matrix satisfying Lebesgue measurable condition LT (¢)L(t) < I, Vt > 0.
Assumption 3. Consider the DoS attack in the network between the sensor and the controller units.
For any m € M, there exist

(1) a maximum duration pmax of the DoS attack segments fi,,,

(2) and a minimum duration v, of the secure segments vy, = @yt — (G + ).
Assumption 4. The maximum sampling period Tiax = mingen+ {Tk} is fairly less than the minimum
duration vy, of the secure segments between any two adjacent DoS attack time instants a,, and a1,
m € M.
Remark 1. In fact, due to the limited energy of DoS attacks and its own anonymity, the DoS attack
duration cannot be very large. Assumptions 3 and 4 are reasonable and practical for a networked control
system. It is also consistent with the assumptions and design in [22,23]. Besides, we will develop the
event-triggering condition (2) against the DoS attack segment, for avoiding too many triggering instants
in succession occurring in the attack segments to update new measurements timely. Therefore, the event-
triggering condition (2) should be mended and the next triggering time instant k; 17T of the event trigger
is determined by

Taking the requirement Aty < Vmin into account, we know that when a triggered measurement y(t;)
newly arrives at the ZOH, the ZOH will “wait” a span of time including the corresponding transmission
delay time and possible DoS attack duration. In addition, for the real-time system output y(t), it will
take the time of the sampling and repeatedly event-detections when a new triggered measurement y(;) is
generated. Then, for any y(t;) (i € N*) arrives at the ZOH at the instant ¢4, it is not difficult to obtain
the following conclusion.

e For the case of the network transmission without delay d;,

th, —th S it =t < 20 max + s (9)
where ¢; 1+ denotes the time instant of a new triggered measurement y(¢,4;+) arriving at the ZOH at t;‘ 1
without transmission delay.
e For the case of the network transmission with delay d;,
ey —djip — (t) — dj) = titr —t; < 2Atmax + Hmax; (10)
where t; 1+ denotes the time instant of y(¢; ;) arriving at the ZOH at t;-‘ﬂ with transmission delay d; .

Apparently, the case of the network transmission without delay is a special case of the one with delay
d; =0 for j € N*
y .
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Consequently, for any ¢ € [t?, t;‘ 1) (4 =1,2,3,...), we introduce the following auxiliary variable:
h(t) ==t —t =t —(t; +dj), t € [t], 1)), (11)
which satisfies that
0<h(t) <hu (12)

with hpyr = 2A%¢max + fmax + dmax — dmin- Then, the triggered measurement y(tl) can be rewritten as

y(tz) - y(t - h(t))v le [t?at?Jrl)a (13)

where h(t) = h(t) + dj € [dj, har + dj) € [dmins har + dmax)- Then, it holds that

§(t) = y(t) = y(t — h(), Ve € [theh,). (14)

Considering the synchronicity of the plant and the controller, define t§ = 0 and g(t}) = 0,t € [th,}).

Then, the observer (5) can be further expressed as the following time-delay model:

&(t) = A#(t) + Bu(t) + L(y(t — h(t)) — §(t)), (15)
g(t) = Ci(t)a te [t?at?-l,-l)'

In Section 3, we are ready to propose a sliding mode controller u, based on the observer model (15), for

the uncertain system (1). Because part of the state is not measurable, in this paper, our design principle
is to employ the observer to obtain the state estimates, and then use the state estimates to construct a
sliding mode controller, for achieving stability of the system with the network DoS attacks. Definition 1
is for stability analysis of the resulting SMC system.
Definition 1. The nominal system (1) with v(t) =0, f(¢) = 0, and w(t) = 0 is said to be stable if there
exists 8 > 0 fulfilling ||x(t)||> < B for t > 0. Furthermore, if lim;_, . ||2(¢)||* = 0 for all initial 2(0), then
the nominal system (1) is said to be asymptotically stable. Additionally, if the nominal system in (1) is
asymptotically stable, the uncertain system (1) with internal control u(t), external disturbance w(t), and
all admissible uncertainties {v(t), f(t)} described in Assumption 2, is said to be robustly stable.

3 Theoretical results

3.1 Controller design

By using the state estimates Z(¢), the following sliding mode controller is constructed as u(t) = uo(t) +
ug(t), with

uo(t) = G2(t) —n(t), (16)
us(t) = —(KB) K L(y(t) — 5(t))|lsign(s(t)) — k(K B)~"|s| sign(s(1)), (17)

where n(t) = (KB) 'K L(y(t)—9(t)), k > 0, and 0 < A < 1. Matrix G € R%*%x is a controller parameter
to be designed.

As a result, based on the observer (15), the following sliding motion dynamics can be yielded under
the ideal sliding mode s(t) = $(t) = 0 in the light of $(¢) = 0 and s(0) = 0:

2(t) = (A+ BK)i(t) + HL(y(t — h(t)) — §(t)) (18)

with H £ I — B(KB)~'K. Considering the design objective of the convergence of the system state
estimation error #(t) = x(t) — 2(t) and the system state z(t), define £(t) = [T (t) 2T(¢)]T. Then, the
following dynamics of the system augmented with the plant and the observer in the sliding mode can be
extended as follows. For ¢ € [th, ¢}, ),

E(t) = (A+ LE)E(L) + HE( — h(t) + Ed(1), (19)
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where w(t) = w(0) and £(t) = £(0) for t € [—has — diax, 0), @(t) 2 [wT () vT(t) wT (t — h(t))]T, and

A —-A+HLC E B —HLF
04,x4q, A+ BG 04, xd,, Oda,xda, HLF

ME MY 04, ] s N2[N g a, ], L£(t) 2 MLHN.

[I>

L L

A

Y

—HLC 04, ya.
HLC 04 ya.

Remark 2. Since the system (19) is augmented with the dynamics of the plant and the observer is
derived in the sliding mode, the finite-time reachability of the ideal sliding mode s(t) = 0 should be
guaranteed. Then, some conditions of the stability of the augmented system (19) can be explored for the
stability of the whole closed-loop system, including the convergence of the resulting sliding motion (18)
which is relative to the observer dynamics.

3.2 Reachability analysis of the sliding mode

Theorem 1. Consider the sliding variable (7) and the SMC law (6). The sliding mode s(t) = 0 can be
achieved in finite-time under the SMC law (6) with the controller terms in (16) and (17).

Proof. Consider the following Lyapunov function Vi(s(t)) = 0.5s%(¢)s(¢). Recalling the dynamics of Z(t)
n (15) or (5), we have

Vi(s(t)) = sT(t)5(t)
= 5" () [K (A#(t) + Bu(t) + L(y(t) —
(t
)s

1)) -
= —[IKL(t) = g@)llls@)lx +s* ()KL(??()
< —ls| sign(s(t)

K (A%(t) + Buo(t))]
§(t)) — ks sign(s(t))

which can be concluded that Vi(s(t)) = 0, that is s(t) = 0, can be realized within finite time.

From the results of proof above we known that, the term —(KB)~Y|KL(j(t) — 4(t))|sign(s(t)) in
us(t) acts on the compensation for the observation error ¢(t) — §(¢) which is influenced by some factors
including the DoS attack duration. Meanwhile, one can apply some other reaching functions instead
of —r|s|sign(s(t)) in us(t), for a good reachability performance including the fast reaching and the
chattering weakening.

3.3 Stability analysis of the sliding motion

The augmented system (19) is a kind of time-varying delay system with interval time delay dyin < iL(t) <
har + dimax, as discussed in (13). In this paper, we apply the Lyapunov-Krasovskii functional method
to explore the stability of this time-delay system. Let hq = hj; + dmax in the following context, for
simplicity.

Theorem 2. Consider the uncertain time-varying delay system (19). For some scalars hgq > dpin > 0,
the uncertain system (19) is robustly stable with an % gain less than or equal to « if there exist a
scalar A > 0, positive definite matrices Q; € R&*dx R, € R%*dx matrices Sj, € R2&*2dx and
Sjs € RCdwtd)x2dx (j =12 . 6 and j,k =1,2,...,4) such that

i) + [\Il]sym + Trlr(dmingél + }_LQE) + hd QG)TI + S < 0; (20)
where S £ +510, ST + 5295 'S + 83051 ST + 8,95 ' ST and

Dy 0 OH 0 Q]
x —Q9 O 0 0

- c C _ .

2|« x« 0 0 o0 |, C=E c ol c1>0é[Ql(A+£(t))}Sym+c+Q2+Qg,
* * x —Q3 0
% * |

2 [(S1+85) —(S1— Sa) —(Sa— S3) —(S5+S4) Og,wa, ], S 2[ST L 8% st gr]h,
Ti2[A+L(t) 0 H 0 &], CECTC, Q; = diag{Qi, R:},
Ay £ diag{ — Q4,—Q5,-Qs}, Az £ diag{ — Q4,—Q5,—Q5,— s} (21)
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Proof. Choose the Lyapunov functional candidate:

where

O = €0, Bl = [ € (6)0uts)s

min

0 t

t

Va(t) = / €T (5)Qs€(5)ds, Valt) = dunin / €7 (5)Qué(s)dsdv,
t—hq —dmin Jt+v

0

7dlI]iIl t . . t . .

Vet =i [ £ Qu(s)dste, Valt)=ha [ [ €751 Qué(s)asa,
—hq t+v —hg Jt+v

where h £ hq — dpin. Consider that fz(t) =1,Vte [t?, t?H). Then, by calculating the derivatives of V;(t),

we obtain that

Vl = 2€T(t)Q1§'(t)’ VYQ = ET(t)Q2§(t) - €T(t - dmin)Q2€(t - dmin),
Vs = €T (£)Q¢(t) — €T (t — ha) Qs&(t — ha),

t

Vi = d2n € (1) Qu(t) — dmin/ €7 (1) Qué(v)dv,

e
Vs = €N (0Qsé(t) ~ h [ s
t—hq
t
o= €T 0060 ~ha [ €M (0)Qué0)d,
t—hq

Consider the slack matrices: S; £ [SE SE SEL ST SET (i = 1,2,3,4). By combining them with the
Leibniz-Newton formula £(t — dmin) — £(t) = f:f 0 £(s)ds, we can get the following identities:

0= 26051 (&0 - &0~ )~ [ Eo1as).
0= 2¢T(1)85 (§(t — dunin) = £(t — h(1)) — € "tné(v)av) ,

~ t—h(t)
0=2¢"(t)Ss <€(t —h(t)) =&t — ha) — /t «E(v)dv> :

—ha

0= 201 () —€le—ho) - [ o). (23)

where ((t) = [€7(t) €7(t — dmin) E7(t = h(1)) €7 (¢ — ha) " ()]".

Before further, let us introduce the following lemma [24]: For any vectors a, b and appropriate dimension
matrix X > 0, it holds that a™b + bTa < aTX ~'a + bT Xb. Furthermore, consider the following lemma
from [25] that: For a matrix 0 < X € R™ ", and a continuous vector function b(t) in [t1,t2] — R”, it

holds that
(/tt bT(S)ds) X ( /tt b(s)dS) < (t2—t) /t t bT (5)Xb(s)ds.

Then, by considering that

t . t .
s [ deas= [ s ds
t—dmin t—dmin H;—’\bf/
one can derive that
t . t . .
—2¢T(1)S, / £(s)ds < ¢ (1)S19, 1 STC(t) + dimin / €7 (v)Qué(v)do, (24)
t—dmin t—dmin
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t—dmin . t—dmin . .
wis/}ﬂ)aﬁ®<<ww&Q;$zm+h{/m)s%w%aww, (25)
h(t) dmin | .
208 [ g@ndsscha)sggglsgc(w+futliE@) €7 (1) Qs (), (26)
t d . t . .
~2¢T(1)5, / £(v)ds < CT(£)52Q5 ST C(t) + ha / €7 (1) Qpé (v)do, (27)
t—hq t—ha

where hy 2 h(t) — dumin, ho 2 ha — h(t) and hy + hy = h.

Firstly, for the nominal time-delay system (19) with w(t) = 0, recalling fz(t) — dmin < hd — dmin = h
and hgq — h(t) < hq — dmin = h, from the calculated results of V() and (23)(27), we can directly obtain
that V() < 0 for any £(t) # 0, according to the condition (20). This means that the asymptotic stability
of the system (19) can be guaranteed.

Secondly, for the time-delay system (19), let us consider a finite-gain dissipativity [26,27] to evaluate
the system performance. Suppose 7 is a given positive real number. The time-delay system (19) is said
to have an %% gain less than or equal to ~ if

/ Ty (hdt < / "2 (1w ()t
0 0

for all t € [t?,t?H) and all w(t) € L£2]0,+00) with the output y(¢) resulting by w(t) from initial state

&(t%). Then, considering the uncertain time-delay system (19) with the disturbance w(t) € £2[0, 00), we
further derive that

V(1) +y" (y(t) — a7 (t)a()
< &) [® + TT (d7yin Qa + h?Qs5 + h3Q6) T1 + [Wsym + S]£(1). (28)

According to the condition (20), it holds that for £(¢) # 0,

V(1) +yt (t)y(t) —~ " (t)a(t) <0,

from which by integrating the left-hand side terms from t? to t? 11, it yields

[ WO — T uo]ar < Vi) - V).

h
J

Furthermore, for j =0,1,2,3,..., thatis t € Ujv O[t?,t§’+1) C [0,00), we can further obtain
th
/} [yT (®)y(t)dt — v*wT (Hw(t)]dt = Z/} (t)dt — y*wT (t)w(t)]dt
th th

< Z V(1)) = V(t]1) = V(t5) = V(R)-
Under the zero initial condition V (t§) = V(0) = 0, and V(%) > 0, it thus can be concluded that

/O Tyt ydt < /O 2T () (8.

Therefore, according to Definition 1, the uncertain time-delay system (19) is robustly stable with an %
gain less than or equal to v, with the system parameters fulfilling the condition (20). This completes the
proof.

The condition in Theorem 2 embeds the time-varying matrix E(t), which includes the unknown system
perturbation f(z, (t)). We develop this condition to another condition without time-varying terms for
the verifiability of the stability condition for the resulting system (19).
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Corollary 1. Counsider the uncertain time-varying delay system (19). For some scalars hq > dmin > 0,
the uncertain system (19) is robustly stable with an % gain less than or equal to « if there exist a
scalar A > 0, positive definite matrices Q; € R¥*dx R, € R&*% matrices S;, € R?*2d and
Sjs € REdwtd)x2dx (; = 1 2 ... 6 and j,k = 1,2,...,4) such that

P + [V]gym [y I, IIF

=2 < 0, (29)
* x Ay O
* x* ok =\
where
(I)() 0 Q17‘[ 0 ng
*x —Qy 0 0 0
P2 | % x« 0 0 0 |, ®2[Q1Asm+ Q2+ 93+ C+INTN,
* % x —Q3 0
* * * * —721

Hlé[dminr?gﬁl hYT Qs th1TQ6]7 H2é[51 Sz 83 54}7 T1é[.»4 0 HO 5},
Mg £ [MTQ; 0 0 0 0], Iy £ [dpinMTQs AMTQ5 hgMTQg]. (30)

lI>

Proof. To get the same conclusion, we may prove that the condition (20) can be derived from the
condition (29). By using the Schur complement to = < 0 in (29), it can be obtained that =+ ANTN +
AT < 0, where

(3 0 OH 0 Q]
D 4 [V]aym Ty Ty x —Q, 0 0 0
=4 * Ay O |, PL |« o« 0 0 0 ;
* * Ao S * —Qz 0
* % * * —721
NE£[N 0000000000 O], &=[QA]  +0+0s,

5 = [M51 dminMTQs AMTQs haMTQs 0 0 0 0], TI5p = [MTQ; 0 0 0 0.

—

Furthermore, in the light of Proposition 2.1 in [28], considering = + ANTN + A\MIFTI; < 0, one can
obtain = < 0, where

o+ (Vg I, I,
£ * Ay 0 |, I & [duinYTQs AYTQs haYTQs],
ES * A2

and ® and Y are defined in (21). Then, using the Schur complement to = < 0, we obtain
S + [Ulgym + T1 (dyinQa + h?Q5 + h3Q6)T1 + S < 0,

which meets the condition (20) in Theorem 2. The proof is completed.

Remark 3. Theorem 2 and Corollary 1 provide the stability criterion of closed-loop system in sliding
mode state. In fact, the stability criterion also gives the stability condition of the sliding motion, that is
dynamics of the observer state Z. Moreover, since the initial s(0) = 0 and the derivative $(t) = 0,Vt > 0,
it guarantees that the system trajectories will always move towards the system origin from the initial
condition s(0) = 0.
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Remark 4. These stability criteria which are delay-dependent ones depend on the bounds dp;, and
hq of the time delay. Since hq = 2Atmax + fimax + 2dmax — dmin, large intervals of the sampling, inter-
event time, DoS attack duration and transmission delay may affect the stability of the control system.
Moreover, the sampling period T also affects the event-triggering instants because the event detecting
period is designed in accordance with 7. Besides, for the triggering error tolerance 0 < p < 1, a small p
implies a faster triggering, which may reduce the value of the delay. Considering the allowed maximums
of the DoS attack durations and transmission delays, we may apply the event-triggering condition (8) for
releasing the measurements.

Based on the results designed and analyzed above, we summarize the algorithm of the presented time-
delay-based SMC against DoS attacks and discrete events as Algorithm 1.

Algorithm 1 Time-delay-based estimation and SMC against DoS attacks and discrete events

Require: Complete parameters of a physical system (1).

Ensure: Secure control of the system (1) with DoS attacks on the network between the controller and the sensor.
1: Initialize £ = 0, sampling sequence T S {T1,T>,...,Ts}, triggering error tolerance 0 < p < 1 of event-triggering condition
(8), sliding surface matrix K (7), hpr = 2Atmax + fmax + dmax — dmin, ha = Ay + dmax, initial condition z(0) = #(0);

: Solve the conditions (29) in Corollary 1 for the parameter {G, L} of the controller and the observer;

: Update the controller according to the SMC law: u(t) = uo(t) + us(t) as given in (16), (17), and (7);

Update the state estimator under the updated controller: &(t) = AZ(t) + Bu(t) + L(g(t) — 9(t)) (5);

: Update the system (1) under the updated controller;

: return z(t) and Z(t).

4 Discussions on the extension of the presented secure control method

In fact, the designed SMC law is based on the integral-type model with the sliding surface s(t) = s(0) = 0.
Therefore, the switching term can be removed from the SMC law and some modifications on the estimator
can be made to design a continuous control law to secure control against the DoS attacks. Under the
same assumptions, let us consider the plant (1). The following sliding mode observer is employed to
estimate the system state.

{ B(t) = A&(t) + Bu(t) - [(KB) M IKL(G(t) = §(0)]| + Aa,Jsign(s(t)) + L(5(t) - §(t)), 31)
g(t) = Ci(t),
where A is a positive scalar. The controller can be thus modified as

u(t) = Gi(t). (32)

By using the same sliding variable s(t) € R% in (7), the finite-time reachability of the sliding surface
s(t) = 0 can be achieved.

Theorem 3. Consider the observer-based sliding variable (7) and control law (32). The sliding surface
s(t) = 0 can be achieved in finite-time under the control law (32).
Proof. The result can be easily obtained by considering the following Lyapunov function Vi(s(t)) =
0.5sT(t)s(t), and thus the proof is omitted.

Hence, in the ideal sliding mode, the resulting augmented system (19) consisting of the control system
and the estimation system is updated as

E(t) = (A+ L&) +HEE — h(1)) + Ea(t), (33)

where w(t) = w(0) and £(t) = £(0) for t € [~has — dmax, 0), w(t) £ [wT (t) vT () wT (¢ — h(t))]T, M, N,
and L are defined in (19), and

E B —LF
04, xdy, Odyxd, LF

A —-A+LC
dexdx A+ BG

(1>

A

A

>

) )

_LC dexdx
LC 04 va. |

By following Theorem 2 and Corollary 1, the following conditions are directly obtained to judge the
stability of the control system and the estimation system.
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Corollary 2. Counsider the uncertain time-varying delay system (33). For some scalars hq > dmin > 0,
the uncertain system (33) is robustly stable with an % gain less than or equal to ~ if there exist a
scalar A > 0, positive definite matrices Q; € R¥*dx R, € R&*% matrices S;, € R?*2d and
Sjs € Rdwtdv)x2dx (; — 1.2 . 6 and j,k =1,2,...,4) such that the matrix inequality in (29) holds.
Remark 5. Since the control law includes no switching term, this sliding-mode-observer-based control
can be extended to the plant with the output y(t) = Cz(t) + Du(t) + Fw(t). Some nonlinearities in the
system dynamics can be also allowed. The switching term in the sliding mode observer can be modified to
compensate for the nonlinearities. In this DoS attack case, the switching term plays a role to compensate
for the error caused by the DoS attacks and the external disturbances.

Remark 6. The presented event-triggering mechanism (2) is a common static one used in NCSs.
Recently, some advanced event-triggering conditions for improving the control and communication per-
formance have been reported in the literature. Readers can refer to [29,30] for details. Since the errors
induced by the advanced event-triggering conditions can be described by the time-delay model, the secure
control design method can be integrated with the advanced event-triggering conditions for some advanced
event-based secure control in NCSs.

5 Application to networked pendulum systems

Let us consider a networked system of an inverted pendulum with a cart [31] to show the effectiveness of
the presented secure control method. By taking the mass of the pendulum m = 0.535 kg, the length of the
pendulum [ = 0.365 m, the mass of the cart M = 3.2 kg, the gravitational acceleration g = 9.807 m/s?,
the cart position coordinate z1, the pendulum angle from vertical 3, the state vector x = [z1 &1 3 3] =
[x1 2 x3 x4], and the control input force u, a linearized system dynamics of the inverted pendulum system
is obtained below.

_ K 1 0 0] [ 0 ]
1 0 —I+ mi?)b m2gl? 0 o1 I+ml
s [ T2 | I(M +m)+ Mmi2 1(M +m) + Mml? To | | I(M +m) + Mmi? |
i3 0 0 0 1] | s 0 ’
s 0 —mlb mgl(M + m) T4 ml
L (M +m)+ Mmi? I(M+m)+ Mmi? | | I(M +m) + Mmi? |
where y = [, ¢} o]z is considered the measurable system output. In the simulations, consider the

external disturbance w = 0.1(rand — 0.5) with £ = [0.01 0 0.01 0]T and F = [0.01 0]T, the system
perturbations v(t) = 0.1sin(u(t)) and f(t) = ML(¢)Nxz(t) with M = [0.1 0.1 0 0]*, N =[0.1 0.1 0 0],
and L(t) = sin(x1(¢) + z5(t)).

For the simulated networked pendulum system, we use a fixed sampling period of the sampler as
T = 0.02 s. Assume that the transmission delay d; on the j-th network transmission is in [0.004, 0.016] s
with dpin = 0.004 s and dpax = 0.016 s, and the constraints of the DoS attack duration ppmax = 0.8 s,
Vmin = 0.1 s. Then, according to the conditions in Corollary 1, we use the following parameters of the
controller and observer in the simulations to show the response of the controlled system:

27.7832  —0.0098
160.5792 —119.7819
4.4431  35.0350
—93.6083 268.5555

G

[12.2506 13.1018 —80.1023 —15.7809 |,

)

K =[0.10 —0.50 0.20 —0.30],

and the % gain performance vy, = 0.0023. By using the event-triggering condition coefficient p = 0.05
and the initial condition z(0) = 2(0) = [nt/3 0 7t/4 0]T, a DoS attack sequence is shown in Figure 3(a),
and the responses of the networked pendulum system are in Figures 4 and 5. The inner-event intervals
are depicted in Figure 3(b) based on the event-triggering mechanism. Figures 4(a) and (b) show the real
measurements at the sampler y(kT'), the event sender y(¢;) and the ZOH g (¢) of the system output y(t),
at different time instants. The control input force is depicted in Figure 4(c), under which the states of
the pendulum and its estimation states are shown in Figures 5(a) and (b), respectively. Besides, the
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Figure 3 (Color online) Illustrations of (a) the DoS attack durations and (b) the event-triggering instants.
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Figure 4 (Color online) (a) and (b) are the measurements at the samplers y; (kT) and y2(kT), the event senders y;(¢;) and

y2(ti), and the ZOHs §1(t) and g2 () of the system outputs y1(t) and yz2(t), at different time instants, while (c) is the control input.

estimation errors of the states are shown in Figure 5(c). Obviously, the simulation results illustrate that
the proposed estimator-based SMC is effective to secure control against the DoS attacks.

Additionally, let us check different DoS attack durations on the network affect the stability of the
networked pendulum system, by using several sets of the constraints of the DoS attack durations, that is

e Set 1: No DoS attacks pimax = 0,

e Set 2: DoS attack duration constraints pigmax = 1.0 S, Vmpin = 0.1 s,

e Set 3: DoS attack duration constraints fimax = 3.0 S, Vmin = 0.1 s,

e Set 4: DoS attack duration constraints fimax = 3.0 S, Vmin = 1.0 s.

Then, the corresponding results are obtained as shown in Figures 6-9, from which one can observe
that the DoS attacks (with larger values of the DoS attack duration pmax) degrade the system stability
(more serious). Figures 6-9 show the trajectories of the plant states x(t), the observer states Z(t) and
their errors Z(t), under Sets 1-4, respectively. Besides, from Figures 8 and 9, it can be concluded that

a large vmin can mitigate the impact of the DoS attacks on the system stability since more triggered
measurements can be transformed from the sensor to the controller.
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Figure 5 (Color online) (a) Trajectories of the plant states z;(t), (b) the observer states Z;(t), and (c) their errors &;(t) (i =
1,2,3,4).
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Figure 6 (Color online) (a) Trajectories of the plant states x(t), (b) the observer states &(t), and (c) their errors Z(t), under
Set 1.
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Figure 7 (Color online) (a) Trajectories of the plant states x(t), (b) the observer states Z(t), and (c) their errors Z(t), under
Set 2.

6 Conclusion

This paper solved the problem of SMC against the DoS attacks and discrete events, for a class of uncer-
tain dynamical systems in the network environment. The time-delay modeling approach was proposed to
describe the DoS attack duration and inter-event time as the “time delay”. The event-triggering mech-
anism was integrated into a smart sensor aperiodically releasing the measurement to the network with
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Figure 8 (Color online) (a) Trajectories of the plant states x(t), (b) the observer states #(t), and (c) their errors Z(t), under
Set 3.
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Figure 9 (Color online) (a) Trajectories of the plant states x(t), (b) the observer states #(t), and (c) their errors Z(t), under
Set 4.

certain network resources saved. Then, an interval-time-delay system with uncertainties was represented.
A state observer was employed with the ZOH, and then an estimator-based controller was designed by
which the ideal sliding mode can be achieved. Moreover, the resulting sliding motion was proved to
be robust and stable with an % gain performance. The present SMC was finally validated by some
simulations. As a matter of fact, one can develop the present time-delay-based modeling and control to
nonlinear and stochastic systems in terms of the DoS attacks.
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