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Abstract We consider an optimal denial-of-service (DoS) attack scheduling problem of N independent
linear time-invariant processes, where sensors have limited computational capability. Sensors transmit measurements to the remote estimator via a communication channel that is exposed to DoS attackers. However,
due to limited energy, an attacker can only attack a subset of sensors at each time step. To maximally
degrade the estimation performance, a DoS attacker needs to determine which sensors to attack at each time
step. In this context, a deep reinforcement learning (DRL) algorithm, which combines Q-learning with a
deep neural network, is introduced to solve the Markov decision process (MDP). The DoS attack scheduling
optimization problem is formulated as an MDP that is solved by the DRL algorithm. A numerical example
is provided to illustrate the efficiency of the optimal DoS attack scheduling scheme using the DRL algorithm.
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1

Introduction

Cyber physical systems (CPSs) that integrate sensing, computation, control, and communication [1–3]
have a wide range of applications, such as smart grids, smart transportation, health care, and other
critical infrastructures [4–6]. In CPSs, sensor measurements are transmitted over networks [7, 8], which
are susceptible to be corrupted by an attacker [9]. For example, Stuxnet has been reported to attack
the supervisory control and data acquisition in the nuclear power generation systems [10]. Such security
incidents inspired researchers to study security issues in CPSs.
Malicious cyber attacks have diverse forms, and various cyber attacks in the attack space have been
demonstrated [11]. Typical network attacks can be classified as deception attacks and denial-of-service
(DoS) attacks. In a deception attack, without being detected, an attacker transmits false data to the
controller or the actuator [12]. A false data injection attack, a particular type of deception attack, in
a control system has been designed [13]. A worst-case innovation-based linear attack strategy has also
been proposed [14]. In addition, an optimal switching false data injection attack in the actuator under
energy-constraints has been designed [15]. Replay attacks are another type of deception attacks. In
replay attacks, the attacker first records a sufficient number of sensor measurements from k = k0 to kT ,
and then begins replaying the recorded data at time k = kT + 1 until the end of the attack [16]. A zerodynamics attack, a particular type of deception attacks, corresponds to the input sequence that makes
the outputs of a system identically zero [17], which requires perfect model knowledge. However, another
type of deception attack, i.e., a covert attack, can be designed based on imperfect model knowledge [18].
Compared to deception attacks, a DoS attack requires much less knowledge about the target system.
DoS attacks attempt to block the communication channel and prevent legitimate access between system
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components [19,20]. DoS attacks can significantly deteriorate the performance of system state estimation
in smart grids [21]. The stability analysis of CPSs in the presence of a DoS attack has been investigated [22]. An optimal DoS attack in a two-hop network has also been designed [23]. How a mobile
ad hoc network can be affected by distributed DoS (DDoS) attacks has been studied [24], and a novel
solution to handle DDoS attacks in a mobile ad hoc network was proposed. In [25], a novel flow-table
sharing approach was proposed to protect the software defined network (SDN)-based cloud from table
overloading DDoS attacks. The comparison between single tier and three tier architectures against DDoS
attacks has been studied [26]. In that study, it has demonstrated that the three tier architecture has
significantly more resilience against DDoS attacks. An online intrusion detection system based on the
NeuCube algorithm was proposed to detect malicious attacks in cloud computing, especially the zero-day
attack [27]. Practically, the attacker cannot attack all sensors simultaneously over time due to limited
energy.
Therefore, various efforts have focused on studying the optimal scheduling of energy-constrained DoS
attacks in CPSs. An optimal energy-constrained DoS attack scheduling that maximized the linear
quadratic Gaussian control of a wireless networked control system has been proposed [28]. In [29], an
attack power allocation algorithm was proposed to maximize the performance of the DoS attack. The optimal DoS attack energy management problem in a signal-to-interference-plus-noise ratio-based network
has also been investigated [30]. In addition, an optimal attack scheduling scheme in a packet-dropping
network was derived [31]. In that study, some countermeasures against DoS attacks were proposed, and
the optimal defense strategy was discussed. In [32], the authors addressed an optimal DoS attack problem
considering a scenario where the observations are transmitted through a standard block fading communication channel. In previous studies, the authors had assumed that the sensor had sufficient computation
capability and that the local state estimate was transmitted to the remote estimator. Unfortunately, it
is a strong assumption in real-world CPSs. In [33], the authors analyzed the DoS attack in sensor measurements with limited energy and obtained a suboptimal solution of the optimization problem based
on convex relaxation, while incurring high computational complexities. The solution of the optimization
problem in [33] depends on the initializations of attack variables. If the initializations were not selected
well, there may be no feasible solutions. Differing from [33], in this paper, a deep reinforcement learning
(DRL) algorithm, which is independent of the initializations of attack variables, is introduced to solve
the optimal DoS attack scheduling problem in an iterative model-free manner.
Motivated by the above discussions of previous studies, in this paper sensors with limited computation
only transmit the sensor measurements to the remote estimator via a communication channel that is
exposed to an attacker. A DoS attacker attempts to destroy the estimation error covariance by jamming
the communication channel. However, due to the limited energy, a DoS attacker cannot attack all sensors
simultaneously all the time. To maximally degrade the estimation performance, a DoS attacker needs
to determine which sensors to attack at each time step. It is NP-hard to find a feasible solution for
the optimization problem that involves binary constraint. Therefore, a DRL algorithm that combines
Q-learning with a deep neural network is introduced to solve the optimal DoS attack scheduling problem
which is modeled as a Markov decision process (MDP).
The primary contributions of this paper are summarized as follows.
• An optimal DoS attack scheduling scheme of the sensor measurements that maximizes the estimation
error covariance is designed. This approach differs from most existing studies that focus on scheduling
the local state estimate.
• A DRL algorithm is introduced to solve the optimal DoS attack scheduling problem to find the
suboptimal policy. Again, this approach differs from most previous studies that obtain a suboptimal
solution based on convex relaxation, which depends on the initializations of attack variables.
The rest of the paper is organized as follows. Section 2 formulates the system model and DoS attacks. In
Section 3, a DRL algorithm for optimal DoS attacks scheduling scheme is presented. Section 4 illustrates
the efficiency of the optimal DoS attack scheduling scheme by a numerical example. The conclusion is
drawn in Section 5.
Notation. R denotes the set of real numbers, and Rn denotes n-dimensional Euclidean space. E[·]
refers to mathematical expectation, and E(X|Y ) refers to the mathematical expectation of random variable X conditioned on Y . X T denotes the transpose of matrix X.
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(Color online) System architecture.

Problem formulation

2.1

System model

Consider N independent discrete-time processes (see Figure 1)
xi,k+1 = Ai xi,k + ωi,k ,

i = 1, . . . , N,

(1)

where xi,k ∈ Rni is the state vector of subsystem i at time k; the initial state of subsystem i, xi,0 , is i.i.d.
Gaussian random variable with xi,0 ∼ N (x̄i,0 , Σi,0 ); ωi,k is zero mean i.i.d. Gaussian random variable
with ωi,k ∼ N (0, Qi ).
Each sensor measurement is available, and
yi,k = Ci xi,k + υi,k ,

(2)

where yi,k is sensor measurement vector of subsystem
√ i at time k; υi,k is zero mean i.i.d. Gaussian random
variable with υi,k ∼ N (0, Ri ). Assume that (Ai , Qi ) is controllable and (Ai , Ci ) is observable.
The remote estimator is equipped with a Kalman filter computing the minimum mean-squared error
(MMSE) estimate of xi,k by the sensor measurement yi,k which is transmitted via networks. The prior
MMSE estimate and its corresponding error covariance are defined by
x̂i,k|k−1 , E[xi,k |yi,0 , . . . , yi,k−1 ],

(3)
T

Pi,k|k−1 , E[(xi,k − x̂i,k|k−1 )(xi,k − x̂i,k|k−1 ) |yi,0 , . . . , yi,k−1 ].

(4)

It is obtained that x̂i,k|k−1 and Pi,k|k−1 are as follows:
x̂i,k|k−1 = Ai x̂i,k−1|k−1 ,
Pi,k|k−1 =

Ai Pi,k−1|k−1 AT
i

(5)
+ Qi ,

(6)

where x̂i,k−1|k−1 is the posteriori MMSE estimate and Pi,k−1|k−1 is the corresponding error covariance.
The posteriori MMSE estimate and its corresponding error covariance are defined by
x̂i,k|k , E[xi,k |yi,0 , . . . , yi,k ],

(7)
T

Pi,k|k , E[(xi,k − x̂i,k|k )(xi,k − x̂i,k|k ) |yi,0 , . . . , yi,k ].

(8)

x̂i,k|k and Pi,k|k are computed by
x̂i,k|k = x̂i,k|k−1 + Ki,k (yi,k − Ci x̂i,k|k−1 ),

(9)
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Pi,k|k = Pi,k|k−1 − Ki,k Ci Pi,k|k−1 ,

(10)

where Ki,k is Kalman filter gain and computed as follows:
Ki,k = Pi,k|k−1 CiT (Ci Pi,k|k−1 CiT + Ri )−1 .
2.2

(11)

DoS attacks

We assume that a DoS attacker can only attack a subset of sensors due to the limited energy. In other
words, only M < N sensors can be attacked at each time step. To maximally degrade the estimation
performance, a DoS attacker needs to determine which sensors to attack at each time step. Define the
attacker’s decision variable at time k
(
1, if sensor i is attacked,
γi,k =
(12)
0, otherwise.
Therefore, at time k, the received sensor measurements in the remote estimator are
ỹi,k = (1 − γi,k )yi,k .

(13)

In the remote estimator, the state estimate and estimation error covariance are computed based on
the attacked sensor measurements
Ki,k = Pi,k|k−1 C̃iT (C̃i Pi,k|k−1 C̃iT + R̃i )† ,

(14)

x̂i,k|k = x̂i,k|k−1 + Ki,k (ỹi,k − C̃i x̂i,k|k−1 ),

(15)

Pi,k|k = Pi,k|k−1 − Ki,k C̃i Pi,k|k−1 ,

(16)

where C̃i = (1 − γi,k )Ci , R̃i = (1 − γi,k )Ri , † denotes the Moore-Penrose pseudo-inverse.
At time k, a DoS attacker determines which M sensors among N sensors to attack. The optimal DoS
attack scheduling problem can be written as
T N
1 XX
max lim
trace(Pi,k|k ),
γ T →∞ T
i=1
k=1

s.t.

N
X
i=1

γi,k 6 M,

(17)

γi,k ∈ {0, 1}.

It should be noted that the last constraint in (17) involves binary constraint. Therefore the optimization
problem (17) is nonconvex optimization and NP-hard to find a feasible solution. In previous studies, they
obtain a suboptimal solution based on convex relaxation while increasing computational complexity and
depending on the initializations of attack variables. To solve this challenging problem, a DRL algorithm
is introduced in the next section to solve the optimal DoS attack scheduling problem.

3

Deep reinforcement learning for DoS attacks scheduling

A DRL algorithm, which combines Q-learning with a deep neural network, is introduced to solve the
associated MDP in an iterative model-free manner [34]. The optimal DoS attack scheduling problem
can be formulated as an MDP. At each time step k, an attacker makes decisions about which sensors to
attack, that is, the decision maker chooses an action. At the next time step, the process responds to a
new average estimation error covariance, and provides a corresponding reward to the attacker. An MDP
M is formulated as the following tuple (S, A, r, α) problem.
State space S. At time k, the state space S contains all subsystem estimation error covariance. The
state space S is defined as the finite set (P1,k−1 , . . . , PN,k−1 ), where the size of state space is N .
Action space A. At each decision epoch, a DoS attacker chooses action a from the action space A.
M
The size of the action space is CN
, which means selecting M sensors out of N sensors to attack.
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P
Reward r. rk = N
i=1 trace(Pi,k|k ) is the one stage reward function, and specifies the reward for a DoS
attacker choosing an action in current state.
Discount factor α. The discount factor α ∈ [0, 1] trades off between the current and future costs, which
hastens the rate of convergence.
Note that at each time step, a DoS attacker selects an action ak from the allowable actions A; the action
is taken in the current estimation error covariance. Then a DoS attacker receives a new estimation error
covariance and a corresponding reward rk representing the feedback of the estimation error covariance.
To maximize the future reward by selecting an optimal policy, consider the future discounted return
at time k0 as
" T
#
X
R(k0 ) = lim E
αk−k0 rk .
(18)
T →∞

k=k0

Given the current state and action, the optimal action-value function Q∗ (s, a) is defined as the maximum expected return under the control policy π [34],
Q∗ (s, a) = Max E[Rk |sk = s, ak = a, π],
π

(19)

where π is a policy that maps estimation error covariance to action. The optimal action-value function
Q∗ (s, a) represents the expected future return associated with taking action a′ maximizing r+αQ∗ (s′ , a′ ).
The Bellman equation for the optimal action-value function is given by
"
#
X
∗
∗ ′ ′
Q (s, a) = E r + α
Pss′ max
Q (s , a )|s, a ,
(20)
′
s′ ∈S

a ∈A

where s′ denotes the next time step estimation error covariance given by the current estimation error
covariance s and action a, Pss′ denotes the state transition probability matrix from the current estimation
error covariance s to the next time step estimation error covariance s′ . The optimal DoS attack scheduling
policy can be obtained by
π∗ (s) = argmax Q∗ (s, a).
(21)
a

If the state transition probabilities are known to the attacker, the action-value function will converge to
the optimal action-value function Q∗ (s, a) and obtain the optimal policy π′ . Unfortunately, the transition
probabilities in a real-world CPS are impossible to obtain. To obtain the optimal policy π′ for large MDP
without having the knowledge of transition probabilities, a deep neural network function approximator
to estimate the action-value function Q(s, a; θ) ≈ Q∗ (s, a) was introduced in [34]. A DRL algorithm
has gained popularity because it performs remarkably well in solving an MDP in an iterative model-free
manner and dealing with high-dimensional state and action spaces such as in the playing Atari [35]. To
estimate the costs for all possible DoS attacks scheduling schemes, the deep Q-network (DQN) needs to
be trained by iteratively updating θk [36]. A DQN can be trained by adjusting the parameters θk at
iteration k to reduce the mean-squared error in the Bellman equation. The lossy function Lk (θk ) used in
Q-learning updates at iteration k is given by

2 
′ ′ −
Lk (θk ) = Es,a,r,s′ r + α max
Q(s , a ; θk ) − Q(s, a; θk )
,
(22)
′
a

where θk− is the target network parameter. The target network, with parameters θk− , is the same as the
online network except that its parameters are updated every c steps from the online network, so that
θk− = θk , and kept fixed on all other steps [37, 38].
Stochastic gradient descent (SGD) is used to optimize the loss function to get the weight parameters
of the DQN, which is given by
(23)
θk+1 = θk − β∇θk Lk (θk ),
where β is the learning rate, and ∇θk Lk (θk ) denotes the gradient of the loss function with respect to the
weights
h
i
′ ′ −
Q(s
,
a
;
θ
)
−
Q(s,
a;
θ
)∇
Q(s,
a;
θ
)
.
∇θk Lk (θk ) = Es,a,r,s′ r + α max
(24)
k
θ
k
k
k
′
a
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To break the correlations among data sequences, experience replay [35] technique is adopted. The k-th
experience is defined as ek = (sk , ak , rk , sk+1 ). Different experiences are stored into a replay memory
Dk = {e1 , . . . , ek }. During learning, we uniformly draw a minibatch of experiences at random from the
replay memory Dk to update the network parameter θk . The optimal DoS attack scheduling scheme
using a DRL algorithm is summarized as Algorithm 1.
Algorithm 1 Optimal DoS attacks scheduling scheme
1:
2:
3:
4:
5:
6:

Initialize the replay memory D to capacity D;
Initialize the action-value function Q with random weights θ0 ;
Initialize the target action-value function Q̂ with weights θ0− = θ0 ;
Initialize the state s1 ;
for k = 1, 2, . . . , T do
Take action ak through exploration-exploitation
ak =

(

random

a ∈ A,

arg maxa Q(sk , a; θ),

w.p. ǫ,
w.p. 1 − ǫ;

PN
7:
Execute action ak using rk =
i=1 trace(Pi,k|k ) to obtain reward rk and observe sk+1 ;
8:
Update sk ;
9:
Store experience (sk , ak , rk , sk+1 ) into the replay memory D;
10:
Uniformly draw a minibatch of experiences at random from the replay memory D;
11:
Form the loss function using (22);
12:
Updata θk using (23);
−
13:
Every c steps update the target network θk
= θk ;
14: end for

4

Numerical example

In this section, an F-18 aircraft team example is provided to demonstrate the efficiency of the proposed
optimal DoS attack scheduling scheme [39]. Considering the number of F-18 aircraft in the example is 6,
which is modeled by
" # "
#" # "
#"
#
" #
"
#
α̇
Zα Zq
α
ZδE ZδPTV
δE
α
δE
=
+
= As
+ Bs
,
q
δPTV
q̇
Mα Mq
q
MδE MδPTV
δPTV
where α is the angle of attack, q is the pitch rate, Zα , Zq , Mα , and Mq are longitudinal stability
derivatives, ZδE , ZδPTV , MδE , and MδPTV are longitudinal control derivatives. Choose the following
discrete dynamics of each F-18 aircraft based on the obtained data from wind tunnel and flight test data:
"
#
"
#
"
#
0.177 0.589
0.087 −0.09
0.07 0.109
A1 =
, A2 =
, A3 =
,
−0.004 0.829
0.003 0.022
−2.96 1.30
"
#
"
#
"
#
−0.617 1.137
0.752 −0.09
−0.022 0.029
A4 =
, A5 =
, A6 =
,
−1.066 1.643
0.081 0.42
−1.24 0.953
C1 = [0.923 0.293] , C2 = [0.367 0.599] , C3 = [0.426 0.549] ,
C4 = [0.098 0.039] , C5 = [0.659 0.343] , C6 = [0.358 0.892] .
The positive semidefinite matrix Qi and the positive matrix Ri are generated randomly. Consider the
number of F-18 aircraft attacked by the attacker is 2.
In the DQN, two hidden layers, each of which has 1024 units, are used in the simulation. The rectified
linear unit (ReLU) activation functions are used in the hidden layers, and a fully connected layer is used
in the output layer. The discount factor is fixed at 0.97. The experience replay memory size D is set to
20000. The control horizon T is set to 500, which refers to an episode. The minibatch size is set to 32.
The target network was updated every c = 100 iterations. The relationship between the combinations of
attacked channels and the action
Pis shown
PN in Table 1.
The empirical average cost T1 T
k=1
i=1 trace(Pi,k|k ) over the first 100 episodes is plotted in Figure 2.
The action ak over the first 5 episodes is plotted in Figure 3. Figure 2 shows the comparison between DRL
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The relationship between the combinations of attacked channels and the action

The combinations of attacked channels

Action

(1, 2)

0

(1, 3)

1

(1, 4)

2

(1, 5)

3

(1, 6)

4

(2, 3)

5

(2, 4)

6

(2, 5)

7

(2, 6)

8

(3, 4)

9

(3, 5)

10

(3, 6)

11

(4, 5)

12

(4, 6)

13

(5, 6)

14

180

14

160

12

140

10

120

8

Action

Empiricial average cost

Table 1
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Figure 2
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(Color online) Convergence of the empirical average

0

0

500

Figure 3

1000
1500
Episode×T

2000

2500

Attack scheduling strategy.

algorithm, convex relaxation algorithm in [33] and random algorithm for optimal DoS attacks scheduling.
Convex relaxation algorithm in [33] depends on the initializations of attack variables. If the initializations
were not selected well, there may be no feasible solutions, while a DRL algorithm is independent of the
initializations of attack variables. Figure 3 shows the attack scheduling strategies made by the attacker.
As we can see from Figure 2, the empirical average cost of DRL algorithm is higher than the empirical
average cost of the convex relaxation algorithm, which means that the proposed DRL algorithm performs
significantly better than the convex relaxation algorithm for the optimal DoS attack scheduling problem.

5

Conclusion

In this paper, we have examined the problem of optimal DoS attack scheduling schemes. Under limited
computation, sensors only transmit measurements to the remote estimator via a communication channel
that is exposed to DoS attackers. Due to the limited energy, a DoS attacker cannot attack all the
sensors. Therefore, a DoS attacker must determine which sensors to attack in order to maximally degrade
the estimation performance. A DRL algorithm has been introduced to solve the optimal DoS attack
scheduling problem which is formulated as an MDP in an iterative model-free manner. The comparison
in the simulation results demonstrated that the proposed DRL algorithm performs significantly better
than the convex relaxation algorithm for the optimal DoS attack scheduling problem.
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