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Dear editor,

At the core of lattice-based cryptography, a linear function

f(x) = Ax mod q with a random matrix A ∈ Z
n×m
q and

a short vector x ∈ Z
m
q plays an essential role, especially in

the lattice-based signature, identity-based encryption and

attribute-based encryption. It is a one-way function in-

troduced by Ajtai and with a proper trapdoor, the short

solution x can be recovered without leaking any trapdoor

information, thus a trapdoor sampler.

Several attempts were made before the first secure trap-

door sampler occurred. e.g., GGH [1] and its instantiation

NTRUSign [2] offered essential efficiency, however, they were

both attacked by [3] owing to transcript leakages. In 2008,

Gentry, Peikert and Vaikuntanathan [4] presented the first

provably secure GPV trapdoor sampler, thus a hash-and-

sign signature. However, such trapdoor sampler in [4] was

sequential and less efficient. Hereafter, some studies such

as [5–8] concentrated on improving the efficiency. Previ-

ous trapdoor samplers mainly focused on the discrete Gaus-

sian distribution owing to its statistical property. Recently,

Lyubashevsky and Wichs [7] proposed a novel trapdoor sam-

pling method from a broad class of distributions including

discrete Gaussian and uniform distribution. Such trapdoor

sampler provids a more flexible way of computation, because

non-Gaussian distribution could avoid the high-precision

arithmetic of discrete Gaussian. However, Lyubashevsky-

Wichs trapdoor sampler is merely applicable to functions

with Micciancio-Peikert trapdoor, whose structures make

the Lyubashevsky-Wichs trapdoor sampler impractical un-

der the concrete parameters.

On the other hand, the NTRU lattice has a good struc-

ture and its security lives through for more than twenty

years. When considering the hash-and-sign signature or

identity-based encryption, it is beneficial to apply the

NTRU lattice to minimize the key sizes. In particular, the

NIST hash-and-sign lattice proposals, FALCON and pqN-

TRUSign both adopt the NTRU lattices. Besides, Ducas et

al. [9] utilized the NTRU lattice to give an efficient lattice-

based identity-based encryption. Hence, motivated by the

flexibility of Lyubashevsky-Wichs trapdoor sampler and the

efficiency of the NTRU lattices, we ask a natural question:

Can we generalize the Lyubashevsky-Wichs trapdoor sam-

pler for NTRU lattices and make it more practical?

Our results. In this study, we give an affirmative answer

to the above question. We adapt the Lyubashevsky-Wichs

trapdoor sampler to NTRU lattices and propose a Gaussian

trapdoor sampler and a uniform trapdoor sampler respec-

tively.

Our trapdoor samplers begin with a leaky trapdoor

function called iRecoverFDH and apply the perturbation

technique to handle the leaky part. Concretely, We use

Babai’s nearest plane algorithm or Babai’s round-off (origi-

nal NTRUSign [2]) as our iRecoverFDH algorithm. Combing

the rejection sampling with the perturbation of iRecoverFDH

output, our trapdoor sampler follows an ideal distribution,

e.g., discrete Gaussian or uniform distribution.

Notation. We consider the ring R = Z[x]/(xn + 1) for

n a power of 2 and Rq = Zq [x]/(xn + 1) for some integer

q. Let Rq,B = {a ∈ Rq |a =
∑

i aix
i, ai ∈ [−B,B]} and

U(S) denote the uniform distribution over the set S. Let

Λ be a lattice in Z
n and Λ∗ is its dual lattice. For integers

n > 1, modulus q > 2 and A ∈ Z
n×m
q , an m-dimensional

lattice is defined as Λ⊥(A) = {x ∈ Z
m|Ax = 0 mod q} ⊆

Z
m. For any y in the subgroup of Z

n
q , define the coset

Λ⊥
y (A) = {x ∈ Z

m|Ax = y mod q} = Λ⊥(A) + x̄, where

x̄ ∈ Z
m is an arbitrary solution to Ax̄ = y. For any vector

c ∈ R
n and parameter σ > 0, the n-dimensional Gaus-

sian function ρσ,c : R
n → (0, 1] is defined as ρσ,c(x) :=

( 1√
2πσ

)n exp(−‖x− c‖22/2σ2). The discrete Gaussian dis-

tribution over Λ with parameter σ and center c is abbrevi-

ated as DΛ,σ,c. For a lattice Λ and a positive real ε > 0, the

smoothing parameter ηε(Λ) is defined as the smallest real

σ > 0 such that ρ1/σ(Λ
∗\{0}) 6 ε.

Trapdoor sampler over NTRU lattices. Now we be-

gin with iRecoverFDH. It contains two subalgorithm

(iRecoverFDH.GenTrap, iRecoverFDH. Invert).

• (P ,R) ← iRecoverFDH.GenTrap(1λ): taking as input
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Table 1 Comparisons among trapdoor samplers

Algorithm Gaussian parameter Parallelizable Easy to understand NTRU friendly

[4] ‖B̃‖2ω(
√
logn) × √ √

[5] s1(B)ω(
√
logn)

√ √ √

[6] s1(R)ω(
√
logn)

√ √ ×
[7] s1(R)O(

√
n)

√ √ ×
[8] ‖B̃‖2ω(

√
logn)

√ × √

Ours ‖B̃‖2O(
√
n)

√ √ √

1λ, the algorithm does the following:

(1) Sample f ,g ← DR,σ′ , where σ′ = 1.17
√

q
2n

.

(2) If f is not invertible modulo q, restart.

(3) Compute ‖B̃‖2 = max{‖[g| − f ]‖2,
‖[ qf̄

f ·f̄+g·ḡ |
qḡ

f ·f̄+g·ḡ ]‖2}, where f̄(x) = f0 −
∑n−1

i=1 fn−ix
i

with f =
∑n−1

i=0 fixi and so is ḡ.

(4) If ‖B̃‖2 > 1.17
√
q, restart.

(5) Compute h = g · f−1 mod q.

(6) Return NTRU public parameter P = [1|h] and trap-

door R = (f , g).

• s ← iRecoverFDH.Invert(P ,R, c): taking as input

P = [1|h], c ∈ Rq and trapdoor R = (f ,g), the algorithm

does the following:

(1) Compute F ,G satisfying fG−gF = q 1) and recover

the secret basis B of Λ⊥(P ).

(2) Compute the Gram-Schmidt orthogonalization B̃.

(3) Derive [c|0] by appending 0 ∈ Rq to c.

(4) [x1|x2]←Babai’s nearest plane(B, B̃, [c|0]).
(5) Return s = ([c|0]− [x1|x2])t ∈ R2×1

q .

Then, the output s satisfies Ps = c mod q. The norms

of s have the properties of ‖s‖2 6

√
2n
2
‖B̃‖2 6 1.17

√
2qn
2

and ‖s‖∞ 6 β for some constant β.

Based on the iRecoverFDH above, we present two trap-

door samplers over NTRU lattices, i.e., GaussianSampler

and UniformSampler. When the randomness is a discrete

Gaussian variant, we present a trapdoor sampler solving

Px = t mod q, whose output follows a discrete Gaussian

distribution. When the randomness is from a uniform dis-

tribution over some interval, the output of our trapdoor sam-

pler is from some uniform distribution.

GaussianSampler(P , t,R): taking as input the public

parameter P = [1|h], t ∈ Rq and secret key R = (f ,g), its

output is z ∈ R2
q satisfying Pz = t mod q. The algorithm

proceeds as follows:

(1) Generate y ← DR2,σ ;

(2) Compute c← t− Py mod q;

(3) Compute s← iRecoverFDH.Invert(P ,R, c);

(4) Compute z ← y + s;

(5) Output z with probability min{ 1
M

exp((−2〈z, s〉+ ‖s‖22)/2σ2), 1}2) ;
(6) If nothing was output, restart.

UniformSampler(P , t,R): taking as input the public

parameter P = [1|h], t ∈ Rq and secret key R = (f ,g), its

output is z ∈ R2
q satisfying Pz = t mod q. The algorithm

proceeds as follows:

(1) Generate y ← U(R2
q,τ );

(2) Compute c← t− Py mod q;

(3) Compute s← iRecoverFDH.Invert(P ,R, c);

(4) Compute z ← y + s;

(5) Output z when ‖z‖∞ 6 τ − β;

(6) If nothing was output, restart.

Theorem 1. Let σ > max{ 1√
2π

ηε(Λ⊥(P )), α ·
√

2n
2
‖B̃‖2}, where α is a constant and ε ∈ (0, 2−λ]. Assume

there exists a positive real M such that Pr[M · ρσ,s(x) >

ρσ(x)] > 1 − 2−λ for any prescribed s. Then, the out-

put distribution of GaussianSampler is statistically close to

DΛ⊥
t
(P ),σ .

Theorem 2. Assume ∆((P ,Py), (P , U(Rq))) 6 ǫ1 for

y ← U(R2
q,τ ), where ǫ1 6 2−n log q−λ. Then the output

distribution of UniformSampler is statistically close to uni-

form distribution over Λ⊥
t (P ) ∩R2

q,τ−β .

The proofs of Theorems 1 and 2 are given in Appendixes

A and B.

In Table 1, we compare our trapdoor sampler with other

algorithms in the aspect of quality3) and parallelization.

The output vector of our trapdoor sampler is a bit longer

(a factor of
√
n) than [4], but it enjoys parallel execution

and is conceptually easy to understand. Besides, the in-

crease of each coefficient in the sampler is almost 5–6 bits

under the concrete parameters and it can be applied to some

other distribution such as uniform distribution. Therefore,

it seems beneficial to make a trade-off between the efficiency

and flexibility.

As a direct application, we can present a hash-and-sign

signature with our Gaussian trapdoor sampler under the

GPV framework [4, 9]. Under the concrete parameters, the

public key and signature of our scheme have 2.63 KB and

2.48 KB respectively, while the original signature scheme de-

rived from Lyubashevsky-Wichs (Gaussian) trapdoor sam-

pler needs nearly 100 MB public key and about 47 KB sig-

nature in the plain lattice. Thus, our signature is superior

to Lyubashevsky-Wichs signature in the aspect of efficiency

and it is much more practical.

Conclusion. In this study, we generalize the

Lyubashevsky-Wichs trapdoor sampler for the NTRU lat-

tices and pose two trapdoor samplers, i.e., Gaussian trap-

door sampler and uniform trapdoor sampler. As a direct

application, we can construct an efficient hash-and-sign sig-

nature over NTRU lattices with our Gaussian trapdoor sam-

pler. Compared with Lyubashevsky-Wichs trapdoor sam-

pler, our generalization results in a more practical and com-

pact signatures.
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1) Refer [9] for the details of computing such F and G.

2) M is a constant in the rejection sampling, which is an expected number of repetition.

3) Here we use the Gaussian parameter.
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Supporting information Appendixes A and B. The sup-

porting information is available online at info.scichina.com and

link.springer.com. The supporting materials are published as

submitted, without typesetting or editing. The responsibility

for scientific accuracy and content remains entirely with the au-

thors.
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