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Dear editor,
Searchable encryption [1] is a new search method that not
only protects personal privacy, but also searches over encrypted data. The multi-keyword scheme can search documents with more keywords so that the returned results are
accurate. Wang et al. [2] presented a multi-keyword search
scheme based on the inverted index to improve search efficiency. To obtain complete files from the cloud, Yin et al. [3]
proposed the search scheme with result verification. In this
scheme, the server can verify the correctness of each file in
the results.
In the recent studies, forward and backward securities
have received widespread attention. The forward security is
that the server cannot know whether the newly added file
contains keywords searched before. In the delete process,
the backward security cannot leak the information about
the keyword deleted to the server. Bost et al. [4] proposed
the concept of backward security and constructed the backward security scheme using the range constrained and puncturable pseudorandom functions (PRF). If the data owner
wants to delete keywords in a file, the secret key about the
keywords should be updated by the PRF algorithm. Because
of the PRF algorithm based on the public-key algorithm, the
search efficiency is low. Sun et al. [5] improved search efficiency based on Bost et al.’s scheme with the symmetric
puncturable encryption (SPE). Because the symmetric encryption algorithm is used replacing PRF in this scheme, it
improves search efficiency.
The existing schemes of backward security only support
single-keyword search. To solve the problem, we propose
a novel searchable encryption scheme that supports multikeyword search and result verification while satisfies both
forward and backward security requirements. Our scheme
not only enhances search functioning but also achieves a
higher level of security.
Model and algorithm. The system mainly has four entities: cloud server (CS), third-party audit (TPA), data owner
(DO), and data user (DU). Firstly, the data owner builds

the index according to the keywords W = {w1 , w2 , . . . , wm }
extracted from the file set D = {f1 , f2 , . . . , fn }. Then,
the searchable encryption algorithm is used to generate
the index I and the symmetric encryption algorithm AES
is used to encrypt the file set D to C.
Besides, it
computes the signature sig for each file. Finally, the
encrypted index I = {I1 , I2 , I3 } and ciphertext C =
{C1 , C2 , . . . , Cn } are uploaded to the CS, and the signature
Sig = {sig1 , sig2 , . . . , sign } is sent to the TPA.
(1) Setup. In this algorithm, we choose a security parameter λ. And we also select one-way hash function, H1 ,
H2 , H3 , H4 , H5 : {0, 1}∗ → Zp∗ . Besides, we also select a
bilinear group G of prime order p and the generator is g.
Select random number r ∈ Zp∗ and compute public key g r .
Then, calculate the master secret key MSK for each keyword
in dictionary and initialize the puncturable secret key PSK
to empty. The public/secret key is (pk,sk), where pk = g r ,
sk = r. The k1 , k2 : {0, 1} → {0, 1}λ are the secret key to
encrypt keyword and file, respectively.
(2) Build index. Index Generation(W, SK) → I: When
DO uploads the data to cloud, the index should be generated for all files. The keyword set W = {w1 , w2 , . . . , wm }
is extracted from the file set D = {f1 , f2 , . . . , fn }, where
m and n indicate the number of all keywords and the all
files, respectively. For each keyword wi (1 6 i 6 m), DO
should obtain the file set F = {f1 , f2 , . . . , ft }, which each
file contains the keyword wi , where t indicates the number of file. Then, DO generates the index below. Firstly,
the algorithm calculates the equation, H1 (Enck1 (wi ||j)) and
H2 (Enck1 (wi ||j)) ⊕ Enck1 (wi ||j − 1), where 1 6 j 6 t. In
the process of iteration, it stores I1 [H1 (Enck1 (wi ||j))] =
H2 (Enck1 (wi ||j)) ⊕ (Enck1 (wi ||j − 1)) in the index I1 and
I2 [H3 (Enck1 (wi ||j))] = (Enckt (indj ), t) in the index I2 ,
where indj is the identifier of file fj , kt = ⊕di=1 F (ski , t),
t = F (wi , indj ). In addition, it generates the new data
structure Boolean Data to judge whether the keyword belongs to a file. It calculates tag t = F (Enck1 (wi ), indj ) and
secret key skh = H(skh−1 , h) (0 6 h 6 d), where the sk0
and d from the master secret key mskwi = (sk0 , d). And
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Figure 1

(Color online) (a) Comparison of related schemes; (b) search time VS the number of documents.

with t and skh , it can compute v, v = ⊕dh=0 F (skh , t). It
stores I3 [H4 (v)] = true ⊕ v in the index I3 .
(3) Generate query trapdoor. When the data user (DU)
wants to search for file in the cloud with keywords ∆ =
{w1 , w2 , . . . , wt }, the trapdoor should be computed. First,
DU obtains the access permission from DO. Second, DU
chooses a center keyword w from the ∆, and obtains the
count i of w from DO, in which i is the number of file that
contains the keyword w. DU calculates e′ = Enck1 (w1 ||i),
where assume w1 is the center keyword. Third, DU uses
the symmetric key k1 to encrypt each keyword in ∆, ej =
Enck1 (wj ) (2 6 j 6 t), and gets the master secret key msk
for each search keyword from DO. Next, the algorithm outputs the trapdoor. Finally, DU sends the T∆ to CS.
(4) Search process. When CS receives the trapdoor T∆
from DU, CS will perform the search algorithm. First,
CS uses the e′ to find all address of ciphertext in index I2 , and computes the equation as Enck1 (w1 ||i −
1) = I1 [H1 (Enck1 (w1 ||i))] ⊕ H2 (Enck1 (w1 ||i)), where e′ =
Enck1 (w1 ||i). In the process, CS can get the all address
about keyword w1 in I2 , and utilize the address to get all
ciphertext (e, t) = I2 [H3 (Enck1 (w1 ||j))] (1 6 j 6 i), where
the i is the number of file that contains the keyword w1 .
Then, CS computes the k with t, k = ⊕F li=1 .Eval(pski , t)⊕
⊕dj=l F (skj , t). And CS uses the secret key k to decrypt e
with symmetric encrypt algorithm, ind = Deck (e), and saves
identifier ind in Res in which the file contains the keyword
w1 . Finally, all files are contained in Res, which includes the
search keyword w1 . For each indi (1 6 i 6 kResk) in Res,
CS calculates the tag t and hash value v, t = F (ej , indi )
and v = ⊕ls=1 F.Eval(pskej , t) ⊕ ⊕dm=l F (skejm , t), where
s
e is from the trapdoor T∆ , the puncturable secret key psk
is from the PSK in cloud, and the master secret key msk is
from the trapdoor, 2 6 j 6 t. In the process, the each pair
ind and e can get t to calculate the value v. Then, CS gets
a vable b with v, b = I3 [H4 (v)] ⊕ v. If b is true, it indicates
the file fi containing the keyword wj . Otherwise, or not. In
the process, when a file contains all search keywords in T∆ ,
it will be retained in Res. Finally, CS finds the ciphertext
over the database by the identifier in Res. In the end, CS
sends CT to TPA.
(5) Verification. The result CT will be checked by the
TPA before it is returned to DU. When TPA receives the
CT from CS, it will check the integrality of files in CT. For
each file Ci in CT, CS calculates the equation:
e(sigi , g) = e(H5 (indi ) · g H5 (Ci ) , pk),

where g is the generator, pk is the public key. If the equation
holds, the file Ci is complete and saved in CT. Otherwise,
TPA will discard the file Ci from CT. In the end, TPA sends
the CT to the DU.
(6) Update process. Add Data: DO wants to add the
data into the cloud. First, DO will generate the sub-index
I ′ = {I1′ , I2′ , I3′ } with the algorithm of index generation.
Then, DO uses AES and signature algorithm to compute
C and sig, respectively. Finally, DO sends the index I ′ ,
ciphertext C to CS and signature sig to TPA.
Delete Data: DO wants to delete the data that is (w, indi )
from the file fi , where file fi contains the keyword w. DO
uses the symmetric puncturable encryption (SPE) algorithm
to puncture the secret key of keyword w. First, DO calculates the tag t = F (Enck1 (w), indi ) for the deleted keyword.
Then, DO uses the tag t to calculate the punctured key
psk = F.Punc(sk, t), where the F.Punc is the puncture algorithm and the sk is the secret key of the keyword w from
MSK[w]. Finally, DO sends the psk to CS.
We choose the request for comments as the file set. In
our experiment, we select 9000 files from the file set RFC
with 5000 keywords. Each file extracts the keyword from
90 to 120. The programming language is Java 7 and the
machine is Windows 7 system 64 with an Intel Core i5-4440
CPU (3.10 GHz, 8 GB RAM). In the experiment, we use
the AES algorithm as the CPA secure symmetric encryption algorithm and the SHA-256 as the hash function. The
search time is shown in Figure 1(b). Our scheme has the
fewest time than that of the related scheme. Because our
scheme uses the two-stage index to search documents in the
search process, it reduces the search on documents that cannot contain the search keywords to achieve optimal search
efficiency. The search complexity is O(r), which r is the
number of files containing the search keywords. In Wang et
al.’s scheme, the server searches files on the entire file set.
The search complexity is O(n). In Wu et al.’s scheme [6],
the search based on the tree index improves search efficiency.
The search efficiency is O(logn).
Conclusion. In this study, we proposed a novel forward
and backward secure symmetric search encryption (SSE)
scheme that supports multi-keyword searches and result
verification. Compared to existing schemes, the proposed
scheme is more practical in terms of its application. In
addition, the scheme supports a result verification process,
which can discard useless results and increase the utilization rate of the network. During the search process, the
data user receives files that are complete and precise, which
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enhances the practicability of the scheme. Therefore, the
scheme not only has a powerful search capability, but also a
higher security level. In addition, in the further research, we
will consider blockchain technology and artificial intelligence
technology to support the SSE scheme, which can achieve
optimal search efficiency.
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