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Dear editor,

The GIFT cryptosystem was proposed by Banik et al. [1]
in CHES 2017. It can be widely applied to protect RFID
tags and other low-resource devices. It has an SPN struc-
ture with a fixed 128-bit key size and two flexible variants
of 64-bit and 128-bit block sizes. In simulations, GIFT
achieves good performance and surpasses both SIMON and
SKINNY [1]. In 2013, Fuhr et al. [2] proposed a ciphertext-
only fault analysis (CFA) of AES for three types of faults:
zero-byte fault, zero-nibble fault, and random-byte fault.
Later, Li et al. [3] added new distinguishers (GF, MAP,
and GF-SEI) to the LED cryptosystem with high resis-
tance to fault injections. Moreover, the CFA in the ran-
dom nibble/byte-oriented fault model is more effective and
practical.

In this study, we propose a CFA with eight different dis-
tinguishers to successfully break GIFT in software simula-
tions. Table 1 compares the CFA of AES, LED, and GIFT.
Our contributions are listed as follows:

o GIFT cannot resist against the CFA with six previous
distinguishers (SEI, GF, MAP, HW, ML, and GF-SEI) in
the existing fault models (AND and OR);

e Two new distinguishers, ML-HW and MAP-ML-HW,
are presented to improve the efficiency and reduce fault in-
jections;

e Two novel fault models, double AND and double OR,
are applied to expand the scope of implementations.

Notations. Let X and Y represent the plaintext and the
ciphertext, respectively. Let K denote the secret key. Let
R represent the number of rounds with R € {28,40}. Let
RK; denote the round key in the r-th round with r € [1, R].
Let A,, By, and C, represent the output of the SubCell,
PermBits, and AddRoundKey layers in the r-th round, re-
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spectively. Let SC~! and PB~! denote the inverse opera-
tion of the SubCell and PermBits layers, respectively. Let
N represent the total number of fault injections. Let > and
I1 denote the sum and the multiplication of the elements,
respectively. Let || represent concatenation. Let >> denote
the right rotation. Let f represent the number of elements.
Let A and V denote AND and OR, respectively. Let ~, 7, ~
represent the faulty value, theoretical value, and hypothesis
regarding the elements, respectively.

Step 1: The attackers start inducing
random faults in some rounds of the encryption and then
obtain the corresponding set of faulty ciphertexts from any
set of plaintexts. The corresponding faulty ciphertext is de-
rived when any plaintext is encrypted with the same secret
key.

Main procedure.

Step 2: This step focuses on breaking the round keys.
The first fault can be injected into either Ar_1 or Br_1
in the penultimate round. It leads to a faulty intermediate
state and a corresponding faulty ciphertext as follows:

Br_1 =SC HPB HSC HPB~HY @ RKR))
®RKg-_1)).

The attackers can exploit the statistical analysis of B R—1
to recover eight bits of RKgr and two bits of RKr_1. A
list of possible hypotheses of Br_1 can be calculated on the
candidates of RKr and RKr_1.

Step 3: This step aims at recovering the secret key of
GIFT. The above procedure can be repeated until the se-
cret key is decrypted on the key schedule. The last two or
four round keys are required to break each version of GIFT.
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Table 1 Comparison of fault injections to recover the last round key of AES, LED and GIFT
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Distinguisher AES-128-128 LED-64-128 GIFT-128-128/GIFT-64-128
AND AND AND OR Double AND Double OR
SEI 320 560 360/172 368/204 168/88 168,/100
GF - 480 456/252 408/256 216/108 144/92
MAP - 304 256,/160 264/152 112/52 104/64
HW 288 312 256/144 224/140 96/52 104/64
ML 224 320 232/132 304/148 88/64 112/60
GF-SEI - 424 352/204 344/184 280/136 336,/140
ML-HW - - 200/128 224/128 80/48 96/52
MAP-ML-HW - - 192/108 216/124 72/36 80/56

For GIFT-64-128,

RKRHRKRleRKR,QHRKR,g
= (k7 >> 12||ke¢ >> 8)||(ks >> 12||ka >> 8)
[[(k3 >> 12||k2 >> 8)||(k1 >> 12||ko >> 8).

For GIFT-128-128,

RKR||RKR-1
= (k3 >> 4||ka >> 8||k7 >> 2||ke >> 12)
[[(k1 > 4||ko >> 8||ks >> 2||ka > 12).

Thus, the attackers depend on values of ko, k1, k2, k3, ka,
ks, ke, and k7 to deduce secret key K.

Fault model. We propose two new fault models, double
AND and double OR, in the ciphertext-only fault analysis.
These two fault models can be implemented in hardware
applications by careful glitch injections to the clock line [4].
The above four fault models are described as follows:

AND : B, ;=BL  ;Nex,
OR : BT,L] =B, g Ver,
double AND : Bl | ; =B} | ;AeiAea,
double OR : ;—1,1' = Bﬁ_ g VerVes,

where ¢ denotes the i-th fault injection, j represents the j-th
nibble, Bi—l,j denotes the j-th nibble of the PermBits layer
in the (r-1)-th round, e; and es represent random values of
a nibble, ¢ > 1, r € [1, R], e1 € [0,15] and ez € [0, 15].

Distinguishers.

e Squared Euclidean imbalance (SEI) is an index to mea-
sure the distance from the unknown distribution to the uni-
form distribution [2]:

15 ilB . = 2
SEI(RK,) =Y (u{ v - i 116> .

b=0

When SEI(RKT) is maximal, the corresponding hypothesis
of RK, is correct.

e Goodness of fit (GF) is a measurement of how well the
observed values and the theoretical values match. GF can
test whether a sample meets a known distribution [3].

GF(RR )

ﬁ{ler 1,5 — b} - ﬁ{ler 1,5 — b})2
B Z #{ilBj._, ; = b}

When GF(RKT) has the minimum value, the corresponding
hypothesis of RK; is correct.

e Maximum a posteriori (MAP) probability estimate is a
method that estimates an unknown quantity, as a mode of
the posterior distribution [3].

f(¥[RK,) - g(RK,)

MAP(RK,) = ST
1028 f(W|RKL) - g(RKL)

where ¥ denotes the set of B;71 T

F(¥|RK,) indicates the
condition probability, and g(RKr) represents the prior prob—
ability distribution of RKT7 respectively. When MAP(RKT)
has the maximal value, RKT is the correct round key.

e Hamming weight (HW) calculates the Hamming dis-

tance between a binary string and a string of zero [2].

Z hW(B 1,]'),

where hw(Bf; 1,;) denotes the Hamming weight of BT 1
For the fault models of AND (OR) and double AND (double
OR), the attackers need to compute the minimum (maxi-
mum) of the Hamming weight to distinguish RK,.

e Maximum likelihood (ML) is an estimate of distribu-
tion parameters based on the samples from observations [2].

HW (RK,) =

N
ML(RK,) = H p(By_1,; = Br_1;);
n=1
where p represents the theoretical probability. If ML(RKT)
is maximized, the round key is correct.
e Goodness of fit-square Euclidean imbalance (GF-SEI)
is a double distinguisher that combines the advantages of a
GF distinguisher and an SEI distinguisher [3].

{RK,|GF(RK,) < x2},

where Xi represents the threshold in the upper percentile
table of the chi-square distribution with precision a. Only
the correct RK, can satisfy the GF distinguisher, which is
not more than x2 and maximizes the value of SEL

e Maximum likelihood-hamming weight (ML-HW) is our
proposed double distinguisher that connects an ML distin-
guisher and an HW distinguisher. The correct round key
satisfies both the maximum likelihood and the minimum
(maximum) Hamming weight.

{RK[ML(RK,) > 0},

where 6 denotes the probability that satisfies a certain stan-
dard. For a series of fault models of AND (OR) and double
AND (double OR), the attackers need to compute the min-
imum (maximum) of the Hamming weight to distinguish
RKT, respectively.
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e Maximum a posteriori-maximum likelihood-hamming
weight (MAP-ML-HW) is our proposed triple distinguisher
to achieve effective results of attacks in all four fault mod-
els. The attackers can use the MAP distinguisher to filter
out the round key candidates that do not conform to the
MAP distribution. They calculate the likelihood values of
the remaining round key candidates. The correct round key
corresponds to the minimum (maximum) of the Hamming
weight. Specifically,

{RK,|MAP(RK,) > ¢ and ML(RK,) > 6},

where € denotes the mean of posterior probability, and 6 in-
dicates the probability that satisfies a certain standard. For
the fault models of AND (OR) and double AND (double
OR), the attackers need to compute the minimum (maxi-
mum) of HW to distinguish RK, as the correct round key,
respectively.

Conclusion. This study proposes to implement a CFA
analysis for GIFT with eight distinguishers for four fault
models (AND, OR, double AND, and double OR). In our
analysis, only 36 and 72 fault injections are required to
break GIFT-64-128 and GIFT-128-128 in the best case. This
shows that the CFA is a strong threat to the GIFT cryp-
tosystem.
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