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Appendix A Differential Properties of Matrix M

For QARMA-128, denote the column-wise input difference of matrix M as AIn = (AIn[0], AIn[1], AIn[2], AIn[3]), and
the output difference as AOut = (AOwut[0], AOut[1], AOut[2], AOut[3]).

Proposition 1. If the input difference satisfies the conditions: 1) AIn[0] = 0; 2) AIn[l] = pAIn[2]; 3) AlIn[l] = p*Aln[3],
the output difference can be represented as (p3AIn[1],0,0,0). Le., if AIn = (0,a, a > 1, a > 4), then the output difference
AOut = (a « 3,0,0,0), where « is an arbitrary 8-bit value.

Proof.  Because AOut = Mj2g - Aln,

AOut|0] 0 p' p* p° AIn[0] pAIn[1] + p*AIn[2] 4+ p® Aln[3]
AOut[1] p° 0 p' p* AIn[1] [ | pPAIn[0] + pAIn[2] + p* AlIn3]
Aout2] | | p* 05 0 ot | | AIn2] | | p*AIN[0] + pPAIN[1] + pAIn[3]
AOut[3] ot p* P50 AIn[3] pAIn[0] + p*Aln[1] + p? AIn[2]

Since AIn[0] = 0,AIn[1] = pAIn[2], AIn[l] = p*AIn[3], the above equations lead to the following results directly.

AOut[0] = p2Aln[l]
AOut[1], AOut[2], AOut[3] = 0.

In a similar way, we can obtain the following properties.

Proposition 2. For any arbitrary 8-bit value «, if AIn = (o >> 4,0, a, >> 1), then the output difference AOut =
(0, « 3,0,0).

Proposition 3. For any arbitrary 8-bit value a, if AIn = (a >> 1,a >> 4,0, a), then the output difference AOut =
(0,0, < 3,0).

Proposition 4. For any arbitrary 8-bit value a, if AIn = (o, >> 1, >> 4,0), then the output difference AOut =
(0,0,0, 0 <« 3).

Appendix B Distinguisher Family No.2
As depicted in Fig. B1, the related-tweakey impossible differential characteristic

(e1(a>> 1)(B>> 1)(y >> 1), 0200, B(y > 4)eza, v(B>> 4)(a >> 4)eq) - (0000, 0000, 5000, 0000)

exists, if the following conditions are satisfied:
1) AT7[10] is the only active cell of ATy,
2) AWji3[8] is the only active cell of AWj3, and the equation AW;3[8] = AT}2[8] =4 is satisfied,
where ¢ is an arbitrary non-zero value, a, 3, v and ;( for 1 < ¢ < 4) could be zero or non-zero freely.
Two special cases are explained below, which are adopted in key recovery attack for QARMA-128.
Case 1. For QARMA-128, if the conditions (1,2) are satisfied, the related-tweakey impossible differential characteristic

(000, 0300, 000, 0000) - (0000, 0000, 6000, 0000)
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Figure B1 Distinguisher Family No.2. Black cells are active while the white ones are inactive, dark and light gray cells
could be active or inactive.

exists, where «, 3, v, o and § are non-zero values.
Case 2. For QARMA-128, if the conditions (1,2) are satisfied, the related-tweakey impossible differential characteristic

(e1(a>> 1)(B>> 1)(y >> 1), 0200, B(y > 4)eza, v(B>> 4)(a 3> 4)eq) - (0000, 0000, 5000, 0000)

exists, where a, 3, 7, ¢ and &;( for 1 < ¢ < 4) are non-zero values.

Appendix C Attack on 10-Round QARMA-128

In this section, we proceed an attack on QARMA-128 taking the outer whitening keys into consideration. Based on two
parallel 6-round distinguishers which are proposed in Section Appendix B, we can mount the key recovery attack on 10-
round QARMA-128 by adding one round before the distinguisher and three rounds after it. Note that this variant is not
symmetric since there are two rounds before Pseudo-Reflector and eight rounds after.

For convenience, we guess equivalent keys in our 10-round key recovery attacks. Let eko = M (7(ko)), sko = ko ® wo and
sk1 = ko ® w1, then ekq, sko and sky will be used instead of ko, wq.

Attack Based on Distinguisher Family No.1 (Case 1)

As shown in Figure C1, we derive a related-tweakey impossible differential attack based on Distinguisher Family No.1 (Case
1) of QARMA-128. The attack is illustrated in the following part.

Offline Phase.

1. Choose two tweaks(T,T") that satisfy Ts @ T} = (000%,0000,0000,0000), where * is an arbitrary non-zero difference.

2. Under the chosen (T, T”), construct 2™ structures. Inside each structure, the plaintext pairs satisfy the condition
P @ P’ = (00 * ATg[3],000%, %000, 0 * 00),

where * traverses all possible non-zero values. Since each structure contains 232 x (232 — 1) pairs, we get 27164 pairs
in total. In order to match the end of distinguisher, only the pairs that satisfy the conditions AC|0,1,3,9,12] =0
and AC[2] = AT}5[2] are saved, and there are about 27164 x 278X6 — 9n+16 pajrg eft,.

Online Phase.

1. Starting at the ciphertext pairs, i.e., Round 15, we proceed the following steps.
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Figure C1 Key Recovery Attacks on 10-Round QARMA-128 with Distinguisher Family No.1 (Case 1). Cells with color
are active while the others are inactive.

(a)

(b)

Guess sk [6], decrypt and get V15[6], V{5[6]. In order to guarantee AX14[6] = 0, pairs that satisfy the condition
AT14[6] = AV15[6] remain, and 27H16 x 278 = 2n+8 pairs are left.

Guess ski[5,10], decrypt and get Y14[4,8], Y{,[4,8]. According to Property 1 in Section Appendix A, there
must be pAY14[8] = AY14[4] to make sure that AZ14[0] is the only active cell in the first column of AZ14, so
that 2718 x 278 = 27 pairs are left.

Guess sk1[15], decrypt and get Y14[12], Y{,[12]. As step (1b), there should be AY14[4] = p*AY14[12], and
2" x 278 = 278 pairs are left.

Similarly, guess ski[4,11], decrypt and get Yi4[1,13], Y{,[1,13]. Detect pairs that satisfy the condition
AY14[13] = p3AY14[1], and 2778 x 278 = 27716 pairs are left.

Guess sk1[14], decrypt and get Y14[9], Y{,[9]. Pairs that satisfy p?AY14[1] = AY74[9] are saved, and 27716 x
278 = 2724 pairs are left.

Guess sk1(7,8], decrypt and get Y14[7,11], Y{,[7,11]. Keep pairs that satisfy AY14[7] = p3AYi4[11], and
2n—24 » 2=8 — 9732 pairs are left.

Guess sk1[13], decrypt and get Y14[3], Y,[3]. Save pairs that satisfy the condition p*AY14[11] = AY14[3], and

27=32 5 2—8 — 91n—40 pairs are left.

2. After step 1, the value of Y14[1,3,4,7,8,9,11,12,13] and Y/,[1,3,4,7,8,9,11,12,13] are obtained, and the left ci-
phertext pairs ensure only the cells with indexes 0, 5, 15 are active in AZ14. Moreover, according to the definition
of matrix M and the relation

AZ14[0] 0 p' p* P7\ [ AY14[0]
AZula] | | A5 0 pt pt | | AY1a[4]
AZufs] | ot 0% 0 p! AY14[8]
AZ14[12] ot pt p® 0 AY14[12]

the value of Z14[0] = pY14[4]+ p*Y14[8] +p®Y14[12], which is irrelevant to Y14[0], thus Z14[0], Z},[0] can be computed.
Similarly, the value of Z14[5,15] and Z1,[5, 15] are deduced.

3. The value of the active cells in Z14 and Z{, have been recovered and the following steps are performed.

Guess eko[0], decrypt and get Y13[0], Y{5[0].

Guess eko[5], decrypt and get Y13[8], Y{5[8]. Choose pairs that satisfy pAY13[0] = AY13(8], and 2740 x 278 =

2748 pairs are left.

Guess ekg[15], decrypt and get Y13[12], Y/4[12]. Choose pairs that satisfy p>AY13[0] = AYis[12], and
2n—48 5 2—8 — 9n=56 pairs are left.
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Table C1 Time Complexity in Section Appendix C

Step Time Complexity( Evaluated by encryption units)

offline 2 In data preparation, we need 2" x (232 + 232) MA,
about 2" x (232 +2%2) x & x L 10-round encryptions
la 2 x 2nt16 28Xl X 15 X 1

1(b-c) 2 x (2718 x 28%3 E + 2" x 28X4 X 15) X 1
online 1(d-e) 2 x (2778 x 28%6 5 2 4 gn16 5 98XT 5 L) %

1(f-g) 2 x (20724 x 28X9 x 2 4 gn=32 y 98x10 5 Ly L
online 3(a-c) 2 x (2n710 x 28x1 4 2"—40 x 28x12 4 gn—d8 » 98x13) 5 L x L

SUM 212094 10-round encryptions

4. As Y13[0,8,12], Y/5[0,8,12] are known in step 3, we obtain Z13[4] and Z{;[4], which is the only active cell in AZ;3
according to Property 2.

5. Guess eko[4], decrypt and get Vi3[4], V{5[4]. If AVi3[4] = AT12[4] is satisfied, we get the tail of the distinguisher.
After this step, about 27756 x 278 = 27=64 pairs remain. Keys that suggest this distinguisher would be discarded.
Repeat step 1 to step 5 until all wrong ski[4,5,6,7,8,10,11,13,14,15] || eko[0, 4,5, 15] are discarded, and only one
subkey remains, which is the right one.

Let n = 70.40, for 112-bit subkeys sk1[4,5,6,7,8, 10, 11,13, 14, 15] || eko|0, 4, 5, 15], about 2112 x (1 —2-89)2" "' — ¢ 001
wrong subkeys are left. The data complexity of is 270-40 x (232 4 232) = 2103.40 fpjaintext,ciphertext,tweak} triples. We
need to store pairs obtained after the offline phase, so the memory required is 287-40 128-bit. The time consumed for each
step is illustrated in Table C1, and the total time complexity is about 2120-94 10-round encryption units.

Attack Based on Distinguisher Family No.2 (Case 1)

Based on Distinguisher Family No.2 (Case 1) of QARMA-128, we can perform a related-tweakey impossible differential
attack in a similar way as described in Section Appendix C. Since sk1[4,5,6,7,8,10,11,13,14,15] and eko[0, 4, 5,15] are
recovered in Section Appendix C, we only need to guess sk1(2, 3,9, 12]||eko|[7, 8, 10] and the details of the attack are omitted.
The data complexity is 26930 x (232 4 232) = 2102:50 tyiples, while 29546 encryptions are required. Memory complexity is
294:5 128 bit.

Recovery of the Master Key

Combine 112-bit subkeys sk1[4, 5,6,7,8,10, 11,13, 14, 15]||eko[0, 4, 5, 15] obtained in Section Appendix C with 56-bit subkeys
sk1[2,3,9,12]||eko[7, 8, 10] obtained in Section Appendix C, we get 168 bits subkeys in total, they are sk1(2,3,4,5,6,7,8,9, 10,
11,12,13, 14,15]||eko[0, 4, 5,7, 8,10, 15]. Then search the master key exhaustively. The time complexity is 288 10-round en-
cryptions, the data complexity is o(1) and the memory complexity can be ignored.

Total Complexity. The data complexity of the whole attack is 2103:40 4.2102.50 — 2104.02 tip]es while the time complexity
is 2120.94 4 995.46 4 988 — 9120.94 1(0_round encryption, and the memory complexity is 287-40 4 294.50 — 994.50 198 pjt,

Appendix D Attack on 11-Round QARMA-128

We tried to mount a key recovery attack on 11-round QARMA-128 including the outer whitening keys but the product of
time and data is greater than 2256, thus, we proceed an attack on 1l-round variant without the outer whitening keys. In
order to reduce the time complexity of memory access(Offline Phase), we derived our attack in a chosen ciphertext-tweak
scenario. Based on Distinguisher Family No.1 (Case 2), a 11-round key recovery attack is derived.

Attack Based on Distinguisher Family No.1 (Case 2)

As shown in the Figure D1, an attack on 11-round QARMA-128 is obtained by appending two rounds on the top of Dis-
tinguishers No.1 (Case 2) and three rounds on the bottom.

Offline Phase.

1. Choose a tweak T randomly and find 28 — 1 T’ to construct 28 — 1 (T, T") pairs, for each (T,T’), the internal state
satisfy the condition
ATi5 = Tis ® Tl = (00 % 0,0000, 0000, 0000).
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Figure D1 Key Recovery Attacks on 11-Round QARMA-128 with Distinguisher Family No.1 (Case 2). Cells with colors
are active while the others are inactive.

where * is an arbitrary value.
2. For each (T,T"), construct 2™ structures. Inside each structure the ciphertext pairs satisfy the condition
1) AC = (00AT15[2]0, %0 * *, x00x, 0 * *0),
2) C[2] = a, then C'[2] = C[2] @ ATi5[2] = a ® ATi5[2]

where * traverses all possible non-zero values, and « is a constant. Since each structure contains 256 x (256 — 1) pairs,
we obtain 27 x (28 —1) x 256 x (256 — 1) = 271120 pajrs in total. To construct these pairs, ((28 —1) x 28%7 4-28X7) x 27
{plaintext,ciphertext,tweak} triples are required. Choose pairs that satisfy the condition AP[0,5,10] = 0, there are
about 271120 x 9=3x8 — 9n+96 pairg eft.

Online Phase.
1. Starting at the ciphertext pairs, the following steps are performed.
(a) Guess ko[7], decrypt and get Y14[7], Y{,[7].

(b) Guess ko[8], decrypt and get Y14[11], Y{,[11]. Save pairs that satisfy the condition AY14[7] = p3AY14[11], and
27 +96 5 2—8 — 9n+88 pairs are left.

(c) Guess ko[13], decrypt and get Yi4[3], Y{,[3]. Save pairs that satisfy the condition AY14[3] = p*AY714[11], and
2n+88 5 2—8 — 91480 pairs are left.

(d) Since the value of Y13[3,7,11] and Y{5[3, 7, 11] are achieved in step(la-1c), we get Z14[15], Z{,[15], which is the
only active cell in AZ14[3,7,11,15] according to Property 4. Then we get the value of W14[15] and W7 ,[15], save
pairs that satisfy the condition AW14[15] = p3 AT13[0], about 2780 x 278 = 27472 pairs are left after this step.

2. ko[7,8,13] have been guessed in stepl, encrypt round 5 partially and get Ys[3,7,11], Y{[3,7,11], pairs that satisfy
the condition pAYs[3] + p*AYs[7] + p® AYs[11] = 0 remain, about 27172 x 278 = 27164 pairg are left.

3. Starting at the ciphertext pairs, we proceed the following steps.
(a) Guess ko[4], decrypt and get Y14[13], Y{,[13].

(b) Guess ko[11], decrypt and get Yi4[1], Y{,[1]. Save pairs that satisfy the condition AY14[13] = p>AY14[1], and
2nt64 5 9—8 — 9n+56 pairs are left.

(c) Guess ko[14], decrypt and get Y14[9], Y/,[9]. Save pairs that satisfy the condition p?AY14[1] = AY14[9], and
2756 5 9—8 — 9n+48 1airs are left.
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(d) As the value of Y14[1,9,13] and Y/,[1,9, 13] are achieved in step(3a-3c), we get Z14[5] and Z1,[5], which is the
only active cell in AZ14[1,5,9,13] by Property 2. Then W14[5] and W7j,[5] can be inferred. Choose pairs that
satisfy the condition AW14[5] = p* AT13[0], which is about 27148 x 278 = 2n+40 pairs are left after this step.

4. Guess ko[6], decrypt and get Wi5[6], W{;[6]. Pairs that satisfy the condition AW15[6] = AT14[6] are saved, there
are about 27140 x 28 = 97132 pairg left.

5. Starting at the plaintext pairs, i.e., the Round 5, we proceed the following steps.
(a) ko[4,11,14] have been guessed in step 3, encrypt and get Ys[1,9,13], Y{[1,9, 13], then Wg[5] and W{[5] can be
deduced.
(b) Guess ko[l], encrypt and get Y5[5], Y{[5], so Y5[1,5,9,13] and Y{[1,5,9,13] are achieved, encrypt and get
Wﬁ[lv 9]7 Wé[lr 9]
(c) Guess ko[2], encrypt and get Yg[15], Y{[15].

(d) AsYs[3,7,11,15] and Y{[3, 7,11, 15] are achieved in step(2,5¢), encrypt and get W (3, 11], W{[3, 11]. Pairs that
satisfy the conditions p3 AWs[1] = AWs[11] and AW;s[3] = pAWs[9] remain, there are about 27132 x 278%2 =
27+16 pairs are left.

6. As step 5, starting at the Round 5, the following steps are performed.
(a) kol6] has been guessed, encrypt and get Y5[2], Y{[2].
(b) Guess kq[3], encrypt and get Y5[10], Y{[10].
(c) Guess ko[12], encrypt and get Y5[6], Y{[6]. Since Yg[2,10] and Y{[2,10] are obtained in step(6a,6b), pairs that
satisfy pAYg[2] + pA AYs[6] + p? AY5[10] = 0 remain, there are about 27716 x 278 = 2n+8 pairg left.
(d) Guess kol9], encrypt and get Yg[14], Y{[14]. Since Y5[2,6,10] and Y{[2,6,10] are obtained in step(6a-6c),
we get the value of Wg[6] and W{[6]. Pairs that satisfy the condition AWs[3] = p*AWs[6] remain, about
27 +8 % 278 — 27 pairs are left.
(e) Since Y5[2,6,10,14] and Y{[2,6,10, 14] are obtained, we get the value of Ws[10] and W{[10]. Pairs that satisfy
the condition p? AWs[5] = AWg[10] are saved, about 2™ x 278 = 27~8 pairs are left.
7. As step 5, starting at the Round 5, the following steps are performed.
(a) Guess ko[5], encrypt and getYs[8], Y{[8].
(b) Guess ko[10], encrypt and get Ys[4], Y{[4].
(c) Guess ko[15], encrypt and get Yg[12], Y{[12], then we get Wg[0], W{[0]. Pairs that satisfy the condition
AWs[0] = p* AWs[5] remain, there are about 28 x 278 = 2716 pairs left.
(d) Guess ko[0], encrypt and get Y[0], Y¢[0]. Pairs that satisfy the condition p*AWg[1] = AWg[4] remain, there
are about 27716 x 278 = 9n—24 pairg left.
8. kol0,5,15] have been guessed, the value of Wi4[5,15] and W7,[5,15] are obtained in step(3d,1d). Decrypt round
18 partially and get Y13[0,8,12], Y{5[0,8,12], then Z13[4] and Z{5[4] can be inferred and AZ;3[4] is the only active
cell in AZy3 according to Property 2, we get Wi3[4], W{;[4] after SubCells operation. Choose pairs that satisfy the

condition AW13[4] = ATi2[4], there are about 27724 x 278 = 27732 pairs are left. We obtain the tail of Distinguisher
Family No.1 (Case 2). Since AWs[12, 14, 15] are inactive, combined with the equations

P AWs[1] = AWs[4](step 7d), p3AWs[1] = AWs[11](step 5d),
AWg[3] = p* AWs][6](step 6d), AWg[3] = pAWs[9](step 5d),
AWg[0] = p* AWs[5](step Tc), p3AWs[5] = AWs[10](step 6e),

we obtain the header of Distinguisher Family No.1 (Case 2). Keys that suggest this distinguisher will be discarded.
Repeat step 1 to step 8 until all wrong ko are discarded.

Let n = 38.54, for the 128-bit kg, about 2128 x (1 — 2_128)2n+96 = 0.013 wrong subkeys are left. The data complexity

is 288:54 % (264 4 256) — 2102.54 [h]aintext,ciphertext,tweak} triples, and the memory complexity is 2797 128-bit. Time
consumed for each step is illustrated in D1, the total time complexity of this part is 2145-98 11-round encryptions.

Recovery of Master Key

We obtain the 128-bit kg after discarding the wrong subkeys in Section Appendix D. Then we search the the 128-bit wo
exhaustively, 2128 11-round encryptions are needed while the data complexity is o(1).

Total Complexity. The attack requires 2102:54 {plaintext, ciphertext, tweak} triples and 214%-98 4 2128 — 2145.98 11_round
encryptions. The memory complexity is 213%-54 128-bit.
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Table D1 Time Complexity in Section Appendix D

Step Time Complexity( Evaluated by encryption units)

offline 2 In data preparation, we need 2" x (264 + 256) MA,
about 2" x (264 4 250) x & x & 11-round encryptions

1(3_0) 2 x (2n+96 % 28><1 4 2n+96 X 28><2 + 2n+88 % 28><3) X % % %

1d,2 2 x 280 5 98X3 5 L b 2 % 2772 5 28X 5 B
online | 3(a-c) 2 x (2nF64 x 98x4 4 gn¥6d 5 98X5 4 gn¥B6 5 98x6) x L x L

3d,4 2 x 28 5 98X6 5 L b 2 % 2n A0 5 28XT e Lo
online |  5a 2 x B2 5 P8XT i B 2

5(b-¢) 2 % (27732 5 98X8 5 4 4 B2 5 98X9 4 B 5 989 5 9) x L ox L
online | 6(a-d) | 2 x (2716 x 28%9 4 216 5 98x10 4 gn+16 ¢ 98xIL 4 gnt8 o 98x12) o Lo x L

6e 2x 2 x 28%12 5 Lo L

7(&-C) 2 % (27178 X 28><13 _|_2n78 X 28><14 + 2n78 % 28><15) % % % 1712
online | 7d,8 2 % 276 5 28X16 5 s B9 g 5 9816 5 B

SUM 3 % (27107 5 4 4 2nH99 5 13) = 214598 11.round encryptions
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