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Dear editor,

Masking is generally utilized to construct the first-order pro-

tection for cryptographic algorithms, but such protected de-

signs are still susceptible to higher-order power analysis at-

tacks. Second-order differential power analysis (DPA) [1–4]

can break first-order masking countermeasures by combin-

ing the leakages of the two secret shares into a signal that

is correlated with the target intermediate variable. The ef-

ficiency of the second-order DPA greatly depends on the

combining function it employs and the leakage model it con-

structs, but the combining function is just an approximate

representation of the leakage. Collision attack [5–7] is an-

other extensively applied method for achieving an attack on

masked implementations. Clavier et al. [5] utilized the re-

use of masks to show the relationship among masked data

in various substitution boxes (s-boxes) to perform the colli-

sion. Scalable collision attack [7] is a fault-tolerant collision

attack that can keep more useful key-related information

to increase the success rate. This study presents a correla-

tion leakage model which is a precise characterization of the

leakage in first-order masked implementations. It uses the

correlation coefficient between the power consumptions of

the two intermediate variables to describe the power leak-

age. Based on this leakage model, we further propose a

novel second-order attack method, which is called correla-

tion leakage analysis (CLA). No matter how large the noise

is, the optimal correlation coefficient in CLA is always equal

to 1.

Correlation leakage model. The proposed correlation

leakage model illustrates the leakage of power consumptions

of two intermediate variables, Z1 and Z2, that are processed

during algorithm executions.

Definition 1 (Correlation leakage). Assume that L(Z1)

and L(Z2) denote the power consumptions of intermediate

variables Z1 and Z2, respectively. The correlation leakage is

defined by ρ(L(Z1), L(Z2)), i.e., the correlation coefficient

between L(Z1) and L(Z2).

When targeting a masked implementation, we let Z1 de-

note the sensitive variable Z ⊕M processed at time t1 and

Z2 denote the corresponding mask, M , processed at time t2.

Then the leakage model can be defined by Assumption 1 ac-

cording to [4], where Z and M are assumed to be mutually

independent and uniformly distributed over F
n
2 .

Assumption 1 (Leakage model). The leakages L(Z1) and

L(Z2) satisfy

{

L(Z1) = δ1 +HW(Z ⊕M) +B1,

L(Z2) = δ2 +HW(M) + B2,
(1)

where HW(·) denotes the Hamming weight function, and δ1,

δ2, Z, M , B1, and B2 have the same definitions, as in [4].

Proposition 1. Let L(Z1) and L(Z2) satisfy (1), Then,

for every z ∈ Z, we have the following equation:

ρ(L(Z1), L(Z2)|Z = z) =
n− 2HW(z)

n+ 4σ2
, (2)

where Z = Z1 ⊕ Z2, Z is uniformly distributed over F
n
2 ,

and σ denotes the standard deviation of the Gaussian noise

centered at zero.

The proof of Proposition 1 is given in Appendix A.

Moreover, Proposition 1 indicates that there is a precise

mathematical relationship between the Hamming weight of

the sensitive intermediate variable Z1 ⊕ Z2 and the corre-

lation coefficient ρ(L(Z1), L(Z2)). Additionally, this strong

linear correlation makes ρ(L(Z1), L(Z2)) a better represen-

tation of the device leakage.

Based on the above analysis, the correlation leakage

model is given as follows.

Definition 2 (Correlation leakage model). Correlation

leakage model, CL(·), is defined as

CL(Z) =
n− 2HW(Z)

n+ 4σ2
, (3)

where Z is uniformly distributed over Fn
2 , and σ denotes the

standard deviation of the Gaussian noise centered at zero.

Besides, when the noise is close to zero, we can obtain

the following idealized model:

CLσ=0(Z) =
n− 2HW(Z)

n
. (4)
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Figure 1 (a) (b) The simulated results of CLA over the number of traces based on the Gaussian noise with different standard

deviations; (c) practical results of CLA using 5000 traces. The correct and incorrect key hypotheses are plotted in red and blue,

respectively.

Remarkably, although the correlation leakage model is de-

fined based on the Hamming weight model, it is still true

for Hamming distance model since assumption 1 also holds

under Hamming distance model according to [4].

Correlation leakage analysis. Based on the good prop-

erties of the correlation leakage model, we further propose

CLA, whose general attack strategy can be stated as follows.

Step 1: Choosing two intermediate variables of the exe-

cuted algorithm. The first step of the CLA is to choose two

intermediate variables, which are denoted by z⊕m and m, of

the cryptographic algorithm that is executed by the attacked

device, based on Assumption 1. Every time the encryption

executes, these two intermediate variables randomly differ,

while their XOR result is only related to a small part of the

plaintext and a small part of the key, which are denoted by

d and k, respectively. We refer to this XOR result, z, as a

function f(d, k).

Step 2: Calculating correlation curves. We randomly se-

lect D plaintexts and refer to the target data blocks that

are involved in calculating the intermediate results as a vec-

tor d = (d1, d2, . . . , dD)′, where di denotes the target data

block of the i-th plaintext. For each di, we encrypt it N

times and obtain two power trace matrices of size N × L,

written as T i and T
∗

i , which respectively correspond to the

processing of the two intermediate variables chosen in step

1, where L denotes the length of the power trace corre-

sponding to each intermediate variable. For each column

of the matrix, T i and each column of the matrix, T∗

i , de-

noted by τa, a ∈ [1, L] and τ
∗

b
, b ∈ [1, L], their correlation

coefficients are calculated resulting in a correlation vector

v
′

i = (vi,1, vi,2, . . . , vi,L2 ), where vi,(a−1)∗L+b denotes the

correlation coefficient between τa and τ
∗

b
. One data block

results in one correlation vector, and hence, a correlation

matrix, V , of size D × L2 is generated for d .

Step 3: Calculating the hypothetical intermediate val-

ues. All possible choices of k can be written as vector

k = (k1, k2, . . . , kK), where K denotes the total number

of all the possible choices for k. Given data vector, d , and

the key hypotheses, k , the corresponding hypothetical in-

termediate values, f(d, k), can be easily calculated for all D

data blocks and for all K key hypotheses. Besides, a matrix

U of size D × K is obtained, where ui,j = f(di, kj), i ∈

[1,D], j ∈ [1,K].

Step 4: Mapping matrix U to hypothetical correlation

matrix R. Based on the correspondence in (4), matrix U

is mapped to hypothetical correlation matrix R under the

Hamming weight model.

Step 5: Comparing hypothetical correlation with real cor-

relation. We calculate the correlation coefficients between

each column ra of matrix R and each column vb of matrix

V , and a matrix C of size K × L2 is obtained, whose ele-

ment ca,b is the correlation coefficient between ra, a ∈ [1, K]

and vb, b ∈ [1, L2]. The line index, ck, corresponding to the

highest correlation coefficient shows the maximum possible

correct key.

Experiments and results. An advanced encryption stan-

dard with 128-bit key (AES-128) is taken as an example to

show how the CLA attack works on masked linear layers.

For most of the masked implementations of block ciphers,

the on-the-fly computation of mask compensation for linear

layers is generally adopted since there is insufficient memory

to store all the precomputed random masks. Without loss

of generality, we select the first operation of MixColumns

2 · (Sbox(pi,a ⊕ ka)⊕m
′

) and its corresponding mask com-

pensation 2 ·m
′

as the attack points. Then we have

f(di, k) = 2 · (Sbox(pi,a ⊕ ka)⊕m
′

)⊕ (2 ·m
′

)

= 2 · ((Sbox(pi,a ⊕ ka)⊕m
′

)⊕m
′

)

= 2 · Sbox(pi,a ⊕ ka), (5)

where pi,a denotes the a-th byte of the i-th plaintext, and

ka denotes the a-th byte of the key.

Additionally, in the conducted simulated experiments,

traces are generated by the Hamming weight of the interme-

diate variable involved in the computation plus a centered

Gaussian noise with standard deviation, σ. Meanwhile, the

attack results are shown in Figure 1(a) and (b). In the

case that σ = 3, 120 plaintexts were randomly selected, and

the right key hypothesis can be distinguished from wrong

guesses after about 50 encryption operations for each plain-

text, as depicted in Figure 1(a), while 120 encryptions for

300 plaintexts were required when σ = 5, as demonstrated

in Figure 1(b).

In the conducted practical experiments, an 8-bit micro-

controller STC89C52 was used as the hardware platform to

perform the CLA attack in a realistic environment. We mea-

sured the power consumption of the first encryption round

and identified the two target segments with a visual inspec-

tion. These two segments correspond to the intervals that

likely contain the operations of the masked data and mask

compensation. In our conducted experiments, 100 plain-

texts were randomly selected, and 50 encryptions for each

plaintext were executed. The corresponding attack result is

shown in Figure 1(c); we observe that there are more than

one high correlation peaks since all samples that are related

to the processing of the two attacked intermediate variables

are strongly correlated.

Conclusion. In this study, a novel power leakage model

called correlation leakage model was presented, which uti-

lizes the correlation coefficient between the leakages of inter-
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mediate variables to represent the power leakage. By em-

ploying mathematical reasoning, the exact formula of this

model was given, in which the relationship between the

correlation leakage and the sensitive intermediate variable

was clearly observed. Based on this leakage model, we pro-

posed a new type of second-order attack, CLA. This CLA

can break the first-order masked implementations of cryp-

tographic algorithms; it is applicable to all the cases that

can be attacked by second-order analysis. Both the sim-

ulated and practical experiments verified the effectiveness

and good performance of the CLA attacks.
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