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Table 1

Dear editor,
Lie groups have important applications in many branches
of physics and mathematics, such as mathematical analysis, differential geometry, topology and quantum mechanics [1, 2]. As the important measure of algebraic properties
of Lie groups, Lie algebras play an indispensable role while
studying Lie groups.
In Lie theory, matrix Lie groups are more prominent and
have classical matrix forms with their Lie algebras. Generally speaking, exponential mapping is the usual power series
of Lie algebras, and the image set is contained within Lie
groups. Besides, exponential mapping has intimate relationship with solving root problem of high degree univariate polynomial equations. However, exponential mapping
is not suitable for cryptographic applications directly due
to polynomial algorithms for solving high degree univariate
polynomial equations [3]. Therefore, we attempt to probe
cryptographic applications by combining exponential mapping with new intractable assumptions.
Our contribution. We put forward a series of intractable
assumptions based on exponential mapping in finite groups
of Lie type, including the non-abelian factorizing assumption and non-abelian inserting assumption. Moreover, in
analogy with the construction of FullIdent in [4], we propose a new public key encryption scheme by employing the
FO technique [5].
Definitions. For clarity, we first introduce the notations
used in this article as shown in Table 1.
Definition 1 (Matrix exponential [2]). Let X ∈ Mn (C) be
an n × n complex matrix. Then the exponential of matrix X
P
Xm
is defined as the usual power series expX = ∞
m=0 m! . In
Pℓ−1 X m
X
the case when X is a nilpotent matrix, exp = m=0 m! ,
where ℓ is the nilpotent index of X.
When X ∈ Mn (p) is a nilpotent matrix with nilpotent
P
Xm
index ℓ, expX = ℓ−1
m=0 m! is also well defined. Besides,

Item

Description

R

Set of real numbers

Notations

C

Set of complex numbers

Mn (C)

Set of n × n complex matrices

GLn (C)

Set of all invertible n × n matrices with complex entries

Fp

The finite field based on a large prime number p

Mn (p)

Set of n × n matrices with entries in Fp

GLn (p)

Set of all invertible n × n matrices with entries in Fp

exp

Matrix exponential

hXi

The finite group generated by a matrix X

CG (hXi)

The centralizer of hXi in G, where G = GLn (p)

Mn (p) with the multiplication operation constitutes a finite
semigroup.
Proposition 1 ([2]).
Let X and Y be arbitrary n × n
matrices. Then, we have
1. exp0 = In ;
2. expX is invertible and (expX )−1 = exp−X ;
3. exp(α+β)X = expαX · expβX for all α and β in C;
4.
If XY =Y X, then expX+Y = expX · expY =
expY · expX .
Item 2 presents that for an arbitrary matrix X, expX is
an invertible matrix and belongs to GLn (C). Item 4 implies
the commutativity of expX and expY depends on X and Y ,
respectively. Furthermore, for the case in finite groups of
Lie type, when X, Y ∈ Mn (p) are two nilpotent matrices,
items 1, 3, 4 also hold. Meanwhile, it is clear that α and β
should belong to Fp .
P
(tX)m
Remark 1. In Lie theory, exptX = ∞
is the
m=0
m!
exponential mapping from a Lie algebra X to its Lie group,
where t ∈ R. For a given X, exptX ∈ GLn (C) is an injection from Proposition 1 (items 1,2,3). When X ∈ Mn (p)
P
(tX)m
=
is a nilpotent matrix, exptX = (expX )t = ℓ−1
m=0
m!
Pℓ−1 tm X m
tX
is
well
defined
when
t
∈
F
.
Moreover,
exp
p
m=0
m!
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is also an injection, which can be viewed as a finite group
generated by X, denoted by hXi.
Definition 2 (Non-abelian factorizing (NAF) problem).
Let M = Mn (p) be a semigroup, and G = GLn (p) be the
general linear group. Let Z, R, T ∈ M be three given nilpotent matrices such that CG (hZi) = hZi, CG (hRi) = hRi,
CG (hT i) = hT i and hZi∩hRi∩hT i = {In }. The non-abelian
factorizing (NAF) problem with respect to G, Z, R, T , denoted by NAFG
, is to find two elements x, y ∈
expZ ,expR ,expT
Fp such that expZ = expxR · expyT .
Note that the map (x, y) 7→ expxR · expyT = expZ is
an injection with respect to Z, R and T (CG (hZi) = hZi,
CG (hRi) = hRi, CG (hT i) = hT i and hZi∩ hRi∩ hT i = {In }).
Therefore, there seems to be no better methods than a naive
method to solving (x, y). Next, we discuss the NAF problem.
Theorem 1. The NAF problem is equivalent to solving
α
1−α
DLP in Fp , and its complexity is Θ(ec(log p) (log log p)
)
with neglecting the polynomial time for solving the overdetermined linear system, where α = 1/3, c = ( 32
)1/3 .
9
Proof.
Let A = expxR , B = expyT and C = expZ =
xR
exp · expyT , where CG (hZi) = hZi, CG (hRi) = hRi,
CG (hT i) = hT i, hZi ∩ hRi ∩ hT i = {In }, and x, y belong
to Fp . In order to recover x and y from expxR · expyT , an
efficient way is to extract useful information from the eigenvalues of expR and expT . It is well known that any matrix
is similar to a Jordan canonical form. For the general case,
there is a probability polynomial-time reduction of DLP in
GLn (p) to DLP in Fp [6]. That means DLP in GLn (p)
is no harder than DLP in Fp . Thus, we attempt to build
the reduction between the NAF problem and DLP in Fp .
Furthermore, considering the uncertainty of Jordan canonical form of expR and expT , we simplify the NAF problem
by assuming that expR and expT have different eigenvalues.
Then, we utilize eigenvalue decomposition for discussing this
case.
In particular, if there exist invertible matrices SR and ST
satisfying that
−1
SR
· expR ·SR = ΛR

σ1


σ2

= 

..

.




σn









and
ST−1 · expT ·ST = ΛT

δ1


δ2

= 

..

.




δn




,




then,
C = expxR · expyT
y −1
−1
= SR Λx
R SR ST ΛT ST
y
−1
−1
⇒ Λ−x
R SR CST = SR ST ΛT .

Therefore, recovering the diagonal matrices Λ−x
and ΛyT
R
amounts to solving an overdetermined linear system of n2
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equations and n unknown pairs (σi−x , δiy ) for 1 6 i 6 n,
the complexity of which is no more than Θ(n3 ) from the
best current asymptotic result [7]. Furthermore, there is a
unique pair (x, y) ensuring that all n pairs (σi−x , δiy ) satisfy
all n2 equations. Hence, neglecting the complexity of solving overdetermined linear system, recovering the pair (x, y)
is equivalent to solving DLP in Fp . Consequently, according to the classical index calculation algorithm (ICA) for
high characteristic p [8], the complexity of NAF problem is
α
1−α
Θ(ec(log p) (log log p)
), where α = 1/3, c = ( 32
)1/3 .
9
Definition 3 (Non-Abelian inserting (NAI) problem). Let
M = Mn (p) be a semigroup, and G = GLn (p) be the general linear group. Let X, Y, R, T ∈ M be four given nilpotent matrices such that CG (hXi) = hXi, CG (hY i) = hY i,
CG (hRi) = hRi, CG (hT i) = hT i and hXi ∩ hY i ∩ hRi ∩ hT i =
{In }. The non-Abelian inserting (NAI) problem with respect to G, X, Y, R, T , denoted by NAIG
,
expX ,expY ,expR ,expT
is to recover exp(a+c)R · exp(b+d)T from the given pair
(expaR · expbT , expcR · expdT ) ∈ G2 , where a, b, c, d are selected from Fp such that expX = expaR · expbT and expY =
expcR · expdT .
It is easy to see that a solution to NAF problem would
imply a solution to NAI problem. Specifically, the adversary can use the solution of the NAF problem to get
a, b, c, d with input expaR · expbT and expcR · expdT , respectively. After that, the adversary can obtain the NAI
solution exp(a+c)R · exp(b+d)T . Actually, due to the noncommutability, the NAI problem looks very difficult. As far
as we know, there is no better solution for the NAI problem
other than solving NAF problem.
Full Scheme. The presented scheme based on the NAI
problem is comprised of three algorithms: key pair generation algorithm KeyGen, encryption algorithm Enc, and decryption algorithm Dec. The details are presented as follows.
KeyGen(κ):
It takes the security parameters
κ1 , κ2 as input, it outputs a public key pk =
(M, G, Z, R, T, Σ, H1 , H2 , H3 ), and the corresponding private key sk = (expr·R , expt·T ). The key pair satisfies the
following conditions.
• M = Mn (p) is a finite semigroup with respect to multiplication operation.
• G = GLn (p) is a finite non-abelian group of Lie type
with rank n.
• p is a large prime number with p = Θ(2κ1 ), and |G| ≈
2
2
|M| = Θ(pn ) = Θ(2n κ1 ).
• Z, R, T ∈ M are three given non-commutative nilpotent
matrices (CG (hZi) = hZi, CG (hRi) = hRi, CG (hT i) = hT i
and hZi∩ hRi∩ hT i = {In }), where r and t are selected from
Fp such that Σ = expZ = expr·R · expt·T .
• H1 , H2 , H3 are three cryptographically secure hash
functions: H1 : {0, 1}κ2 +ℓ → Fp × Fp , H2 : G → {0, 1}κ2 ,
and H3 : {0, 1}κ2 → {0, 1}ℓ , where ℓ is the bit length of the
message.
At last, r, t should be securely destroyed.
Enc(pk, m):
It takes a public key pk
=
(M, G, Z, R, T, Σ, H1 , H2 , H3 ) and a message m ∈ {0, 1}ℓ
as input, and it outputs the corresponding ciphertext
C = (C1 , C2 , C3 ) by performing the following steps.
• Choose a random number σ from {0, 1}κ2 .
• Compute (sr , st ) = H1 (σ||m).
• Compute C1 = H2 (expsr ·R ·Σ · expst ·T ) ⊕ σ.
• Compute C2 = expsr ·R · expst ·T .
• Compute C3 = H3 (σ) ⊕ m.
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Dec(sk, C): It takes a private key sk = (expr·R , expt·T )
and a ciphertext C = (C1 , C2 , C3 ) as input, and it outputs
the corresponding message using the following steps.
• Compute σ′ = C1 ⊕ H2 (expr·R ·C2 · expt·T ).
• Compute m′ = C3 ⊕ H3 (σ′ ).
• Compute (s′r , s′t ) = H1 (σ′ ||m′ ).
′
′
• Check whether both C1 = H2 (expsr ·R ·Σ · expst ·T )⊕ σ′
′ ·R
′ ·T
s
s
r
t
and C2 = exp
· exp
hold. If they hold, set m = m′ ;
otherwise, set m = ⊥.
• Output m.
Remark 2. The interested reader can refer to the supplementary file (Appendixes A and B) for the formal security
analysis and the performance of our proposal.
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