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Dear editor,

Radio frequency (RF) energy harvesting is a technology that
enables harvesting energy from RF signals, and the wireless
powered communication network (WPCN) is a new type of
wireless network, where devices are powered by RF energy
harvesting [1,2]. Meanwhile, physical layer security (PLS)
is a technique to ensure communication security from the
aspect of the physical layer, and how to effectively surveil
wireless information transmission is an important research
topic in PLS [3,4]. Different from traditional PLS where
eavesdropping is treated as a threat to legitimate communi-
cation [5], wireless information surveillance treats suspicious
communication of malicious users as a threat to public safety
and eavesdrops the suspicious communication. The existing
studies on wireless information surveillance with RF energy
harvesting include [6-8] and they considered only very sim-
ple point-to-point suspicious networks with RF energy har-
vesting. For more complex suspicious networks with mul-
tiple suspicious links based on RF energy harvesting, the
tradeoff of eavesdropping performances among different sus-
picious links must be considered. However, such research
topics have not been well investigated yet in the existing
literature.

In this study, wireless information surveillance of a wire-
less powered suspicious interference network is investigated.
The aim is to maximize the relative eavesdropping rate by
jointly optimizing the jamming transmit power at the jam-
mer, the transmit power and the successive interference can-
cellation (SIC) decoding order at the monitor. An optimal
decoding order is proposed, based on which the problem is
solved optimally by a bisection search, where in each search
the transmit powers are obtained optimally by an exhaustive
search. In addition, a low-complexity suboptimal algorithm
is also proposed. It shows that the proposed algorithms sig-
nificantly outperform the benchmark algorithms.

System model and problem formulation. A wireless pow-
ered suspicious interference network with K suspicious com-
munication links is considered. Each link consists of a wire-
less powered suspicious transmitter (S-TX) and a suspicious
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receiver (S-RX). A legitimate monitor disguised as a power
station wirelessly transmits energy to the suspicious users.
There also exists a wireless powered jammer that can send
jamming signals. The channel power gains from S-TX k to
S-RX k', between the monitor and S-TX k, from the jammer
to S-RX k, and between the monitor and the jammer are de-
noted by hy, p/, Ik, Jx and g, respectively. It is assumed that
all the channel power gains follow slow block fading and are
known to the monitor. Each transmission block is assumed
to consist of two phases. The first phase is for the monitor to
broadcast power signals with transmit power py; and time
duration 79. In this phase, the energy harvested by the jam-
mer and S-TX k can be written as £ ypyrg70 and Expar k70,
respectively, where £; and &, denote the energy harvesting
efficiencies at the jammer and S-TX k, respectively. The
second phase with time duration 71 is for each S-TX to send
information signals to its receiver and also for the jammer
to send jamming signals. Let p; and p;  denote the trans-
mit powers of the jammer and S-TX k, respectively. Each
S-TX is assumed to consume its all harvested energy for in-
formation transmission, i.e., ps = M, k=1,...,K,
while the transmit power of the jammer is assumed to sat-
isfy the energy causality constraint, i.e., p; < %. The
achievable rate of the suspicious communication link & is
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where o2 is the

noise power and I =
zk’;ﬁk Eoar ks Tohyy g is the interference from other sus-
picious links to suspicious link k. As for the monitor, it is
assumed to be equipped with a SIC decoder and thus it can
cancel the interference from S-TX k' when decoding the sig-
nals of S-TX k, provided that the signals from S-TX k' are
successfully decoded. The SIC decoding order at the moni-
tor is denoted by 7w = {71, ..
the suspicious communication link whose signals are the k-
th to be decoded. Let 7x, (par,ps, ) denote the achievable

eavesdropping rate of the suspicious communication link k

., TK }, where 7y, is the index of

at the monitor. It is assumed that the monitor can success-
fully decode the signals from the suspicious communication
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link 7, provided that 7x, (par,pJ, ™) = rxy, (par,ps). The
following indicator function is defined as

07 Fﬁk(vapJ7ﬂ-) Qka(pMJ)J)y
1, Fr,(®M,pg, ™) < 7ry (DA D)

(2)

Then, the expression of 7r, (par,ps, ) can be written as
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_ gwkpMTO (L‘rk)2
T (PM,PJ, 7‘-) =T1 log 1+ 7 )

" ’ ( (0 +ps9) + I, + T,
(3)

where Zj, = 37,1 4 gwk/p]MTO(I”k/)QXWk’ is the interfer-
ence from suspicious communication links 7/, k€ < k—1 and
Ik/ = Yhskit §7rk,pMTo(I7rk,)2 is the interference from
suspicious communication links 7/, k" > k + 1. The rel-
ative eavesdropping rate is adopted as the design criterion
and the problem is formulated as P1:
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s.t. 0<py < Pmax, 0<py < ——,
T1

max
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where IT is the set of all candidate decoding orders and Pmax
is the transmit power limit of the monitor.

Proposed algorithms. An auxiliary variable ¢ (0 < g < 1)
is first introduced to reformulate P1 as P2:

max q 6
puMspg,wEI ©

K
ot 2okt T (P21, P7) (L = X, (P21, P, 7))
Zszl Try, (prsspy)
and constraint (5).
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Let ¢* denote the optimal value of P1. Then, P2 is feasible
if ¢ < ¢* and is infeasible otherwise. Thus, by using a bi-
section search of ¢ and checking the feasibility of P2 in each
search, the ¢* can be obtained, and the solution of P2 with
q = q* is the optimal solution of P1. To check the feasibility
of P2 with a given ¢, the following problem is formulated as
P3:

max
pMm,pg,wEI

s.t. (5).

K
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Note that P2 with a given ¢ is feasible only if the optimal
value of P3 is not smaller than zero. In Appendix A, an
optimal decoding order given ps and p s is proposed. Thus,
P3 can be optimally solved by a brute-force search of pjs
and pj, where in each search the optimal decoding order is
obtained. The proposed optimal algorithm is summarized in
Appendix B. A low-complexity suboptimal algorithm which
does not require a brute-force search, is also proposed in
Appendix C.

Simulation results. It is assumed that 10 S-TXs and the
jammer are randomly deployed around the monitor within
a ring with an inner radius of 10 m and an outer radius
of 15 m. Each S-RX is assumed to be randomly deployed
around its paired S-TX with a distance of 5 m. The channel
power gain is modeled as 10~*d~2z, where d is the dis-
tance and z is an exponentially distributed random vari-
able with unit mean. Besides, Pmax = 25 W, 02 = —80
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dBm, & = 0.8,Vk, £&; = 0.8, 7o = 0.8, and 71 = 0.2. Five
benchmark algorithms are considered. Specifically, bench-
marks 1 and 2 adopt the proposed decoding order, while
benchmarks 3-5 adopt the decoding order by the descend-
ing order of Ij, similar to [9]. Besides, benchmarks 1 and
4 set ppr = Pmax,pJ = 5”’_’_%, benchmarks 2 and 5 set
PyM = Pmax,ps = 0, and benchmark 3 obtains pys,ps by
exhaustive search. Figure 1 shows the comparison results
of the performances of different algorithms. It can be seen
that the computation time of the suboptimal algorithm is
extremely lower (less than 1%o) than that of the optimal

algorithm.
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Figure 1 (Color online) Performance comparison.

It is also seen that the relative eavesdropping rate achieved
by the suboptimal algorithm is lower than that of the op-
timal algorithm, but is higher than those achieved by the
benchmarks. This indicates that the suboptimal algorithm
is not only low-complexity but also having a tolerable per-
formance loss compared to the optimal algorithm.

Supporting information Appendixes A-C. The support-
ing information is available online at info.scichina.com and link.
springer.com. The supporting materials are published as sub-
mitted, without typesetting or editing. The responsibility for
scientific accuracy and content remains entirely with the au-
thors.
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