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Appendix A Proposed Optimal Decoding Order

The following proposition presents the optimal decoding order for solving P3 given pys and py.

Proposition 1: With given pys and py, an optimal decoding order is proposed as 7 (par, ps) = {7 (pm,ps), - -, T (P, pI)}s
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with 7 (par,ps), k = 1,..., K sequentially obtained as w} (pax,ps) = arg MAX, 7 e (pagopy) &yt (Ik/) ,k =1,..., K if the set

Kk (pa,ps) is not empty, where Ki (par,ps), k = 1,..., K is also sequentially obtained as given by
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for k = 1,..., K, and =} (prm,ps) = {n](pr,ps),- .7 (Pr,ps)}. Otherwise, if the set Ky (par,ps) is empty, m; (par,ps) is

randomly chosen from the set K\7;_,(pa,ps)-

Proof: This proposition is proved by mathematical induction. Given pys and py, let S denote the set of suspicious communication
links which cannot be eavesdropped whatever the decoding order is and S/ = K\S denote the set of suspicious communication links
which can be eavesdropped with some decoding order. Therefore, it is obvious that if we can find a decoding order that can let the
monitor eavesdrop all the suspicious communication links in set Sl7 this decoding order is optimal. Note that if such a decoding
order does not exist, the optimal decoding order can only let the monitor eavesdrop the suspicious communication links in a subset
of §'. In what follows, we propose an optimal decoding order that can let the monitor eavesdrop all the suspicious communication
links in set Sl. Define the set Ki(pa, ps) as the set of the suspicious communication links that can be decoded successfully at the
first decoding order, given as
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Ki(pm,ps) = {k

Note that all the suspicious communication links in the set Ky (pas, ps) can be decoded successfully no matter what the decoding
order 7 is. Note also that which suspicious communication link in the set Ki(pas, ps) is decoded first does not impact decoding
the remaining suspicious communication links not in the set Ki(par, ps), since all the suspicious communication links in the set
Ki(pa,ps) can be decoded. Therefore, decoding any suspicious communication link in the set Ky (pas,ps) first is optimal. If the
set K1 (par,ps) is empty, it means no suspicious communication link can be decoded successfully, and 7} (pas, ps) can be randomly
selected from the set K. Otherwise, in order to cancel as much interference as possible for decoding the remaining suspicious signals,
the 7w} (par, ps) is selected as ] (par,py) = arg MEX, 7 o ps) £, (Ik/ )2,

Then, suppose that =;_;(pav,ps) = {7y (pam,ps)s-. ., 7h_1(pa,ps)} has been optimally selected. Define the set Ky (par, ps)
as the set of the suspicious communication links that can be decoded successfully at the k-th decoding order, given as
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Note that all the suspicious communication links in the set Ky (pa, ps) can be decoded successfully no matter what the decoding
order {7 (par,ps)s--., T (prm,ps)} is. Note also that which suspicious communication link in the set Ky (par, ps) is decoded at
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the k-th decoding order does not impact decoding the remaining suspicious communication links not in the set =} _, (pam,ps) U
Kk (pa,pg), since all the suspicious communication links in the set Ky (par, ps) can be decoded. Thus, decoding any suspicious
communication link in the set Ky (pap,ps) at the k-th decoding order is optimal. If the set Ki(pa,ps) is empty, it means
no more suspicious communication link can be decoded successfully, and thus =} (par,ps) can be randomly selected from the
set K\{7} (par,p7)s--.,7_1(pr,ps)}. Otherwise if the set Ky (pas,ps) is not empty, 7 (pasr, ps) is selected as 7} (pa,ps) =

arg max 2 for canceling as much interference as possible for decoding the remaining suspicious signals.

I

K €K (Pprrspg) gk, ( k,)
Therefore, based on the above procedures, the obtained decoding order can let the monitor eavesdrop all possible suspicious

communication links and is thus optimal. This completes the proof. | |

Appendix B  Proposed Optimal Algorithm

1: Initialize gmin = 0, @maz = 1.

2: repeat

3. q = Imintdmas

4 for pps = 0 to Ppiae do

5 foer:Otog"pT#do

6: Obtain ®* (par, ps) from Proposition 1.

7 Calculate the objective function value in (8).

8: end for

9: end for

10: Choose the pys and py that maximize the objective function value in (8).
11: if the obtained maximum objective function value in (8) is no smaller than zero then
12: qmin = q.

13: else

14: Qmaz = q-

15: end if

16: until ¢ converges to a desired accuracy.

Appendix C Proposed Low-complexity Suboptimal Algorithm

Proposition 2: If xx, (par,0, 7" (par, ps)) = 1 is hold for a given k, then it must have hnx, », Ax(pm) — Ir, Br(par) > 0, and the
following inequalities must be satisfied in order to let xx, (pa,ps, ®" (P, py)) = 0 for p; > 0:

Iny Jny — hopmp9 >0, (C1)
h A — I, B
oy > e k(pa) = Iy, k(P}W)1 ©2)
71 (Inpy Ty, = hry 7y 9)
where
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Ap(pa) =m10” + > Lox PO (h*,) Xar, D &nr, PMTo0 (h*,) ) (C3)
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Bi(par) =m0’ + Z Py ol T (C4)
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Proof: Proposition 2 is proved by contradiction. From (2), the inequality xr, (pa, 0, 7 (pam,ps)) = 1 can be easily verified to
be equivalent to hx; ., Ar(pr) — I, Bi(pam) > 0. In order to let X, (prispg, ™ (pa,ps)) = 0, the following inequality shall be
satisfied

Iﬂ—k hﬂ'k,ﬂ'k
> , cs
Tipsg + Ap(pamr) ~ TipsJa, + Bi(par) (@)

which can be rewritten as
(Iﬂ'k ka - hﬂ'k,ﬂ'kg) TipJ 2 hﬂk,ﬂ'kAk(pIW) - Iwk Bi.(pm)- (C6)

Supposing I, Jr, — hr,, =, g = 0, then the inequality in (C6) becomes hnx; =, Ax(pr) — I, Br(pm) < 0, which contradicts with
the condition that hx, =, Ax(pr) — I, Br(pa) > 0. Supposing Ix, Jr, — hx, x, g < 0, then the inequality in (C6) becomes

b g Ak (Pa) = Iy B (P ) hrg g Ak (Pav) = Imy B (pr)

ps < . In this case, since hrx; x, Ak(pm) — Ix, Br(par) > 0, the expression

Iy Ty — oo, 9) 71 T T —ho g, 9) 71
hay Ak (Prv)—Imy B (Par)
T T ke P M Tl kM Therefore, based
(Iwk Jﬂk 7h7'l'k,7'l'k 9)7'1
=9 > 0 must be established, and the inequality in (C6) is equivalent to the following two

is smaller than 0. Thus, it is impossible for p; > 0 to satisfy the inequality p; <

on the above analysis, I"k J"k —h

T
inequalities:

Ly Iy — hyomp 9 > 0, (C7)

Ry oy A — 1., B
oy > e k(pnr) % k(PM). (c8)
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This completes the proof. | |

Proposition 2 indicates that if suspicious communication link 7y fails to be eavesdropped, the jamming power p; must be no
hap mp A(Pp)—Imy B (Ppr)
T1 (Iwk JTl'k 7h7'l'k T 9)

is proposed as follows:

smaller than

to turn eavesdropping to be successful. Based on Proposition 2, a suboptimal algorithm
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Step 1: Initialize ppr = Praw, ps = 0, and obtain «* (pa, ps) by Proposition 1. If the equality Xrp, (DM, PIs 7 (pm,ps)) =0
satisfies for all k = 1,..., K, then the algorithm stops and the output is par, ps and 7" (pam, ps), since it is obvious that the
objective function in (8) achieves its maximum value in this case. Otherwise, denote pys, ps and the objective function value in
(8) as piy, P, 27, respectively, and execute the following steps.

Step 2: In this step, a new jamming transmit power is tried to be found for eavesdropping more suspicious communication links
and improving the objective function value. Assume that xr, (pa,ps, ®" (pm,ps)) = 1 for k = k,..., KV . Thus, the inequalities

in (C1) and (C2) shall be satisfied in order to let xx, (prr,ps, " (par,ps)) = 0 for k =k, ..., K. Let P77 (pam) denote the
required minimum jamming power in order to successfully eavesdrop one more suspicious communication link:

min Ry Ak (Pm) — Iny Br(par)

pyte) = i , (A — )
ke{k \Ink, Jﬂk,—h"k,,ﬂk,g>o,k :k,m,K} T g T 9) T1

(C9)

Depending on the value of p}"i" (par), there are three possible procedures: 1) If p}"i" (par) is empty, it means that no more suspicious
communication links can be successfully eavesdropped, and thus the algorithm stops and the output is p},, p’ and «* (pas, ps). 2) If

pT " (par) > w , it means that the required minimum jamming power is higher than the available power, and go to Step 3 for

finding a new transmit power of the monitor for possible improvement of the objective function value. 3) If p}"i" (par) < 5;77_%7

update p; as py = p7""" (par), obtain 7* (par, ps) by Proposition 1, and calculate the objective function value in (8) and denote

itas Q. If Xrp (PM,pg, ™ (Par,py)) =0 forall k=1,..., K and Q' > Q*, it means that all suspicious communication links are
successfully eavesdropped and the objective function value with the new p; is improved compared to p’. Thus, in this case the
algorithm stops and the output is par, ps and ®* (par,ps). If Q' < Q*, it means that the objective function value with the new
py is degraded compared to p’. Thus, in this case the algorithm stops and the output is p},, p’; and 7" (par,ps). Otherwise if
Q' > Q* but not all Xry (DM, pgs ™ (Par, pg))’s are equal to 0, let py, = pum, py = ps, Q° = Q' and execute Step 2 again for
finding a possible new jamming transmit power.

Step 3: In this step, a new transmit power of the monitor is tried to be found for possible improvement of the objective function
value. Let pps be the value of pps that satisfies the equality % = p"™(par), from which $as is obtained as

2
L 2
v =710" (o — Iw,;)(fJgTO (IWI-CJW - hﬂ,-c,«,-cg) LTI 5,,;;,70 (Iﬂz,) X,
’

K <k—1
P -1
— b oms > 5w;,70 (1?) +In; > fkllklrohk/ﬁk> , (C10)
K >kt k/:ﬁ‘rrl—c
where A
- hr, = — I, B
k =arg  min o Ak (Par) k k(pM). (C11)
kefh,...ky  (Iny Jry = By omp9) T1

If par < 0 or par > Praz, it means that a new transmit power of the monitor is unable to be found, and thus the algorithm stops
and the output is p},, p’; and ®* (par,ps). Otherwise if 0 < Py < Praw, update py as py = py and execute Step 2.
The complexity of this suboptimal algorithm is in the order of K, which is much lower than that of the optimal algorithm,

which is AI;, (A and A’ are the accuracies of pm and py, respectively). The proposed low-complexity suboptimal algorithm is

summarized as follows:

1: Initialize gmin = 0, @maz = 1.
2: repeat
3: q=

dmintdmax
—man o =mas.

4: Initialize par = Pmaz,pg = 0.
5: Obtain ®* (par, ps) from Proposition 1.
6:  Let py =pm,py =DpJ-
7 if Xx, (Par,ps, ® (pMm,ps)) = 0 holds for all k = 1,..., K then
8: Calculate the objective function value in (8) with par,ps, ™ = w(p},, ;) and denote it as Q™.
9: loop
10: Suppose Xr, (Pr,ps, ® (pm,ps)) =1 for k = k... K.
11: Calculate p**" (par) from (C9).
12: if p}"i"(pM) < 5‘”77_# then
13: Update p; as p; = p;-ni"(pju) and obtain ®* (par, ps) from Proposition 1.
14: Calculate the objective function value in (8) with pas,ps, ™ = 7" (pa, ps) and denote it as Q.
15: if X,rk(pM,pJ,‘rr*(pM,pJ)) =0 holds for all k =1,..., K and Q' > Q" then
16: Let py, = P, Py = p-
17: Break the loop.
18: else if Q' < Q" then
19: Break the loop.
20: else ,
21: Let pyy = pym, py =pg, Q" =Q .
22: end if
23: else
24: Obtain pys from (C10).
25: if 0 < par < Prmae then

1) From the proof of Proposition 1, the indexes of the suspicious communication links failed to be eavesdropped is high-ranking
in the obtained decoding order 7.



26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
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Update pyr as py = par-
else
Break the loop.
end if
end if
end loop
end if
Obtain 7 (py,, py) from Proposition 1.
Calculate the objective function value in (8) with pa = ph,, ps = p5, ™ = 7" (phy, PT)-
if the obtained objective function value in (8) is no smaller than zero then

min = q-
else

dmaz = q-
end if

until ¢ converges to a desired accuracy.
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