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Abstract For the security of wireless communications, cooperative jamming can be used to intentionally
degrade the signal-to-noise ratios received by eavesdroppers. Unfortunately, this jamming may also propagate
to the legal receiver and then becomes a harmful self-interference (SI), which should be cancelled for reliable
detection of the desired signal. In this paper, by comprehensively considering nonideal time-frequency align-
ment and channel equalization, SI-cancellation capability is investigated for the additive white Gaussian noise
channel. Theoretical and simulation results demonstrated that the impact of the frequency alignment error
is more serious than that of the time alignment and channel equalization errors. Moreover, it is illustrated
that weaker SI power can tolerate a larger range of those nonidealities.

Keywords cooperative jamming, self-interference, time-frequency alignment, channel equalization, non-
idealities.
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1 Introduction

Wireless communication becomes more and more popular because of its open nature, making it easily
accessible. Unfortunately, this convenience of accessibility can also make it easy to be overheard [1].
Therefore, preventing users’ communication information from illegal eavesdroppers to ensure informa-
tion privacy is the most basic requirement of wireless communication systems. With the development of
quantum computers, traditional upper layer methods based on cryptographic encryption and decryption
may no longer be secured, making physical layer security recently receiving extensive attention [2]. For
instance, Riihonen et al. [3] exploited full-duplex (FD) radios for military jamming, where FD transceivers
received the desired signals while transmitting the jamming signals simultaneously, for both defensive and
offensive applications. Another promising technique that enhances wireless secrecy via cooperation is co-
operative jamming, which can be used for intentionally degrading the signal-to-noise ratios received by
eavesdroppers [4]. Moreover, cooperative jamming may also have some potential applications in the com-
ing era of the Internet of Things, where communication networks present a high degree of heterogeneity [5]
and wireless devices can cooperate in the jamming to improve network security [6]. For example, with the
development of wireless power transfer technologies, energy-harvesting-enabled cooperative jamming is
proposed to stimulate low-power idle devices to cooperate in jamming to help ensure the communication
secrecy of other actively communicating devices, without increasing the complexity of networks [7].
Although the jamming can confuse the eavesdroppers, it would also be received by the legal receiver
and then becomes a harmful self-interference (SI). Fortunately, the legal receiver already knows the
original jamming data, making it possible to suppress the SI through SI-cancellation techniques [8]. In
recent years, many studies always assume that SI can be removed totally with efficient SI-cancellation
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Figure 1 Block diagram of a cooperative jamming system, consisting of a transmitter, a cooperative jammer, a legal receiver,
and an eavesdropper.

and thus focus on the optimization of outage probability and secrecy capacity via some power-allocation
strategies [9-13]. In fact, because of the propagation channel and the hardware restrictions, the SI
may suffer time delay, frequency offset, and unknown channel gain. Generally, perfect time-frequency
alignment [14] and channel equalization [15] are always difficult to achieve in practice, making it hard
to cancel the SI completely. Furthermore, if the SI is much stronger than the desired signal, a slight
time-frequency alignment or channel equalization error may cause a residual SI, degrading the security
performance.

For this reason, the impact of channel error on Sl-cancellation capability was investigated by He et
al. [16], by assuming that the remaining parameters were perfectly estimated and compensated. Similarly,
under the assumption of perfect time alignment and channel equalization, the impact of frequency offset
on Sl-cancellation capability was studied by Guo et al. [17]. Unfortunately, as far as we know, the
combined impacts of nonideal time-frequency alignment and channel equalization on SI-cancellation have
not been addressed. Motivated by this problem, we derived a closed-form expression of the residual
SI power for the additive white Gaussian noise (AWGN) channel, by comprehensively considering the
nonideal time-frequency alignment and channel equalization.

The remainder of this paper is outlined as follows: The system model of SI-cancellation with nonideal
time-frequency alignment and channel equalization for cooperative jamming systems is presented in Sec-
tion 2. The combined impacts of time-frequency alignment and channel equalization errors on residual
SI power are analyzed in Section 3. Numerical results are discussed in Section 4, and a brief conclusion
is summarized in Section 5.

2 System model

A cooperative jamming system is shown in Figure 1, where a transmitter sends the desired signal Z ()
to the legal receiver in the presence of an eavesdropper. Simultaneously, a cooperative jammer sends a
jamming signal ¢(¢) to intentionally confuse the eavesdropper, and this jamming signal follows a zero-
mean Gaussian distribution [18]. Unfortunately, the cooperative jamming would also be received by the
legal receiver and becomes a harmful SI.

2.1 Signal reception

Assuming that the desired signal and the SI are independent of each other and both of them are trans-
mitted over the AWGN channel, the total ratio frequency reception at the legal receiver is given by the
following equation:

g(t):hzi‘(t*’rz)“i’hcé(t*'rc)+7~7’(t)a (1)
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where h, and h. represent the complex channel attenuations of the desired signal and the SI, respectively.
Additionally, 7, and 7. represent the propagation delays from the transmitter to the receiver and from
the cooperative jammer to the receiver, respectively.

In addition, Z (t) and ¢ (¢) respectively denote the desired signal and the cooperative jamming at the
transmitting antennas, and they are expressed as follows:

#(t) = V/Pea (1) 200 )
a(t) = \/}760 (t) e Pmfettee) (3)

where P, f., and ¢, denote the power, carrier frequency, and initial phase associated with Z (t), respec-
tively. Similarly, P., f., and (. denote the power, carrier frequency, and initial phase associated with
¢ (t), respectively. Furthermore, 71 (¢) is the AWGN at the receiver.

Subsequently, 7 (¢) is down-converted by mixing with the local oscillator in the receiver, whose carrier
frequency and initial phase are f, and ¢,, respectively. The obtained baseband signal is given by

y (t) = (t) e ICThiten)
= |he| / Pot (t — 1) @At 802) L \p | \/Poc (t — 7,) @TAbFAC) L (1) (4)

where Af, = f, — fy and Ap, = ¢, — @y — 210 f, 7, + Zh, denote the frequency and phase offsets between
the transmitter and the receiver, respectively. Similarly, Af. = f.— f, and Ay, = ¢ —py =27 feT.+ Lhe
denote the frequency and phase offsets between the cooperative jammer and the receiver, respectively.
In addition, |-| and Z- respectively denote the amplitude and phase of the channel attenuation.

Next, y (t) is sampled by the analog-to-digital converter with sampling time Ty, and the obtained
digital signal is expressed as

y (1) = ho| /o (n = Dy) CTEm 4820 1 | /e (n — D) el CREn+800) 4 (1)
= g (n) + 3 () +w (n). (5)

where D, = 7= and F, = Af,Ts denote the normalized time delay and the normalized frequency offset
between the transmitter and the receiver. Similarly, D. = 7+ and F. = Af.Ts denote the normalized

time delay and the normalized frequency offset between the cooperative jammer and the receiver.
2.2  Sl-cancellation

For implementing effective SI-cancellation, y.(n) should be accurately estimated and reconstructed from
the reference jamming data that has been pre-stored in the legal receiver [19]. Assuming that the
estimations of the normalized time delay, the normalized frequency offset, the normalized amplitude
attenuation, and the phase shift of the SI are given by

D,=D,+r, (6)
Fc =F.+e¢, (7)

he| = (14 1) |he|, (8)
A = Ag, — 21N [%J +o, 9)

where 7, €, 77, and 6 denote the normalized time, frequency, amplitude errors, and phase error, respectively.
Furthermore, N represents the estimation period, and based on this, 2te N L%J is the phase shift resulted
from the normalized frequency estimation error e in N symbols, where |-| denotes the floor operation.
Now, configuring those estimations to the reference jamming, the reconstructed SI can be formulated as

/Pcc (n _ Dc) ej(QnF‘cn—i-AaﬁC) _ (1 + 77) Yo (’I’L _ 7_) ej(2nan—2msNL%J+9). (10)

Je (n) = ilc

After subtracting the reconstructed SI §. (n) from the total reception y (n), the residual signal is given
as follows:

Yr (Tl) :y(n)i?;c (n) =Yz (n)+Ayc (n)+w(n), (11)

where Ay, (n) = y. (n) — g. (n) represents the residual SI, which is highly dependent on the accuracies
of time-frequency alignment and channel equalization.
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3 Impacts of nonideal time-frequency alignment and channel equalization

By comprehensively considering the nonideal time-frequency alignment and channel equalization, the

SI-cancellation capability is analyzed in this section.
To begin with, we rewrite (10) as

Je (n) = (1 + 1) ye (n — 1) @TEn=2m=N 157 | +0)
@ (1 + 77) h'r (0) Ye (n) ej(QWEH*QHENL%J+0)+gZ (n) ,

where (a) holds by using [17]

+oo
Yo (n—7) = _Z Ye (n — i) hy (i),
) = sin [7t (n — 7)]
hr () mt(n —17)
Besides, we denote
+oo
§7 (n) = (1 4 n) & (2ren—2meN | 5 [ +0) 2 veln—i)he (i),

After N-point discrete Fourier transform (DFT), Eq. (12) can be expressed as

N—-1
Ye(k) =D ge(n)e iFnk
n=0

where
N—1
Yo (k)= ye(n)e %k,
n=0
N—-1
V7 (k)= g7 (n)e iRk
n=0

denote the N-point DFT of y. (n) and g7 (n), respectively.
Similar to (13), we can further express (16) as

Yo (k) = (141) hy (0) he (0) 7Y, (k) + Y2 (k) + Y7 (k),

where

“+o0
Y::E (k) - (1 + 7’) hr (0) e/’ Z he (Z) Ye (k - i)a

i=—00

_ sin[n (k — Ne)
he (k) = Trk—No)

(12)

(15)

(21)

Applying N-point inverse discrete Fourier transform (IDFT) to (19), the reconstructed SI can be

reformulated as

1 N—-1
AT c
N k=0

e (n) =

Ve (k) e = (14 1) hr (0) he (0) €ye (n) + 32 (n) + 37 ().

(22)
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Then, the residual SI can be expressed as

Aye (n) = ye (n) = ge (n) = [1 = (14 1) hr (0) he (0) €] ye (n) — 5 (n) — G2 (n). (23)

According to (15) and (20), it obtains that §7 (n) and gZ (n) are the linear combinations of the delayed
duplicates of y. (n), leading that §7 (n) and gZ (n) follow the Gaussian distributions and are uncorrelated
with y. (n) owing to the Gaussian characteristic of the SI. Thus, the residual SI follows the Gaussian
distribution, which confirms the correctness that the residual SI is designed as Gaussian distribution in
many literatures [20-22].

Therefore, the power of the residual SI can be calculated as

P{Age (1)) = [1 = (14 1) b (0) he (0) &% [P+ P {3 () + 47 (n))
= [1 =201+ 0) By (0) e (0) 050+ (14 0)*R2 (0) B2 (0)] [hel 2P+ P {35 () + 57 (m)}

(24)
Combining (22), P{gZ (n) + g7 (n)} can be calculated as
e i012
P {g: (n) + 97 (n)} =P {ge ()} = [(1 + 1) hr (0) e (0) || Re[* P
2
= (L+n)* [L =12 (0) hZ (0)] |he[* P, (25)
because P {ge (n)} = (1 + n)?|he|*P..

Substituting (25) into (24), the power of the residual SI can be calculated in dB as

AP =101gP{Ay.(n)} = P+ 101gq, (26)

where P = 101g |hc|2Pc denotes the received SI power at the receiver, and « denotes the cancellation
factor, and can be expressed as

sin (tNe) sin (7t7) cos 0
T2 NeT

a=n?+2(1+n)|1- (27)
From (26) and (27), we can observe the following conclusions.
(1) With ideal time-frequency alignment and channel equalization, the residual SI power is
calculated as

AP =101g0 = —cc. (28)

(2) With ideal frequency alignment and channel equalization, the residual SI power is approximated
in two cases.
Case 1. For 7 < 1, we have

- b, 2 2
AP, =101g2 [1 - W} +p %™ TP =207+ 101g? +P, (29)
T
where (b;) holds by using sin (z) ~ 2 — %.
Case 2. For 7 > 1, we have
sin (7t7)
AP, =10lg2 |1- ——=| + P~ P +3. (30)
T

(3) With ideal time alignment and channel equalization, the residual SI power is approximated in two
cases.
Case 1. For € < N, we have

22 2 \T2

in (TN
sin (mlVe) 24 P=20lge +101g

niNe

be
AP. = 101g2 {1 - ] +p% 01" + P, (31)
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£C3

where (b.) holds by using sin (z) ~ 2 — %
Case 2. For ¢ > %, we have

sin (tNe)

AP, =101g2 |1 —
Olg [ niNe

}+P¢<P+3. (32)

(4) With ideal time-frequency alignment and phase equalization, the residual SI power is simplified as
AP, =101gn* + P =20lgn + P. (33)

(5) With ideal time-frequency alignment and amplitude equalization, for § < 1 rad, the residual SI
power is approximated as

b
APy =101g2 (1 — cos?) +P(§3) 101g6* + P =201g6 + P, (34)

where (bp) holds by using cos (z) =~ 1 — %
Specifically, when 6 = 7t rad, the residual SI power is approximated as

APy =101g2 (1 —cosf) + P ~ P+ 6. (35)

4 Simulation results

Simulation of the results was conducted to validate the theoretical analysis. In the simulations made,
the transmitter sent a quadrature phase shift keying (QPSK) signal to the receiver. Concurrently, the
cooperative jammer sent a jamming signal with zero-mean Gaussian characteristics. The carrier frequency
was set as f. = 2.4 GHz, the signal bandwidth was set as B = 10 MHz, and the analog-to-digital
converter (ADC) sampling time was set as Ts = 0.1 ps. Unless otherwise specified, it was assumed that
the parameter estimation period was N = 1024 symbols. In addition, by assuming a noise factor of 4 dB,
the noise floor was set at —100 dBm.

Figure 2 displays the impact of the normalized time alignment error on AP regardless of the frequency,
amplitude, and phase errors. As we can see, the simulation results match the theoretical curves obtained
from (26) and (27) for arbitrary 7 ranging from 10~* to 10'. In addition, the residual ST power AP is
proportional to 1g 7 for 7 < 1, which is similar to that in (29). Besides, when 7 > 1, the residual ST power
AP converges to the received SI power P plus 3 dB, which is similar with that in (30). This indicates
that when the time error exceeds one symbol, the time alignment between the reconstructed SI and the
received SI failed to implement. Therefore, the reconstructed SI would almost be uncorrelated to the
received SI, causing the residual SI power to double.

The impact of the normalized frequency alignment error on AP regardless of the time, amplitude,
and phase errors is illustrated in Figure 3. It is shown that the simulation results are similar with
the theoretical curves obtained from (26) and (27) for arbitrary e ranging from 107 to 1072, When
£ < 1073, the residual SI power AP is proportional to lg e, which is coincident with that in (31). Besides,
when € > 1073, the residual SI power converges to the received SI power P plus 3 dB, which is similar
with that in (32). This indicates that when the frequency error is greater than % of the bandwidth,
the reconstructed SI would almost be uncorrelated to the received SI, causing the residual SI power to
double.

The impact of the normalized amplitude equalization error on AP regardless of the time, frequency,
and phase errors is depicted in Figure 4. One can see that the simulation results agree with the theoretical
curves drawn from (26) and (27) for arbitrary 7 ranging from 10~* to 10°. It is obvious that the residual
ST power AP is proportional to lgn, which is similar to the analysis of (33).

Figure 5 shows the impact of phase equalization error on AP regardless of the time, frequency, and
amplitude error. As can be seen, the simulation results are consistent with the theoretical curves drawn
from (26) and (27) for arbitrary € ranging from 10~* rad to 10! rad. When 6 < 10° rad, the residual
SI power AP is proportional to lg @, which is similar with that in (34). Besides, for # > 10" rad, as the
phase error increases, the residual SI power AP first increases and then decreases. The maximum AP
is the received SI power P plus 6 dB, and its corresponding phase error is reached at 7t rad, indicating
that the phase of the reconstructed SI is opposite to the phase of the received SI, which agrees with the
analysis of (35).



Guo W B, et al. Sci China Inf Sci  November 2021 Vol. 64 212302:7

—~0——
S~
O~
O —60
P=—60 dBni

/@//e
—60 P:—30<i1B/Z>//./;/X
IP=—40 dBm. /@/é z
-80, P=—50 dBm g 80 > P=-50 dBm
]
-100

%
O Simulation | | _120 O Simulation | |
— Theory — Theory
— — Noise floor —— Noise floor|

Sy

| | I —140 | ! ! T
10~ 103 102 10-! 10° 10! 107 10 10°° 10+ 10 10
Normalized time error ¢ Normalized frequency error &
Figure 2 (Color online) Impact of the normalized time align- Figure 3 (Color online) Impact of the normalized frequency
ment error on AP, where the received SI power P is set as alignment error on AP, where the received SI power P is set
—30 dBm, —40 dBm, —50 dBm, and —60 dBm. as —30 dBm, —40 dBm, —50 dBm, and —60 dBm.
-20 T T -20 T T T

$a 20l | | P=30dBmw, 2 ]
—40 P=—30 dBm R

| P=40 Bm< 7] /9//.,;\\3
~60 P=—40dBm <\/a>/ / - / & o)

P50 dBW
80

e
@
o
o] ﬁ//@/’ P=—60dBm| = I-100p—fF—or—o<—pg<~————"T———"—""" T+ 1
<100 fem fATRLO fodd et st L ] o
-120 / Lo i o ?E“ulaﬁ"“ . i O Simulation
cory —— Theory H
— — Noise floor —— Noise floor
—140, | 1 160 | | 1
10+ 107 1072 107! 10° 10 1072 102 107! 10° 10!
Normalized amplitude error Phase error 0 (rad)
Figure 4 (Color online) Impact of the normalized amplitude Figure 5 (Color online) Impact of the normalized phase
equalization error on AP, where the received SI power P is set equalization error on AP, where the received SI power P is
as —30 dBm, —40 dBm, —50 dBm, and —60 dBm. set as —30 dBm, —40 dBm, —50 dBm, and —60 dBm.
Table 1 Time-frequency alignment and channel equalization errors
Parameter errors T € n 0 (rad)
Condition 1 0% 1073 1072 107!
Condition 2 1077 1076 107° 107
Condition 3 0% 1073 1072 107!
Condition 4 107* 1073 1072 1071

From Figures 2-5, it is observed that the residual SI power is more sensitive to frequency error compared
to the time alignment and channel equalization errors. Furthermore, the residual SI power increases with
the received SI power, providing lower acceptable alignment and channel errors. For instance, when the
received SI power is P = —60 dBm, to ensure that the residual SI below the noise floor, the normalized
time error should be less than 5 x 1073, the normalized frequency error should be less than 5 x 1075,
the normalized amplitude error should be less than 1 x 1072, and the phase error should be less than
1 x 1072 rad. However, when the received SI power is P = —30 dBm, to ensure that the residual SI is
below the noise floor, the normalized time error should be less than 2 x 10™%, the normalized frequency
error should be less than 2 x 1077, the normalized amplitude error should be less than 3 x 107, and the
phase error should be less than 3 x 107 rad.

With different time-frequency alignment and channel estimation errors, as shown in Table 1, Figure 6
gives the relationship between the residual SI power AP and the received SI power P. It is observed that
the simulation results match the theoretical curves drawn from (26) and (27) for all conditions, and the
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residual SI power is proportional to the received SI power. Furthermore, for the same received SI power,
as the time-frequency alignment and channel equalization errors increase, the residual SI power increases.

5 Conclusion

This paper investigated SI-cancellation capability in cooperative jamming communication systems, by
jointly considering nonideal time-frequency alignment and channel equalization. For the AWGN channel,
an exact closed-form expression of the residual SI power was derived. Simulation results confirmed that
system performance was more sensitive to the nonideal frequency alignment compared to the nonideal
time alignment and nonideal channel equalization. Moreover, weaker SI power can tolerate a larger
range of nonidealities. The contributions can provide guidance for designing practical SI-cancellation in
cooperative jamming communications.
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