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Dear editor,

To improve the safety and reliability of industrial processes,

fault-detection problems in dynamic systems have attracted

increasing research attention [1]. On the one hand, to en-

hance fault sensitivity, applying the H− performance index

to measure the minimum impact of the fault on the resid-

ual signal has been proposed. On the other hand, due to

inevitable external disturbances, the fault-detection filter

should restrain the impact of interference signals below a

prescribed level while detecting faults. Besides, because the

network bandwidth of communication is limited, the event-

triggered fault-detection mechanism has been studied exten-

sively to save network resources [2].

The main contributions of this study are as follows:

(1) By considering the faults and external disturbances

in the model, a mixed H−/H∞ fault-detection filtering is

proposed to construct the residual signal. (2) An event-

triggered scenario is recommended to reduce the burden of

communication processes by determining whether measure-

ments should be transmitted or not. (3) Based on a new dif-

ference operator associated with Lyapunov functions [3, 4],

which only depends on the mathematical expectation of

white noise {wk}, a more practical result for the H−/H∞
fault detection filter for general nonlinear discrete switched

stochastic systems is provided.

The notations are provided in Appendix A.

Problem description. In this study, we focus on the fol-

lowing discrete-time nonlinear switching stochastic system:

{

xk+1=dσk
(xk , wk)+gσk

(xk, wk)fk+hσk
(xk, wk)vk ,

yk=mσk
(xk)+qσk

(xk)fk+zσk
(xk)vk ,

(1)

where xk ∈ Rn is the state vector, yk ∈ R
ny is the measure-

ment output, and {wk}k∈N is a sequence of independent

nw-dimensional random variables with an identical distribu-

tion that is defined on the complete filtered probability space

(Ω,F , {Fk}k∈N ,P), where Fk = σ(w0, w1, . . . , wk−1),

F0 = {φ,Ω}. fk ∈ R
nf is the fault signal with {fk}k∈N ∈

l2∞(N ,Rnf ) to be detected and vk ∈ R
nv denotes the exoge-

nous disturbance signal with {vk}k∈N ∈ l2∞(N ,Rnv ). The

switching signal σk is a deterministic function of time, which

takes its values in a finite set, σk : N 7→ G = {1, 2, . . . , N}.
Assume that the switching time series of switching signal

σk is {κ0, κ1, . . .} with κ0 = 0. Besides, when σk = i, let

dσk
(xk , wk) = di(xk, wk), and so are the other parameters

in the system (1).

For system (1), we introduce the following fault detection

filter:
{

x̂k+1 = d̂σk
(x̂k) + n̂σk

(x̂k)yk, d̂σk
(0) = 0, n̂σk

(0) = 0,

rk = l̂σk
(x̂k)(yk −mσk

(x̂k)), x̂0 = 0,

(2)

where x̂k is the estimated value of xk, rk denotes the resid-

ual signal, d̂i, n̂i and l̂i are the filter functions that must

be designed. Note that yk is not directly sent to the filter

at each instant k, but only at each triggering moment in

{kt}t∈N .

For producing {kt}t∈N , design event generator functions

φi(x, y) : R+ × R+ 7→ R, i ∈ G. Suppose φi(0, y) 6 0,

φi(x, 0) > 0. Assume that φi(x, y) is continuously increas-

ing for x and continuously decreasing for y. Then, {kt}t∈N
can be computed iteratively using











kt = 0, t = 0,

kt = mink{k > kt−1|φσk
(‖yk − ykt−1

‖,
‖yk‖) > 0}, t > 1.

(3)

Setting et
k

= ykt
− yk, let the extended variable x̃k =

[
xk

x̂k − xk
], and then the augmented system can be given as











x̃k+1 = d̃σk
(x̃k, wk) + g̃σk

(x̃k , wk)fk

+h̃σk
(x̃k, wk)vk + ñσk

(x̃k)e
t
k
,

rk=m̃σk
(x̃k)+q̃i(x̃k)fk+z̃i(x̃k)vk+ l̂σk

(x̂k)e
t
k
.

(4)

In the following, we present the event-triggered fault de-

tection problem:
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• Design a triggered communication condition (3) and a

mixed H−/H∞ fault detection filter to construct an event-

based residual signal, such that the residual signal has sat-

isfactory performance.

• After obtaining the filter gain functions, we design a

residual evaluation function Jr(t) as

Jr(t) :=

({

1

t

t
∑

s=0

r′srs

})
1

2

, Jr(0) = 0, (5)

and the predefined threshold Jth as

Jth := sup
f(t)≡0,v(t)∈l2

∞
(N ,Rnv )

EJr(T ), (6)

where T is the evaluation window. Jth and Jr(t) meet the

following decision logic:

{

Jr(t) > Jth ⇒ faults ⇒ alarm,

Jr(t) 6 Jth ⇒ fault-free.
(7)

Appendix B provides some preliminaries.

Main result. We first choose a set of convex Lyapunov

functions and provide an event-triggered H−/H∞ fault de-

tection filtering in the main theorem.

Assumption 1. ϕi(x) and χi(y) are convex functions and

ϕi(x) is a K-function. Moreover, φi(x, y) = ϕi(x)− χi(y).

Theorem 1. Suppose Assumption 1 holds. If there ex-

ists a set of convex positive definite decrescent functions

{Vi(x̃), i ∈ G} with µi,1‖x̃‖2 6 Vi(x̃) 6 µi,2‖x̃‖2 and

Vi(x̃) 6 µ3Vj(x̃), ∀i, j ∈ G, such that

~1(x̃) 6 0, (8)

sup
06=v∈Rnv

{

~2(x̃, v)

‖v‖2
}

6 γ2, (9)

inf
06=f∈R

nf

{

~3(x̃, f)

‖f‖2
}

> δ2, (10)

and switching dwell time Ta satisfies

Ta > ceil

(

max
i∈G

(

− lnµ3

lnλi

))

, (11)

where

~1(x̃) =Eαi,1Vi

(

1

αi,1
d̃i(x̃, w0)

)

+ (1− αi,1)µi,2

·
∥

∥

∥

∥

1

1− αi,1
ñi(x̃)

∥

∥

∥

∥

2 [

ϕ−1
i

◦ χi

(

1

αi,4
+ 2‖m̃i(x̃)‖2

· ‖mi([I 0]x̃)‖
)]2

− λiVi(x̃) + 2αi,4‖l̂i(x̂)‖2

·
[

ϕ−1
i ◦ χi

(

1

αi,4
‖mi([I 0]x̃)‖

)]2

,

~2(x̃, v) =Eαi,2Vi

(

1

αi,2
h̃i(x̃, w0)v

)

+ αi,3µi,2

∥

∥

∥

∥

∥

√
2(1 − αi,4)

αi,3
ñi(x̃)

∥

∥

∥

∥

∥

2

·
[

ϕ−1
i ◦ χi

(

1

1− αi,4
‖zi([I 0]x̃)v‖

)]2

+ 2(1 − αi,4)

· ‖l̂i(x̂)‖2
[

ϕ−1
i ◦ χi

(

1

1− αi,4
‖zi([I 0]x̃)v‖

)]2

+ 2‖z̃i(x̃)v‖2,

~3(x̃, f) =− Eαi,2Vi

(

1

αi,2
g̃i(x̃, w0)f

)

− αi,3µi,2

·
∥

∥

∥

∥

∥

√
2(1− αi,4)

αi,3
ñi(x̃)

∥

∥

∥

∥

∥

2
[

ϕ−1
i ◦ χi

(

1

1− αi,4

· ‖qi([I 0]x̃)f‖
)]2

− 2(1− αi,4)‖l̂i(x̂)‖2

·
[

ϕ−1
i

◦ χi

(

1

1− αi,4
‖qi([I 0]x̃)f‖

)]2

+ 2‖q̃i(x̃)f‖2,

µi,1, µi,2 µ3 and αi,l > 0 are real numbers, l ∈ {1, 2, 3, 4},
µ3 > 1, αi,1 + αi,2 + αi,3 = 1, and αi,4 <

αi,3√
2(1−αi,1)

, then

system (4) is internally stable. Moreover, system (4) sat-

isfies the weighted H∞ performance index γ for v and the

weighted H− performance index δ for fk under the triggered

communication scheme (3).

Appendix C provides the proof of Theorem 1. Ap-

pendix D provides a corollary about the linear case, and

Appendix E shows a numerical example.

Conclusion. This study discussed a fault detection fil-

ter design for switching nonlinear stochastic systems using

the event-triggered strategy. To simultaneously enhance the

interference suppression ability and fault sensitivity of the

fault-detection mechanism, a weighted mixed H−/H∞ fault

detection filter was proposed. By choosing the convex Lya-

punov function method and defining appropriate difference

operators, we have researched the desired fault-detection fil-

ter and provided a sufficient condition about the existence in

Theorem 1. The proposed results can be extended to many

directions, such as systems with packed loss [5] and multiple

nonlinear systems [6, 7].

Acknowledgements This work was supported by the Na-
tional Natural Science Foundation of China (Grant Nos.
61973315, 6210022349), the K. C. Wong Education Foundation,
the Fundamental Research Funds for the Central Universities of
China (Grant No. 20CX06105A), and the China Postdoctoral
Science Foundation (Grant No. 2021M693503).

Supporting information Appendixes A–E. The support-
ing information is available online at info.scichina.com and link.
springer.com. The supporting materials are published as sub-
mitted, without typesetting or editing. The responsibility for
scientific accuracy and content remains entirely with the au-
thors.

References

1 Chadli M, Abdo A, Ding S X. H−/H∞ fault detection fil-

ter design for discrete-time Takagi-Sugeno fuzzy system.

Automatica, 2013, 49: 1996–2005

2 Zhang T, Deng F, Shi P. Event-triggered H∞ filtering for

nonlinear discrete-time stochastic systems with application

to vehicle roll stability sontrol. Int J Robust Nonlin Con-

trol, 2020, 30: 8430–8448

3 Zhang T, Deng F, Zhang W. H∞ filtering for nonlinear

discrete-time stochastic systems. Automatica, 2021, 123:

109343

4 Jiang X S, Tian S P, Zhang W H. pth moment exponen-

tial stability of general nonlinear discrete-time stochastic

systems. Sci China Inf Sci, 2021, 64: 209204

5 Hu Z, Shi P, Zhang J, et al. Control of discrete-time

stochastic systems with packet loss by event-triggered ap-

proach. IEEE Trans Syst Man Cybern Syst, 2021, 51: 755–

764

6 Li W, Liu L, Feng G. Distributed output-feedback track-

ing of multiple nonlinear systems with unmeasurable states.

IEEE Trans Syst Man Cybern Syst, 2021, 51: 477–486

7 Li W, Yao X, Krstic M. Adaptive-gain observer-based sta-

bilization of stochastic strict-feedback systems with sensor

uncertainty. Automatica, 2020, 120: 109112

info.scichina.com
link.springer.com
link.springer.com
https://doi.org/10.1016/j.automatica.2013.03.014
https://doi.org/10.1002/rnc.5248
https://doi.org/10.1016/j.automatica.2020.109343
https://doi.org/10.1007/s11432-019-9857-5
https://doi.org/10.1109/TSMC.2018.2882590
https://doi.org/10.1109/TSMC.2018.2875453
https://doi.org/10.1016/j.automatica.2020.109112

