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Appendix A Notations
S’: the transpose of the matrix S or vector S; I,: m x n identity matrix; S > 0 (S < 0): the matrix S is a positive definite (negative
definite) symmetric matrix; R™: the n-dimensional real vector space with 2-norm ||z|| = /> 7_; «2 for z = [z1 z2 -+ @,]’; R™™:

the n X m real matrix space RT: a set containing all positive real numbers and zero. N := {0,1,2,---,}; E: the mathematical
expectation operator; [2 2o (N, R"™): the space of all non-anticipative stochastic processes {vi, € R™? }ren with the norm

o 1/2
2
lvllz, = {E LZ o ]} < 003
=0

If {(z) > 0 for any = # 0, and [(0) = 0, then function [(z) is called a positive function; K: the family of all continuous positive
increasing functions pu(-); ceil(x): the smallest integer greater than or equal to x.

Appendix B Preliminaries

For the considered discrete-time nonlinear switching stochastic system (1), an event-triggered fault detection filter is adopted as

{ @1 = doy (#1) + oy (21)Uk, » doy, (0) = 0,72, (0) = 0, (B1)

=lo (Zk)(Yky — Moy, (Zk)), 20 = 0,

where k € [k¢, kt41). Besides, the parameters in the augmented system (4) is given as

~ d,(Ik)
di (T, wE) = .
(B, w0n) di(Zr) — di(zp, w) + 7 (Er)mi(zk)
o gi (Tk, wi) hi(xg, w)
i (Frwi) = , hi(Fh, wi) =
@) = g — g | T i@ sien) - hoterw)
7 (Zx) = ( s mi(@k) = Li(@k)mi(ze) — Li(@r)ma k),

‘h(mk) l ‘I1(93k) Zi(mk) = [(ik)zz(mk)
Definition 1. For a switching signal {o}}, if there exist 79 > 0, 7, > 0 such that

T2 —T1
No(71,72) < 70 + ———,
Ta

in which 7o > 7 > 0 are any positive numbers, N, (71, 72) stands for the switching numbers over an interval (71, 72), then {o}
has an average dwell time 7,

Definition 2. System zp11 = f(xk,wy) is called exponentially stable in mean square (ESMS), if there exist p > 1, ¢ € (0,1)
such that

2 k—k,
Ellzx||® < pEllzn, |2 e* %0

holds for any 0 < ko < k < 4+o0.
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We need to measure the residual signal 7, and then calculate it in real time to judge if the fault is occurring under external
interferences or not. So, the comprehensive ability to suppress external interferences and reflect fault information is important
for rj. For reasonably analyzing the capacity of fault detection filters, our purpose is to design a mixed H_ /H, fault detection
filter for discrete-time nonlinear switching stochastic system (1). We next present the definition of mixed weighted H_ /Hoo fault
detection filter.

Definition 3. A fault detection filter (B1) is called the event-triggered mixed H_ /H fault detection filter under triggered
communication scheme (3), if for positive numbers v > 0 and § > 0 given in advance, the following three requirements are met
simultaneously:

e System (4) is internally stable, which means that system

Trg1 = doy (T, wi) + o, (D)ek,
Fo = Zo c R
0

is ESMS.
e System (4) is externally stable, which means that when f = 0 and £y = 0 in system (4) , for positive real numbers v > 0,
0 < A < 1, and any nonzero vy, € I2 (N, R"™?), the weighted lo-gain from vy to rj, of the following system

Trg1 = doy (Frs wi) + hop, (B, W)V + foy (Tr)el,,
T = 'ﬁ'hrk (ik) + Ei(ik)vk + lUk (ik)ez
is no larger than =, i.e., the weighted Ho, index
k
IX*ri]l7
S0

H‘Cvn‘Hio = Sup

: 2 g, S
fr=0,&0,vp Z0,v) €12 (N, R"V) k 12,

which means that v > 0 is the disturbance attenuation level.
e The residual signal is sensitive enough to the fault, that is, when vy = 0 and Zo = 0 in system (4), for positive real numbers
§>0,0< A <1 and any nonzero f € 12 (N, R"f), the weighted l>-gain from f;, to 74 of the following system

Erq1 = doy (Fr, W) + oy, (B, W) fr + oy, (En)ek,
Th = Moy () + G (Er) fx + Loy (Er)e],

is no less than ¢, i.e., the weighted H_ index

2
)

k
[ inf el
el = in —w e 2
v =0,80=0, f, 20, f, €120 (N, R™S) ||fk”l22
S0
which means that § > 0 are is the fault sensitivity level.

According to the description of the event-triggered fault detection problems, The event-triggered H_ /Ho, fault detection scheme
is given in Figure B1.

IRV

Xy Yk Event—triggering

Plant > Sensor > . ——
Condition

Alarm Logic of i FD Y

Z0H

Detection | Filter |

Figure B1 The diagram of the proposed event-triggered H_ /Hs, FD scheme.

Definition 4. [1] We consider a continuous function W () defined on R".
(i) W (x) is called a positive definite function (resp. a decrescent function) if W (0) = 0 (resp. W (x) > 0), and there exists p € K,
such that
W(z) 2 plzl), (resp.W(z) < p(llll)), Yo eR".

(iii) W (z) is said to be radially unbounded if

liminf W (z) = oco. (B2)
||l =00
Lemma 1. 2] Ifn e R4 is a measurable random variable about o-field G, and ¢ € R™ is independent of G, then

E[g(¢,n)IG] = El9(¢, ®)]a=rn, a.s.

holds for any bounded or nonnegative function g : R™ X R R.
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Appendix C The Proof of Theorem 1

The proof is divided naturally into three parts. The first step is to define some appropriate difference operators. Choose a convex
switch Lyapunov function Vi, (%), Vo) + R"% R*. For any k € [k, kj+1), assume that min;{k — k; > 0|l € N} = ¢t and
or =i € G. Since {wy }ren is independently identically distributed and zj, &x, vk, fr and efc are Fi-measurable, according to
Lemma 1, we have

E[V; (Zr41)|Fe] =EVi(di (@1, wi) + i (Fr, wi) fo + hi (@, we) vk + 7 (Fr) ek )| Fr)
=EB[V;(di (&, wk) + §i (&, wi) f + hi(Z, wi)v + 725 (2)e)]

a‘c:ik,u:uk,f:fk,e:ez

=E[V;(di (%, wo) + §i(&, wo)v + hi (&, wo)v + ﬁi(j)e)]i:ik,1;:1)k,f'sz,e:ei_'
We define

Ax,; Vi(@k) i= E[Vi(di (@, wi) + s () e}) | Fr] — A Vi (@r),

Ay oz, Vi(@r) = EVi(di @k, wk) + §i(Fk, wi) fro + fui (Zr)ep ) | Fr] — AiVi(@x)
and

Ay, Vi(Zg) = EV;(di(Zr, wi) + hi(Zr, wi) vk + 2 (Fr)er) | Frl — NiVi(@r)

as the difference operators of the function V; with A; € (0,1).
The second step is to prove internal stability and external stability in Definition 3. When v, = 0 and fr = 0, due to the
convexness of V;, for any nonnegative scalars a; 1 and o;,2 with a; 1 + a; 2 = 1, we can get that

i (Fr)ef,)| Ful] — XiVi(@x)

Az, Vil@r) SB[ 1 Vi(——di (&, wr)) + o2 Vi(

Qg1 g2

di (&1, wo)) + i 2pti 2| s (@) 1P lef 121 Fk] — XiVi(@x). (C1)
a1 a; 2

<Ela;1Vi(

Based on Assumption 1, ¢; is a K-function. Thus the inverse function Lpi_l exists which is also a K-function. Considering the event
triggering condition (3), it follows that

eilllerl) = xi(llyxl) <0
=llell® < (07 " o xilllyrl))? k € [ke, keta], Ve € N (C2)

i

Substituting (C2) into (C1), we can get that

A, Vi(@k)

‘1 di(F1,wo)) + cvi 24,2 i (@) 17 (05 " o xi (llm (11 012) 1)) 1Fx] — As Vi (@x)

Q1 Q2

(@)% (07 o xi(lmi(IT 0)2)[D)? = XiVi(@)]a=s, -

<E[ai,1Vi(

di (2, w0)) + as,2p4,2])

71 Q2

=Efa;,1Vi(

From condition (8), we have

E[Vi(Zr+1)|Fk] — AiVi(Zk) < 0. (C3)
Taking a mathematical expectation in (C3), it follows that

E[Vi(Zk+1)] < MiEVi(Zk). (C4)
For (C4), taking the summation on both sides of it from k = k; to k < kj41, there is
- k—rj -
EVi(Zr) < X, ]EV;(J;,Q].)A

In view of V;(Z) < p3V; (&), for any 4,5 € G, we obtain

Vo,ij+1 (iﬂj+1) < #3Vi(50nj+1)~
Therefore, considering Definition 1, for any k > ko,

~ Noxk— ~ ~ Nogyk— ~ 2
Eng (Zk) < ps ONFTRORV, (mmo) = l"v:rk,lE”f”k”2 < B3 ox NO#UEO,QEHZHO Il

w0
~ 2 No —yk—k ~ 2
= El@ll” < pz CAAT OB 2k 17,
in which
i = max (252 X = max( ﬁ)\)
= = et H3 i)

V€0 g1

By condition (11), p3 > 1 and A; < 1, we can conclude that system (4) is ESMS by Definition 2. For the rest of the proof, we
prove that ||£, || < . For any nonnegative numbers o 1, o2 and ;3 with a;,1 + a;,2 + a;,3 = 1, it follows that

Ay AVi(@r)
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<E |:‘/i0¢i,1( di(Zx,wo)) + o, 2V( h (Zk, wo)vk) + aV( n (wk)ek)\ﬂ} — AiVi(Zk).

Then, based on Young’s inequality, it leads to
Ay, AVi(Ex)

<E

1 - 1 - 1
i1 Vi(——di(Zr, wo)) + @i 2Vi(——hi(Fr, wo)vr) + i spi 2| —— i (@) 12 e 17 — XiVi (@)
;1 @42 @q,3
+ 2|l (T 17 + 201 (@) el + 2012 @) vk ll? = A2 vnll® = llrll® + 'YQHUkHQ‘]:k]

<E

wo)vk) — Xi Vi(ZTk)

1 1
a;1V; wo)) + 0,2 Vi (
g [e7)
1 _ - - .
+ananiall = m@0)er o xallmi((1 0zl + ([ 0lau)un DI + 2ls(ze)]?
i,
A Np2r . —1 - ~ 2 . 2 2 2
+ 20 (@6)[17 e o xi(lma([I 012Nl + [l2:([7 01Zk) vk ID]™ + 2012 (Zk)vill” — 7" vkl

= llrel)® +72Hvk\|2|fk} ()

In view of Assumption 1, for 0 < a4 < 73 2,3 < 1, we can get that

2(1—aj1)

i all = @OIPLer o xi(lma((1 010 | + ([ Oawyonl))®

Sonomnall 22, (3 Pl o i llms (1 0z D)
+ ai,sui,2|\ﬁ(+:‘“)mm>\|2[w:l o xi(g———llz# (1 OJx)vr[)]*. (c6)

By Lemma 1, submitting (C6) into (C5) yields that
Avk)\‘/i(ik)

<E oellV( d (T, wo)) + ay, QV(—h (&g, wo)vi)

+ il fal L@l ler " o xi —— lma(1 0l )1

7 i,4
Fasonnal U 5 ) 20 (i iU 0B IDI? ~ Aa() + 20
+ 200 4l 1207 0 xa (S lma (U 010 DI

Ty

201 = s, )i @) 27 0 xe (s l24([1 Ol )un )]
1,4

1
~ [~ 2 2 2 2 2
+ 2012 @) v l® = V2 loell® = llrall® + 2 loxll }ﬂ}

<E

)

)v)

(1=l @I o (o Ima((T 0]

%www 01 (g ([T 0a)oID]? = ALV (@) + 2l (@)

+ a3,z I

+ 200,415 27 0 xa (o lma (1 ORI + 201 = s ) (@)%l o s (o s (1 0l)ol)?

5 (A 2 2 2 2 2 2
+2012:@)0l” = A7l = lIrell” + 7 Mlowll”

=&, v=0},
Because conditions (8) and (10) hold, it follows that

E[Vi(Zr11)|Fe] — AiVi(@r) < —llrill® + 2 loe ).

EVi(Z1+1) = M BVi(&1) < —Elrl|® + 9 Ellve|1*. (C7)

When Zg = 0, setting A = max;cg \;, for any T' > 0, we have

Tk, 0+ T, T—k NOJrL;’C 2
EY A @ 2 okl *EZA Mg @ Arell” 20
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T T s
SEY AT P = B AT g Te g |1? > 0. (C8)
k=0 k=0

Considering the condition about switching dwell time given in (11), (C8) leads to
kln A

T T
— - 1
EY AT ol — B YO ATT a0 i 2 0.
k=0 k=0

Letting T' — co, we can get
oo oo
2 2 k 2
EY A lvel* = B A"|Irell* > 0.
k=0 k=0

The second part of the proof ends. The remaining task is to prove the weighted H_ system performance || Lf , Hi > 62. Considering
—Ay ., Vi(Z) , similar to the proof process of the second part, we can obtain E 3 72 | fell? - E S, A¥|lre]|? < 0 from (8) and
(10).

Appendix D The Linear Case

Specially, consider the linear case with following form

{$k+1 = Ao 2k + Bop v + Fop fr + (Cop i + Doy vk + Goy fro) Wk (D1)

Y = Mo, xk + Qo vk + Zoy fi,
where A;, B;, F;, C;, D;, G;, M;, Q; and Z,; are given system parameter matrices, i € G. {wy € R}ren stands for the independent

white noise processes with E[wy] = 0, E[w}] = 0, E[w;w;] = 1 for i # j. In order to monitor the operation status of system (D1),
we introduce the following fault detection filter

{ﬁkﬂ = Ay &k + Loy (yky — Moy #4), (D2)

e = Mo, (yk, — Mo, &),

where Ai, L; and M; are the observer gain matrices to be determined. The triggered rule is in the form of

ke =0, t=0,
. (D3)
ke = ming{k > ke—1, |y — Y,y Il = 0oy lysll > 0}, > 1, € N,

T
where 6; is the event-triggering parameter needed to be designed. Therefore, the augmented system for z = can be
written as

{ik+1 = Ay Fk + Bop vk + Fop fro + Loy el + (Cop @ + Dopvie + Gop, fro)wie, (D4)

T = Mo, @k + Nopvi + Hoy fro — Mo, ek,

where

i Agy 0 B _ B, o Fop
op = . X , Boy, = it , Fop = 2 ,
Ay —Agy Ao, — Loy Mo, Bo), — Lo, No Fop — Loy Hoy,
~ C 0 ~ D ~ G ~ 0
Cop=| 78 |, Doy=| k|, Gop=| |, Lo =1 . ;
0 0 0 0 Lo,

Moy = [ Mgy My, Vg, My, | Noy = Moy Noy, Hoy = Moy Ho, .
According to Theorem 1, we can directly obtain the following result about system (D4).

Corollary 1. For the given A > 0 and § > 0 and any i,j € G, if there exist positive definite matrices P; with p; 11, < Pi <

/‘l‘i,zlnii P; < p3Pj, matrices A;, L; and M;, as well as real numbers a;, 1, a2, 4,3, a;,4 and 0;, such that

1

Q1

. - R 9
_H2 B+ 2\|Mi\|2> —[1 0] M/ M,[I 0] < 0,
1— Q1 (0%

i,4

(AP As + CLPiCy) — AP + 280 T + (

1, -, . . 2052(1 — g 4)? |~ 0;
(B{P;Bi + D{P;D;) + 2N/ N; + [2(1*0‘1‘,4)HM¢H2+ pia(1 =~ @3,4) HLiHQ} QiQi <+°I,
a2 a3 (1 —a;,4)?

1= o A - - 2u52(1 — a4)? = 0;
(FLPLFs+ GLPG) + LT = [201 = asa) s+ 22020 =20l ] O
i3

l

7
Q2

T, > ceil(maxyicg(— i‘;i‘:’ )). Then a mixed H_/Ho, fault detection filter

;3
where ;1 + a2 + a;,3 = 1 and a4 < 7\/5(11'04‘ 5
i,

(D2) for system (D1) and event-triggered communication scheme (D3) are designed.
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Figure E1 The switching signal o.
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Figure E2 The state z, and output yj of system (E1).

Appendix E  Numerical Example

Consider 1-D nonlinear system (1) as the following

{rk+1 = Qo WkTk + Doy Uk + Coy SIR(TR)WE fios (E1)

Y = dop Tk + qoy, frs

where ¢ € {1,2} and 29 = 2, {wg }ren is as in (D1). Meanwhile, the function about the event-triggered condition is chosen as
¢i(x,y) = piz® — xiy?, where ¢; and x; are positive real number. For detecting the fault fi in (E1), we construct the following
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0.4

Figure E3 The state 2, and output 7y of system (E1).
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k(step)

Figure E4 Triggering time and interval in a test.

{ik+1 =do Tk + Moy, Yky s (E2)

T = Loy (Yr, — doy 1)
V, ={V; : Vi(&) = (P; + R;))z® + R;#°> — 2R;x#, P;,R; € R, P;, R; > 0}

Mi,z = mam{P,-, Rq,}
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H_ preformance in the case of v = 0
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Figure E5 H_ performance and Ho, performance for system (E1) and fault detection filter (E4).
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Figure E6 Residual evaluation and threshold with Jy, = 0.0575

Then through Theorem 1, the parameters in (E2) need to satisfy the following inequalities

i bial = NPt

1 12 1
P;b; + &3

4,2

Xq
(-ag)af 4o

*

Ri <7,
_[—1_ p.2 .
(s Pic? + R

)]

(qins — ¢i)?) — pi2—3
eFag g

A2q? — 2P

3 pi o] + 2077 +2
i

X [7d} Rin2d;d; — 4l?d?
k2

i,4%

N
L

L_Rid; — A\ Ri + 202d?

g1

X g2 1 2[%2¢% > 62
Z(—a; T +2e 207

(E3)
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and switching dwell time T, meets the condition (11). The model parameters are assumed to be a; = —0.0541, as = 0.3277,
by = —1.7896, by = 0.2106, ¢ = —0.6645, co = 0.4750, di = 0.2030, d2 = 0.3039, ¢q1 = 0.8588, g2 = 1.4963. If we set v = 2
and § = 1, then by solving (E3) and (11), there are a1 = 0.0239, a2 = 0.5067, 1,3 = 0.4694, 1,4 = 0.2701, 2,1 = 0.2647,
a2 = 0.2828, a3 = 0.4525, az 4 = 0.1802, P; = 0.9261, P, = 0.5503, R; = 0.7451, Ry = 0.5363, \; = 0.9726, A2 = 0.9186,
ps = 1.2429. The average dwell time T, = 8. Meanwhile, the fault detection filter can be designed as

when o = 1,

ikﬁ-l = 70.440857)@ - 0.2302ykt,
T = —1.8484(yy, — 0.20302},),

(E4)

z = —0.0752&;, — 0.1469
{zk+1 Tk Ykt when o = 2.

rr = 0.8217(yr, — 0.3039%y),
and the event-triggering conditions are obtained by

D1y = yiey_y s llynll) = 0-5197[lyx — yi, _, |* — 0.2245]y||*

and
b2(llye — vk s Ny ll) = 08217y — yr, o II* — 0.1373|yx |1

Besides, in order to exhibit the effectiveness of the obtained design strategy, choose the external disturbance signal vy = 0.9%, the
fault signal

1, ke {10,11,---,20},

0, otherwise.

fr =

Figure E1 displays the switching signal o). The trajectories of systems (E1) and (E2) in fifty simulation results are shown in
Figures E2 and E3, respectively. It should be pointed out that the results of each experiment are drawn by the curve of random
color. The amount of measured data transmitted is decreasing efficiently. In Figure E4, we draw the event-triggered transmission
intervals in one experiment. It is shown that the energy and network bandwidth has been saved significantly. Based on (6)-(7), we
can conclude that the designed detection threshold J;, = 0.0575 with evaluation window T" = 10. In the fault case, the fault can
be detected (see Figure E6). When fault fi = 0 and only external disturbance v occurs, the decision logic will not alarm. Besides,
Ho performance and H_ performance are shown in Figure E5. In general, the desired fault detection objective can be achieved
by using our obtained design strategy.
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