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Dear editor,

K2 is a secure and high-performance stream cipher and
has been standardized by ISO/IEC 18033-4. The MASHA
stream cipher is a successor of K2 with integrated MAC
functionality proposed in 2011. Based on optimizing the
guess and determination process, we present an improved
Guess and Determine attack on MASHA with time com-
plexity of 2224, reducing the time complexity of the existing
attack by a factor of 296, To the best of our knowledge, this
is the best attack on MASHA so far.

Introduction. Generally, a stream cipher is mainly a
pseudorandom keystream generator, which produces a pseu-
dorandom keystream sequence to encrypt the plaintext
messages. Clock-controlled keystream generator is a well-
known method for building stream ciphers. Various clock-
controlled stream ciphers have been proposed, e.g., A5/1 [1],
LILI-128 [2], MICKEY [3], and some recent cryptanalytic
developments on clock-controlled stream ciphers can be
found in [4,5]. In 2007, Kiyomoto et al. [6] presented a
new design of irregular clocking for word-oriented stream
ciphers, called dynamic feedback control, and proposed the
K2 stream cipher. It has an excellent performance in hard-
ware and software. The designers believe that the dynamic
feedback control mechanism is potentially effective against
several different types of attacks, not only existing attacks
but also novel attacks. The K2 stream cipher has been stan-
dardized by ISO/IEC 18033-4 in 2011.

Based on the K2 stream cipher, a new high-speed
stream cipher with integrated MAC functionality, called
MASHA [7] (message authenticated streaming-encryption
heterogeneous algorithm) was proposed in 2011. The ci-
pher uses a 128-bit key in conjunction with a 192-bit IV
to provide a 128-bit security level for both encryption and
message authentication. Based on a deep security analysis
on MASHA, the designers claimed that MASHA is secure
against all known attacks, e.g., Guess and Determine At-
tack, which is an attack strategy that has been successfully
applied to many stream ciphers [8,9]. Besides the security
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analysis by the designers, no attack on MASHA has been
published so far. In the specification of MASHA | the de-
signers presented a Guess and Determine attack on MASHA
with the time complexity of 2320,

A brief description of the MASHA stream cipher. We re-
call the MASHA stream cipher briefly, for more details refer
to [7]. MASHA can be divided into three parts: two feed-
back shift registers, FSR-A and FSR-B, and a finite state
machine (FSM). The total size of the internal state is 640
bits. The symbols & and + denote bitwise exclusive-or oper-
ation and addition modulo 232, respectively. The structure
of MASHA is shown in Figure 1 in [7]. Since our attack is
not concerned with the initialization and MAC generation of
MASHA, thus here we omit these two parts in the following
description.

Denote by A? the i-th register of FSR-A at time t. FSR-A
consists of five 32-bit registers and operates with the follow-
ing recurrence functions:

Afl = a0Af @ Al @ A}, (1)

Al = AL (0 <i<B). 2)

Denote by Bj the i-th register of FSR-B at time t. FSR-
B consists of eleven 32-bit registers and operates with the
following recurrence functions:

Bi{1 = A} + MSub (a1 B{[®, +]ci0, Bt

oBi®, +a1 B + B o Cll),  (3)
B, = A} + MSub (Bf ® CtL) , (4)
Bi =BT (0<i<3,5<i<9), (5)

where the control bits cl0; = A?[31] and cll; = A?[30] are
defined as the most significant bit and the second most
significant bit of A?, respectively. CF and Cg‘ denote
the higher and lower 32-bits of ciphertext C, respectively.
MSub is a nonlinear transformation and consists of a 32 x 32
S-box Sub prepended by the AES MixColumn operations.
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The FSM consists of four internal 32-bit registers R1, R2,
L1 and L2. The internal registers are updated as follows:

Rliy1 = SUb(L2t + Bt5)7 (6)
Ll¢y1 = Sub(R2; + BY), (7
R2;11 = Sub(R1;), (8)
L2t+1 = Sub(th) (9)

At time t, a 64-bit keystream z; = (21, 2[*) is generated
as follows:
zF = A} ® (R2; + R14), (10)

22 = AV @ (L2 + L1y), (11)

where th and th denote the higher and lower 32-bits of z¢,
respectively.

At time ¢, MASHA encrypts a 64-bit plaintext message
Py = (PR, PF) to the ciphertext Ct = (CH,CF) as follows:

Ci =z @ Pr, (12)

Ci' =z @ P (13)

Improved Guess and Determine attack on MASHA. In
the specification of MASHA [7], the designers propose a
simple Guess and Determine attack on the MASHA stream
cipher with time complexity of 2329, The main idea of their
attack is to guess all components of FSR-A and five compo-
nents of the remaining cipher, and then determine the re-
maining unknown components. In our attack on MASHA,
we also guess all components of FSR-A, which is the same
with their attack. Unlike their attack, we only guess two
components of the remaining cipher by optimizing the guess
and determination process of their attack. Thus, a total of
seven components, i.e., A?,A},A%,A?,A;‘,th,th, should
be guessed in our attack.

For convenience, A ﬁ) B denotes the deduction of B

from A by equation (*). The determination process of our
attack can be divided into two phases as follows.

Phase one. For a given guess, all bits of the following
unknown components can be immediately determined by
exploiting the relationships of the cipher.

o ¢y 2,
(10)

o 2l A} Rl — R2;.
o 21,49 11, 1 1o,

8
° th ~(—-)—> R2t+1.
L] th ﬁ) L2t+1.

0 Al A2 A3 44 (12 0 1 2 3
S AY AL AL AL AY Ay Agp Avps A
AL,
(12,13)
o Ciy1,Pri1 —— 241

(10)
(] ZtLJrl,A?JFl,RQH_l E— R1t+1.

11
L[] ZtH+1,A?+1,L2t+1 u} th+1.
(6)

o Rl;iq1, L2, 2 B3,

o Lli11, R2: o, BY.

Phase two. The last eight steps of Phase one can be re-
peated for i = 1,2,...,5 to determine more unknown com-
ponents.

(8)
[ ] R1t+~; — R2t+i+1-

(9)
° L1t+i — L2t+¢+1.
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0 1 2 3 4 1,2) 0 1
2' At+i’3At+i7 Ai—&-i’ Afyi Aty Alviry Aipicn
Aftitr Ay Arpirr

(12,13)
o Cipit1, Pryiv1 —— Zeyiy1-

L 4 (10)
® iy At+¢+1v R2¢4i41 — Rlyqita.

* Zhipn ALy L20pin s Lygiga.
[ ] R1t+i+laL2t+i ﬁ) Bt5+i'
o Llpiip, R2000 2 BY,,.

Up to the end of Phase two, we have obtained R2¢, L2¢,
B?+i,Bt5+i,i = 0,1,...,5. It is easy to know that Bti =
BY, (i = 1,...,4) and BJ"" = B}, (i = 1,...,5)
hold, which means we have obtained all eleven components
BY,...,Bl% of FSR-B. Thus, up to now, we have recov-
ered all 640-bit internal state of the MASHA stream cipher.
And then we tested the correctness of the recovered internal
state by producing a keystream and comparing it with the
observed keystream. If the keystreams agree, the recovered
state is correct. Otherwise, we repeat the above process
until the correct internal state is found.

In our Guess and Determine attack on the MASHA
stream cipher, a total of seven 32-bit words, i.e.,
A?,A},A%,A?,A;‘,th,th, should be guessed. Then the
remaining components can be determined using the pro-
cess above. Thus, the time complexity of our attack on
MASHA is 2224, In the attack, we only utilize 14 keystream
words, i.e., z¢,..
then about another 6 keystream words are required to verify
whether the found internal state is correct or not. Thus, our
attack requires about 20 keystream words in total.

Conclusion. So far, no attack on MASHA has been pub-
lished, besides the security analysis by its designers. In this
study, based on optimizing the guess and determination pro-
cess of the designers’ Guess and Determine attack, we pro-
pose an improved Guess and Determine attack on MASHA
with time complexity of 2224, which improves their attack
by a factor of 296, To the best of our knowledge, this is the
best attack on MASHA so far.

., Zt+6, in the determination process, and
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