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Dear editor,

Recently, researchers have discovered a new kind of attack

named Meltdown [1] that exploits the out-of-order execu-

tion behavior of modern processors and side-channels. The

adversary can use this method to overcome the memory iso-

lation that is protected by a processor and read the entire

kernel memory of a machine it executes on. Mitigating this

new attack is thought to be expensive at the moment be-

cause current solutions are based on common optimization

techniques for modern processors.

Mitigating Meltdown can be achieved through either

hardware redesign or software workaround. It is a straight-

forward idea to fix the issue by enabling the hardware to

identify whether a memory fetch would violate a security

boundary and prevent execution. Since hardware redesign

is expensive and not applicable to existing systems, software

workaround is the best short-time solution at the moment.

According to Lipp et al. [1], KAISER (kernel address iso-

lation to have side channels efficiently removed) [2] can be

used as a software countermeasure against Meltdown that

modifies the operating system to prevent the kernel from

being mapped in the user space. In the worst case scenario,

it would introduce about 30% regression on a loop-back net-

working test [3]. We present a new method that inserts a

gadget on the path to exception handlers in the Linux ker-

nel. Any application that is not on the white list and raises

an exception may trigger the gadget to flush the cache lines

so that the side-channel would be cut off. Since an excep-

tion is rarely raised, it has little impact on the performance

of normal applications.

To perform a Meltdown attack, the adversary would re-

peat the following three steps. First, an inaccessible mem-

ory address or privileged system registers are loaded into a

register. Second, a transient instruction performs memory

accesses to allocate cache lines based on the register that

has been loaded with sensitive contents. Third, the attacker

uses Flush+Reload [4] to extract the sensitive information

encoded in the timing channel of the memory locations ac-

cessed in the second step. During the first step, the access to

privileged resources from a user space program would finally

raise an exception because its permission level does not allow

it to do so. However, under out-of-order execution, there are

a number of instructions in a small time window before the

exception is finally raised. Hence, a race condition occurs.

The attacker can then fill this time window with malicious

codes that allocate cache lines to record sensitive contents

in a microarchitectural state. After the exception is raised,

the pipeline would be flushed. All the changes in the archi-

tectural state made by the malicious transient instruction

sequence would be rolled back, but the microarchitectural

side effects will be retained. The exception would then gen-

erally terminate the user space program. Thus, an attacker

can exploit this to extract sensitive content from the covert

channel.

Since exceptions would be triggered when performing a

Meltdown attack, we propose a method that injects noise

into the covert channel or resets the microarchitectural

states when an exception is detected. By injecting noise

into the covert channel, an attacker could extract some in-

formation from the channel but incorrectly. Otherwise, the

operating system would explicitly flush the cache lines, elim-

inating the footprint that the transient instructions recorded

in the microarchitectural states. Figure 1 shows the pro-

gram flow after inserting a gadget on the path to cut off the

covert channels to exception handlers. As long as an excep-

tion is raised, the source instruction has to be retired, in

which stage the out-of-order architecture executes in order.

Therefore, no transient instructions would be executed after

an exception is raised. Hence, the noise or the cleanup states

would be maintained. No further race condition would occur

between the transient instructions and the gadget before the

adversary tries to extract the contents in the side-channel.

As the exception is triggered only on the path to excep-

tion handlers, as it will have less impact on the performance

of most applications. Further, it can be used to mitigate

rogue data cache load as well as rogue system register read

which cannot be achieved using kernel page-table isolation
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(KPTI). We verified this with the proof-of-concept program

published on Github [5].
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Figure 1 Inject noise or sweep up microarchitectural states

when the Meltdown attack triggers an exception.

We implemented the mechanism in a mainline Linux ker-

nel v4.15 on the ARM platform and ran several benchmarks

to evaluate the impact of our new approach on performance

compared to KPTI. Under these two kernels, we launched

various tests targeting performance, from the kernel to the

user space. We first ran UnixBench to get a general view

of the system performance. Then, we ran SPECCPU2006

under those two kernels to survey the impact of the ker-

nel mitigation on pure computing in user space. For IO

(input/output) performance, dbench was chosen to evalu-

ate the storage workloads while tbench was used to measure

the network stack. The results show that our method has

little impact on the whole system, whereas KPTI impacts

performance in some scenarios. The overhead introduced by

the KPTI mainly reflects in the results of UnixBench and

tbench that represent the general view of the system and

network stack IO performance, respectively. Our method

gains about 15% more scores in UnixBench and over 16%

more throughput in tbench tests. Both mitigation schemes

have little impact on the overall computing performance for

the system as well as the disk IO.

The on-demand cut off method can mitigate Meltdown

with fewer overheads than KPTI because it avoids unmap-

ping kernel address while switching to the user space that

will also trigger the processor to flush the TLB (transla-

tion look- aside buffers). The key feature we utilize is the

exception that will be raised when the adversary accesses

privileged resources from the user space. In the original

Meltdown study, the authors proposed two approaches for

handling exceptions: exception handling and exception sup-

pression. To handle exceptions, an attacker may choose to

folk a child process to execute transient instruction and be

killed by the signal or simply install a signal handler to re-

place the default termination operation. This can easily be

caught because the exception is triggered explicitly. How-

ever, mitigating attacks that suppress exceptions would in-

volve more complexity.

On the Intel platform, the attacker can take advan-

tage of transactional synchronization extensions (TSX) to

suppress exceptions. With TSX technology, the instruc-

tion that breaks the privilege level can be wrapped into

a transactional code region that starts with XBEGIN and

ends with XEND. Once the instruction violates the permis-

sion, the transaction failure would redirect the CPU to roll

back the architectural state and continue to execute rather

than raise an exception. Fortunately, TSX has its own ex-

ception mechanism, with which we can configure PMU (per-

formance monitor unit) counters to raise an interrupt once

a specific number of RTM (restricted transactional mem-

ory) abort is triggered. On a platform without hardware

transaction memory such as TSX, the exception can also be

suppressed by exploiting speculative execution of a mispre-

dicted branch similar to Spectre attack [6]. To train the

branch predictor, the attacker can make the CPU execute

only transient instructions speculatively by ensuring that

the branch condition is always false. To deal with this situ-

ation, we can use the method introduced by Pierce et al. [7]

which utilizes a PMU counter overflow event to raise an ex-

ception on the mispredicted branch.

With the on-demand cut off mechanism, it is difficult

to extract sensitive content through the cache timing side-

channel, but the attacker can use the malicious Meltdown

code to slow down the system performance and launch a DoS

(denial-of-service) attack. Hence, a mechanism is necessary

to detect whether there is a real Meltdown attack and ter-

minate the malicious process accordingly. A counter could

be used to record the number of times that the gadget is

executed. When it exceeds a preset threshold, a scanner is

triggered to check whether there are malicious codes in the

instruction window. If no malicious codes are detected or

the program is in the white list, then either the gadget or

the detection is turned off and the entire system continues

to run as usual. Otherwise, the attacker is exposed, and the

malicious process will be killed. Recalling that out-of-order

execution is a restricted form of data flow computation [8],

all the malicious transient instructions in a Meltdown attack

have to be within an instruction window that begins with an

instruction that violates the permission level. Therefore, the

number of instructions that need to be scanned is limited,

thereby introducing little overhead.

Conclusion. In this study, we present a new method for

mitigating Meltdown attacks that cut off the side-channel

on-demand when an attack raises an exception. We in-

serted a gadget on the path to exception handlers in the

Linux kernel. If any application that is not on the white list

raises an exception, it may trigger the gadget to flush the

cache lines to cut off the side-channel. Since an exception

is rarely raised, it has little impact on the performance of

normal applications. It eliminates the overhead introduced

by KAISER while mitigating the rogue system register read

variant. We implemented a prototype on Linux kernel v4.15

and evaluated the performance overhead. The experimental

result shows that it gains about 115% in performance scores

as compared to KAISER in UnixBench.
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