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Dear editor,

The SM3 cryptographic hash algorithm [1] was approved

as the only standard hash function in China and stan-

dardized as a Chinese National Standard (GB standard) in

2016. Soon after, SM3 was standardized by the Interna-

tional Organization for Standardization (ISO). The struc-

ture of SM3 is similar to SHA-2 family [2], which based on

the Merkle-Damg̊ard construction, with the addition of sev-

eral strengthening features including a more complex step

function and stronger message dependency than SHA-2.

As a standard cryptographic algorithm, the performance

of SM3 on a variety of platforms should be comprehen-

sively evaluated. Currently, there exist implementations on

x86 processor [1], FPGA architecture [3, 4] and other plat-

forms [5]. We introduce related work in Appendix A. How-

ever, to the best of our knowledge, there is no implementa-

tion on the graphics processing units (GPUs) platform, fur-

thermore, it is desirable to improve previously known speed

of the algorithm. This work fills the gap by presenting the

first implementation of SM3 hash algorithm on NVIDIA’s

GPU devices.

Simultaneous hashing a large amount of independent

messages has many potential scenarios. In a large data stor-

age server, e.g., Amazon’s S3, data deduplication techniques

are always used to reduce volumes. During the deduplica-

tion phase, a great number of files are scanned and divided

to chunks, which are further hashed to identify data redun-

dancy. Another example is the TLS/SSL server workload

where hash functions are used to authenticate the session

data of each user. For a large e-commerce website (e.g.,

Amazon), or a social networking site (e.g., Facebook), a

huge amount of web traffic occurs thus requiring efficient

implementation of concurrent hashing.

The contributions of this study are three-fold. First, this

study presents the first implementation of SM3 hash algo-

rithm on the GPU platform. The SM3 algorithm and the

CUDA framework are briefly reviewed in Appendix B. To be

specific, two dedicated computation schemes are proposed

to utilize the parallel power of both CPUs and GPUs. Sec-

ond, to obtain a high throughput, the SM3 kernel and the

memory transaction are extremely optimized. Finally, we

conduct comprehensive experiments of two types of data on

two types of graphics cards. For the fixed size data of 32

KB (resp. 64 KB), the throughput is 86.86 Gbps (resp.

82.58 Gbps) on GTX 1080 (resp. TITAN Xp). This perfor-

mance result shows that our implementation obtains 13.28×

(resp. 12.63×) speedup compared with the best SM3 imple-

mentation previously known. Meanwhile, the performance

is 4.91× (resp. 4.67×) faster than the best known SHA-3

implementation. For the arbitrary length data, our imple-

mentation achieves 6.59 and 6.90 Gbps on TITAN Xp and

GTX 1080, which is also comparable with the best SM3 im-

plementations.

Implementation architecture. We propose two dedicated

computation schemes here and present our optimization

techniques in Appendix C.

As the hash algorithm can take an arbitrary length mes-

sage as input, we build our kernels for two types of data.

The first type is that all the messages have the same length

which may correspond to the block-level data deduplication

scenario. The second type is that each message has its own

length. Hereafter, we refer these two types of data as fixed

length data and arbitrary length data.

The SM3 hash algorithm contains mainly two stages: the

padding stage, and the iterative expansion and compression

stage. The padding stage appends some bits in the end of

a message where the inserting position is determined by the

message’s length. When hashing multiple independent mes-

sages, if the lengths of messages are the same, no divergence

occurs. However, when the lengths are different, such a

length-dependent padding procedure results in unavoidable

divergence on the GPU platform thus decreases the perfor-

mance. Therefore, we propose two different computation

modes for this two types of data.

In a simultaneous hashing scenario, multiple messages,

which can be network traffic or local files, are first copied

to the CPU memory. Then according to the type of data,
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Table 1 Performance comparison with related work

Data type Implementation Platform Latency (ms) Throughput (Gbps)

Fixed length

SM3 ([6]) ASIC – 6.54

Keccak-256 ([7]) GTX 295 – 17.70

Plain-SM3
GTX 1080 3.38 39.71

TITAN Xp 2.52 53.26

Optimized-SM3
GTX 1080 395.59 86.86

TITAN Xp 832.17 82.58

Arbitrary length

Plain-SM3
GTX 1080 632.83 3.26

TITAN Xp 525.26 3.92

Optimized-SM3
GTX 1080 298.45 6.90

TITAN Xp 312.87 6.59

different computation procedures are applied:

• Fixed size data. Since all messages have the same

length, no divergence will occur in the SM3 algorithm in-

cluding the padding stage. Thus the messages are trans-

ferred to the GPU device directly. The whole SM3 algorithm

is executed on the device.

• Arbitrary size data. As explained before, the padding

procedure results in divergent executions. It turns out that

the padding is more efficient on the CPU side. Thus we

let the CPU first add padding to each independent mes-

sage. Since the number of messages can be very large, we

also parallel this padding stage by using multiple threads on

the CPU side. After padding, all messages are transferred

to the GPU device and further compressed by the iterative

expansion and compression stage on the GPU side.

Finally, all computed digests are copied back to CPU

side. These two working modes obtain divergence-free im-

plementations on GPUs which is crucial for the performance.

Implementation analysis. Two performance metrics are

considered: throughput and latency. Throughput is the data

rate, i.e., how many bits we can process in one second. Here-

after, let Mbps (one million bits per second) denote this

metric. The latency is the running time of following stages:

copying data from CPUs to GPUs, the SM3 kernel and copy-

ing data from GPUs to CPUs. In the case of arbitrary length

data, the CPU padding time is also included in the latency.

Our overall goal is to achieve a high throughput with a rea-

sonable latency (i.e., less than 1 s).

The benchmark of our implementation is performed on

two platforms: an Intel Xeon CPU E5-2609 v4 @1.7 GHz

with a NVIDIA GeForce GTX 1080 GPU, and an Intel Xeon

CPU E5-2667 v4 @3.2 GHz with a NVIDIA TITAN Xp

GPU. On both platforms, the CPU has 128 GB memory

and 8 cores. We refer these two platforms as the GTX 1080

and the TITAN Xp. For compiling we use nvcc (version

7.5.17) with flags -O3.

The benchmark procedure on two types of data is pre-

sented in Appendix D. We present the performance com-

parison in Table 1. The state-of-the-art implementation of

SM3 algorithm is owned to [6] which achieved 6.54 Gbps on

ASIC. Our implementation achieves at most 86.86 Gbps for

the fixed size data of 32 KB on GeForce GTX 1080, which is

13.28× faster than [6]. On TITAN Xp, the peak throughput

is 82.58 Gbps for the fixed size of 64 KB, which is 12.63×

improvement. For the arbitrary length data, our achieved

throughput is also comparable with [6]. We also compare the

performance with state-of-the-art implementation of SHA-

3 [7]. On GTX 1080 and TITAN Xp, our implementation

achieves 4.91× and 4.67× improvements compared with [7].

Besides compared with exist softwares, we also conduct

a plain implementation to verify that our purposed schemes

and optimizations are in fact practical. Concretely, the ba-

sic implementation involves the whole SM3 algorithm on the

GPU side. Meanwhile, it does not adopt the proposed opti-

mizations. We benchmark the fixed size data and arbitrary

length data. It turns out that the plain implementation

achieves peak throughput 39.71 Gbps (resp. 53.26 Gbps) on

GTX 1080 (resp. TITAN Xp) for the fixed size data of 8 KB

(resp. 4 KB). In the arbitrary length case, 3.26 Gbps (resp.

3.92 Gbps) throughput is obtained on GTX 1080 (resp. TI-

TAN Xp). Compared with the performance of optimized

implementation, these performance result proves that our

optimizations effectively improve the performance.

Conclusion. As the only approved hash algorithm in

China and an ISO standard, SM3 currently has no imple-

mentation on the GPU platforms. This study fills the gap by

give the first SM3 implementations on NVIDIA’s GPUs. We

proposed two dedicated computation modes to fully utilize

the parallel computing power of both CPUs and GPUs and

allow pipeline executions. We then developed a few general

and hardware-specific optimization techniques to build an

efficient SM3 kernel, and decrease the memory transaction

latency. Finally, we conducted experiments that achieve a

throughput of 82.58 and 86.86 Gbps on GTX 1080 and TI-

TAN Xp cards, respectively, which are 12.63× and 13.28×

speedup compared with the best known SM3 implementa-

tions.
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