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Abstract The industrial Internet of Things (IIoT) has attracted enormous attention from academics and

industries, which is a significant component of the future transformation of industrial systems. The analysis,

understanding, and application of all kinds of fragmented data in IIoT is one of the critical technologies

that need to be studied in the future. The identity resolution technology is the most promising technology

to achieve this goal at present. Although many identity resolution systems based on domain name system

(DNS) have been proposed, there are technical problems with a single root node causing system performance

bottlenecks and slow resolution rates. In this paper, we focus on a widely used distributed structured

peer-to-peer (P2P) object name system (ONS) and redesign a novel identity resolution system based on

a Dual-Chord algorithm for IIoT. The support vector machine (SVM) algorithm is first introduced in the

system designed in this paper to implement the clustering of the P2P network. And then, the Dual-Chord

algorithm is proposed, which can get better performance than the classical Chord algorithm. This system

resolves the mismatch between logical and physical addresses and improves the resolution rate of the system.

Finally, through PeerSim network simulation software, this paper evaluates the simulation performance of

the improved identity resolution system based on the Dual-Chord algorithm. Simulation results prove that

the system proposed in this paper is a more efficient identity resolution system.
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1 Introduction

With the deep integration of new-generation information technology and the manufacturing industry, the
industrial Internet of Things (IIoT) is considered to be an essential and important part of the future
industrial system transformation [1]. The core of the IIoT is to build a new industrial manufacturing and
service system with all elements, all industrial chains, and all value chains by building comprehensive
connectivity of people, machines, material to promote a series of new business models and a new round
of changes in the global industrial system [2, 3].

Now we have witnessed the increasing use of intelligent devices and communication applications in in-
dustrial production monitoring and their impact on industrial design, manufacturing, production, trans-
portation, and sales activities [4]. With the development of the world economy, more and more countries
pay attention to IIoT, and expect to use advanced technology to improve the traditional manufacturing
industry [5]. One of the key technologies and application directions of IIoT, is the understanding and
application of all kinds of split data involved in intelligent manufacturing. It is necessary to know and
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grasp the source, flow process, and use of the data when trying to understand it. At present, it can be
seen that the only hope to meet this task is the identity resolution technology.

The identifier resolution system is an essential hub for the realization of IIoT. It is responsible for the
distribution, registration, management, analysis, and routing of the identity of goods and supports the
full life cycle management of equipment, people, and materials in IIoT [6]. At present, the mainstream
identification technologies include electric protocol code (EPC) [7], entity code for IoT (Ecode) [8], han-
dle [9], which are proposed by different organizations. These identity resolution system’s starting point is
to mark an object and provide information query and then develop into a kind of underlying information
architecture which is as crucial as domain name system (DNS) on the Internet.

Although many DNS-based identity resolution systems have been proposed, for example, EPC, which
has been used in many companies and enterprises in the world, also has technical problems with a single
root node causing system performance bottlenecks and slow resolution rates [10]. This paper explores
the improvement of the identity resolution scheme, and focuses on the EPC coding system based on the
EPCglobal structure. Its object name system (ONS) resolution system is more representative in the field
of identity resolution, which has a vast item information exchange network worldwide. Therefore, this
paper studies the ONS identity resolution system, and deals with these problems in the DNS based ONS
resolution system, such as the root server overload and the bottleneck caused by single point failure.
This paper proposes to use the peer-to-peer (P2P) paradigm in the ONS resolution system, especially
the structured distributed P2P paradigm, which has a better comprehensive performance. The overall
contributions of this paper are listed as follows.

• First, we consider a novel identity resolution system. In this system, we use the routing strategy
based on node performance and design the quantitative way of node performance. In the network with
better performance of upper nodes, we use the bidirectional Chord routing algorithm based on node
distance and introduce the index caching mechanism into the network with the general performance of
lower nodes, which significantly improves the query performance and stability of the identity resolution
system.

• Next, in order to solve the problem of mismatch between physical address and logical address in the
proposed architecture, this paper introduces a small world model and support vector machine (SVM)
algorithm, realizes the clustering of feature nodes, and solves the problem of node hierarchy in the
architecture.

• Finally, extensive simulation results of the Dual-Chord algorithm and Chord algorithm performance
are illustrated and analyzed to demonstrate the performance of the proposed system.

The remaining parts of this paper are organized as follows. Related work and existing developments
to identity resolution are presented in Section 2. The design principles and algorithms used and the
workflow of the system are designed in Section 3. Following that, we use the PeerSim simulation program
to simulate and evaluate the performance of the system designed in this paper in Section 4. Finally, we
conclude the article in Section 5.

2 Related work

The identity resolution system is an essential hub for the realization of the IIoT, which is responsible for
the distribution, registration, management, resolution, and routing of the identity of items. It supports
the full life cycle management of equipment, people, and materials in the industrial Internet. Therefore,
among the participants of the industrial Internet, identity resolution is paid more and more attention.

In academic circles, many kinds of identity resolution schemes have been proposed. According to their
evolution, they can be divided into two categories. One is the improved path based on DNS. Typi-
cal representatives are the ONS of EPCglobal organization [7], the object identifier resolution system
(ORS) jointly established by International Telecommunication Union (ITU) and International Organiza-
tion for Standardization (ISO) [11], the uCode resolution system proposed by Japan Internet of Things
Application Organization [12] and the Ecode independently developed by China [8]. The other is an
innovation path unrelated to DNS, e.g., identifier resolution technology for specific industries of IIoT,
such as handle identifier resolution technology for radiofrequency electronic tags maintained by DONA
foundation [9, 13, 14], and ubiquitous identifier (UID) resolution technology proposed by Tokyo Univer-
sity [15, 16]. There are still many ORS identity resolution systems under ITU and ISO international
organizations, but the relevant ORS coding standards have been published [17, 18].
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Figure 1 ONS service query flow chart.

Nevertheless, in practical applications of industrial production, the ORS identifier applies only to the
electronic communications and medical fields, and Handle only succeeds in product traceability and digital
libraries. However, the EPC coding system under the EPCglobal organization is used in many companies
and enterprises in the world, so the ONS resolution system in the field of identity resolution is quite
representative. There are two kinds of identifier resolution systems of ONS based on the EPC system,
i.e., global identity system and local identity system of the company or industry. VeriSign company is
responsible for the management of the global identity system. The identity resolution system of the
company or industry can use the identity resolution system of the global scope to obtain the object
information of the goods and exchange the data flow, which is the most widely used and the most mature
operation [10].

At present, ONS mainly uses the existing Internet domain name service (DNS) domain name resolution
system to resolve the domain name. First, the electronic label EPC in each item is transformed into the
domain name standard format. Then the domain name is resolved to obtain the EPCIS information
server address storing the EPC code details. The specific query process is shown in Figure 1. ONS can
provide a global resolution and query service like DNS. It resolves the EPC code read by the item tag
identifier into one or more resource locators similar to the Internet address. It then further finds out
the details of the corresponding item or commodity. Because ONS relies on the domain name resolution
system of the Internet to query information, the format of the resource locator of the ONS system is the
same as that of the DNS system. The uniform resource locator is used to query the IP address of the EPC
information server, i.e., EPCIS, and search the detailed information related to the article. However, it can
be seen that the DNS-based ONS resolution system has some problems such as overload of root nodes and
bottlenecks caused by single-point failure. Therefore, domestic and foreign research institutions began
to use P2P technology in the resolution system, uniquely structured distributed P2P technology. In the
Conference of Sensor Networks and Trusted Computing in 2010, Sergei Evdokimov [19] and other experts
summarized the implementation principle of five kinds of discovery services (DS) and the advantages and
disadvantages of various aspects of performance. They pointed out that the ONS resolution service based
on structured distributed P2P technology has a better comprehensive performance. The ONS resolution
system based on P2P does not need to convert the EPC code into the corresponding form in DNS, but
directly maps the EPC code to the EPCIS information server by Hash operation [20]. At the same time,
the P2P-on resolution system cancels the central server, and each server has a relatively balanced load.
In general, the P2P-on resolution system dramatically reduces the query delay and improves the query
efficiency [21].
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3 The design of identity resolution scheme

Structured distributed P2P is the best choice for identity resolution in the IIoT, which has a complete
and widely used model system. It does not set up index servers and uses virtual addresses to identify
the location of nodes in the network, which overcomes the shortcomings of limited search scope and low
scalability in unstructured P2P. It cancels the function of the index server, and the virtual logical address
of each node is obtained by Hash processing the node’s IP address. Therefore, the virtual logical address
of this P2P network is fixed, and the corresponding structured P2P network system’s structure is fixed.
It does not change with the joining or exiting of nodes. Because node information is stored in the routing
table after the Hash operation, a structured distributed P2P network is also called distributed Hash table
(DHT) network.

The main advantages of DHT are that it does not need domain name conversion to solve the problem
of insufficient address space caused by the use of IP address in a DNS-based identity and resolution
system. A point-to-point system overcomes the system bottleneck caused by the overload of the root
server, better optimizes the query process, and improves resolution efficiency. However, there are still
some problems to be solved when the existing structured P2P system is applied to IIoT scenarios.

(1) The mismatch between the DHT and the underlying network. Because the structure of the P2P
network is based on the arrangement of virtual addresses obtained by Hash mapping, there are logically
adjacent nodes, but they are far apart. There may be a phenomenon of divergence in query, which affects
query efficiency.

(2) Performance, capacity, and interest heterogeneities of nodes lead to low resource utilization. Nowa-
days, the P2P network is built on the premise of peer-to-peer of all nodes. That is to say, whether the
performance of the nodes is a large server or a personal computer, it has to undertake the functions of
initiating query requests and responding to retrieval in the P2P network. Nevertheless, this obviously
does not match the computing performance and storage capacity of each node in the actual situation.

(3) Dynamic changes of the network. The joining and exiting of nodes will increase query delay and
generate additional node information maintenance overhead. There will be interest, location, preference
correlation between different nodes.

3.1 Matching physical address with logical address

The problems faced by the structured P2P-ONS parsing system are analyzed at the beginning of Section
3. The critical problem is that the virtual address does not match the physical address. However,
from the essence of IIoT, it is to query and analyze the attributes of items in various industries after
they are identified and stored. There will be interest, location, preference correlation between different
nodes. Therefore, we consider introducing the small world model into the structured P2P-ONS identity
resolution system to solve the first problem.

3.1.1 Small world model

The small world theory originated from some social network studies. Stanley Milgram [22] first proved
the existence of the small world model through the phenomenon of “six-degree separation” in the 1960s.

Steven Strogatz proposed a new network model called WS small world model to analyze “small world
phenomenon” through WS small world model. WS small world model has excellent significance to
P2P networks. It points out that peer-to-peer nodes can randomly link with long-distance nodes when
maintaining short links with neighbor nodes.

The small world model is applied to the P2P network, which makes the nodes in the network correlate
according to some characteristics. This feature is the stored resource keywords in the IIoT identity reso-
lution system. The nodes with high correlation store and analyze similar identity information. Therefore,
by analyzing the correlation between the characteristics of the nodes, when assigning logical addresses, the
nodes with high correlation can be placed in the adjacent positions of the logical network. Furthermore,
this P2P network has been called a network with “small world” characteristics. As shown in Figure 2, the
partition of node clusters is based on the specified characteristics, and the central node determines the
cross-group connection of the whole network with the highest degree of clustering Cv. Different groups
of nodes can quickly establish connections through the central node, so the network with small-world
characteristics can reduce the length of feature paths and improve retrieval efficiency.
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Figure 2 (Color online) Small world model of P2P network.

3.1.2 Realization of small world model

In a structured distributed P2P network, it is necessary to divide the network into different groups
according to a special network. It is found that when classifying neighbor nodes in the P2P network, the
accuracy of the forward fitting support vector machine reaches more than 90%. Only knowing that the
personal information of the peer nodes is less than 2%, the selection of the relevant neighbor nodes can
be completed efficiently [23].

SVM is a kind of generalized linear classifier that classifies data according to supervised learning. Its
decision boundary is the maximum margin hyperplane for solving learning samples [24].

If there is a hyperplane in the feature space of the input data as the decision boundary, the learning
objectives are divided into positive and negative classes, and the distance between the points of any
sample and the plane is greater than or equal to 1.

Assuming that there are N nodes in a given P2P network, some number of nodes, significantly fewer
than the total number of nodes n, are selected at random to serve as a training node. All nodes store
certain information, and let the keyword vector of each node contain information tokens be xi. The learner
is given the keyword features present for each training node along with the corresponding classification
labels (y). For our neighbor selection task, the label is a binary decision, y ∈ {±1}, which defines whether
each node can parse the given information, such as the information belonging to the car and whether node
t can parse the information labels (ui). Using the training data, the learner develops a model that uses
a small number of features θ in order to predict future connection decisions. Then using these keywords,
the nodes in the non-training set of the network are tested, and the nodes in the network are clustered
based on interest and divided into different groups.

The algorithm flow of applying support vector machine to the small world model is as follows.

(1) Randomly select T nodes, others nodes as trainers, where T ≪ N .

(2) Receive information tokens xt from each t ∈ T .

(3) Determine utility of each training node yt = sign(ui(t)).

(4) Let X = ∪xt and k = |X |.

(5) Find features θ1, . . . , θd ∈ X , where d ≪ k, which best predict yt = yt ∀t ∈ T .

(6) Issue to test set M ∈ (N − T ), predict whether to divide each node into different groups.

In this way, the nodes in the P2P network are clustered according to their interests, thus possessing
the characteristics of “small world”. In the identity resolution system of IIoT, different node domains can
be divided according to the above process according to the identity attributes. If there are more nodes in
the domain, smaller subnets can be further divided into the domain. The performance of nodes can be
evaluated in each region, and different functions can be allocated according to the performance of nodes.
Each P2P network is divided into different levels, and different routing strategies are adopted according
to the characteristics of nodes in different levels of networks.
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Table 1 Dual Chord routing table description

Table item Definition

Finger[k] (N + 2k)mod 2m (0 6 k < m)

R Finger[k] (N − 2k + 2m) mod 2m (0 6 k < m)

Successor Next node in identifier ring

Predecessor The previous node in the identifier ring

3.2 Improved Chord scheme

In this subsection, we will further analyze the “short-chain effect” and the network hierarchy provided
by a high degree of aggregation and investigate the improvement of the Chord algorithm in detail. Given
the heterogeneity of network nodes, we propose a hierarchical P2P network [25–27]. Different improved
Chord routing algorithms are used in the same level network. Based on the improved Chord algorithm, a
two-level identity resolution system is designed to solve the remaining problems at the beginning of this
subsection.

3.2.1 Performance analysis of classical Chord algorithms

• Average routing hops. Average routing hop count is an important index to measure query efficiency.
There are N nodes in the P2P network defined here. The search process of the Chord algorithm is similar
to half search. Therefore, the mathematical expectation of the number of routing hops found in a query
is 1

2 log2N , that is, the average number of routing hops:

Average HopChord = O(log2N). (1)

• System stability. The primary measure of system stability is the number of affected nodes in the
network when a node joins or exits. When a node joins the network, it is necessary to modify the routing
table information of related nodes. Because the routing table of nodes in the Chord network has log2N
entries, the number of affected nodes is O(log2N). Similarly, when a node exits the network, it only needs
to transfer the resource information stored in the exit node to its successor node and update the routing
table of the related node. In this paper’s system, the exit operation only affects O(log2N) nodes, so the
complexity is O(log2N) level.

3.2.2 Dual-Chord algorithm

In the classical Chord algorithm, the query is carried out clockwise on the Chord ring. It is easy to think
of a scheme to improve the efficiency of the Chord lookup. After a judgment, the direction of the search
on the Chord ring becomes bidirectional. This is the improvement of the Dual-Chord algorithm [28].

Based on the original Chord routing table, Dual Chord adds a counter-clockwise routing table opposite
to the original routing table, called R Finger. In the Dual Chord network, all the routing table entries
of the nodes are shown in Table 1.

Dual Chord has clockwise and counter-clockwise directions in routing queries. The nodes in the Finger
table are selected clockwise for the next hop, and the next hop node is selected in R Finger table counter-
clockwise. Because Chord’s ring structure, whether clockwise or anticlockwise, can always reach the
designated nodes on the ring, but most of the time, the two choices need to go through different nodes,
which is the key to Dual Chord’s performance improvement.

Definition 1. Suppose that the nodes on the Chord ring clockwise constitute a set N1, N2, . . . , Nk,
where k = 2m and m are positive integers. The logical distance between nodes Ni and Nj is defined as

|
−−−−−→
(Ni, Nj)| = (j − i) mod k. (2)

Logical distance can be understood as the number of hops to be experienced from one node to another,
which can directly reflect the distance between two nodes.

• Dual Chord routing lookup process. The Dual Chord routing process is basically the same as that
of Chord, except that there is one more alternative path provided by the R Finger table. In Dual Chord
routing, N1 node queries keyword Key, compares the logical distance between the next hop node and
Key in clockwise and anticlockwise directions, chooses the direction of a smaller node and Chord routing
along that direction. Here, closer logical distance means fewer hops for queries. The specific algorithm
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process is as follows: node identifier is defined as NodeID, resource object 〈Key, Value〉 key-value pair
formal storage. Now assume that local node N receives a request for query keyword Key.

(1) The Key is queried at the local node N and returned directly if it is found.
(2) Determine whether the keyword Key is satisfied, N.NodeID 6 Key 6 N.Successor.NodeID, if

satisfied, then clockwise routing, Key stored in the successor of node N, query the next hop node for
N .Successor, return the previous step. Otherwise, proceed to the next step.

(3) Judge the direction of the search if you jump counterclockwise to step (4). Otherwise, if the search
direction is clockwise, the Finger table of the node is searched to find the node N1 with the smallest
logical distance from the key in Finger, that is

|
−−−−−−−−−−−−→
N1.NodeID,Key| = min(|Finger[i].NodeID,Key), i = 0, 1, . . . ,m. (3)

Assuming that the node in the Finger table after N1 is N2, make the following judgment.

|
−−−−−−−−−−−−→
N1.NodeID,Key| < |

−−−−−−−−−−−−→
Key, N2.NodeID|. (4)

If formula (4) is valid, clockwise query is carried out. The next hop routing node is P1 and the return
step (1); otherwise, the next hop node is P2 and the return step (1).

(4) A counterclockwise query is made to find the R Finger table of the node and the node N1 with the
smallest logical distance from the Key in the R Finger table.

|
−−−−−−−−−−−−→
N1.NodeID,Key| = min(|R Finger[i].NodeID,Key), i = 0, 1, . . . ,m. (5)

If formula (5) is valid, the next hop routing node is P1 return step (1); otherwise, the next hop node is
P2, and the next hop node is P1 return step (1).

• Performance analysis of Dual-Chord algorithms. Assuming that Dual Chord searches in the first half
or the second half of a P2P network with N nodes at a time, the order of the routing table is as follows:

k 6 log2
N

4
. (6)

As can be seen from (6), each forwarding reduces the query area to a quarter of the current area, so the
average number of routing hops for Dual Chord routing is

AverageHopDChord = log4N =
1

2
log2N. (7)

Formula (7) shows that compared with the classic Chord algorithm, the average query hops of the Dual-
Chord algorithm are reduced by half. This will bring a significant performance improvement in the super
large number of node networks of industrial Internet identification and resolution systems. However, the
logical distance of the Dual-Chord algorithm is calculated based on the logical address of the Chord ring,
ignoring the difference in node performance. In the actual network, nodes with poor performance and
high latency may be selected, which will bring unpredictable query delays. Therefore, the Dual Chord
routing algorithm is generally applied in the network with good node performance.

• Chord algorithm with additional index caching. The last paragraph describes the Dual-Chord algo-
rithm used in the network with better node performance. For the huge industrial Internet, more nodes
are generally or even poorly performing. In order to further improve the performance of the whole an-
alytical system, the regional index mechanism is introduced in this network to reduce the performance
requirements of nodes.

The core principle of the index caching mechanism is to increase the number of information providers
in the network with low storage space overhead, thus improving the search performance. This strategy
is especially useful when used in structured distributed P2P networks with poor performance of nodes.
According to some caching strategies, such as least recently used (LRU), resource index items are added
to nodes in the network. According to the resource index items, resources can be located directly and
query efficiency can be improved. At the same time, it can improve the load balance and relieve the
query pressure of peer nodes with frequent requests.

In the Chord network, a part of the nodes can be selected to add a cache table, which is saved, as
shown in Table 2.
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Table 2 Cache table

Table item Definition

Key The resource keyword of the identifier to be queried after Hashing operation

NodeID Store the node ID to be queried, that is, the node IP address is hashed

Node.IP Storing the IP of the node to be identified for query

When Chord routing is performed after adding a cache table, the query results are first searched in
the local cache table. If the search is successful, the query results are returned directly to the requester.
If not, the routing process is carried out and forwarded to other nodes. Finally, if the required resource
keywords are successfully found, the query results need to be added to the local cache table in order to
prepare for it. After that, we can quickly find and maintain the information stored in the cache table
according to the LRU principle.

3.3 Two-level identity resolution system based on improved Chord algorithm

In Subsection 3.2, this paper discusses two improved schemes of the Chord algorithm for different per-
formance networks. It demonstrates the improvement of routing efficiency compared with the classical
Chord algorithm in specific scenarios. In this subsection, a two-level P2P-ONS identity resolution system
is proposed. The small world model in subsection 3.1 is applied to divide the P2P network into subnets
and classify it according to the performance of the nodes [29]. The Dual Chord routing algorithm is used
in the upper network with better performance of the nodes, and an additional index buffer is used in the
lower network with poorer performance of the nodes. The Dual Chord routing algorithm is used in the
upper node network with better node performance. The additional index buffer mechanism is used in
the lower network of the lower layer network with poor node performance.

3.3.1 System model

By dividing P2P networks into different subnetworks according to their interests, a network with “small
world” characteristics is formed. Then, we can evaluate the performance of the nodes in the subnet,
and select the nodes whose performance meets the specified conditions from each subnet node as the
super-node.

In order to select super-nodes reasonably, the following selection criteria are defined by the information
of nodes known by the network as a registration message.

Definition 2. Nodecal, node computing power is determined by the performance of node CPU, band-
width of network and memory size. Node computing power can be represented by

Nodecal = α1 × CPU+ α2 × Bandwidth + α3 ×Meomory. (8)

Among them, α1, α2 and α3 represent the weights of CPU processing capacity, network bandwidth,
and memory size under different selection criteria respectively, which accord with

α1 + α2 + α3 = 1. (9)

Definition 3. Nodecap node storage capacity is the size of the node’s external memory capacity.

Definition 4. Nodesta node stability, the smaller the average failure time of nodes, the better the
stability of nodes.

Definition 5. Nodeperf is determined by Nodecal, Nodecap and Nodesta, and quantified by

Nodeperf = β1 ×Nodecal + β2 ×Nodecap + β3 ×Nodesta. (10)

Among them, β1, β2, β3 represent the weights of computing power, storage capacity and stability of
nodes under different selection criteria respectively, satisfying the following requirements:

β1 + β2 + β3 = 1. (11)

Then, according to the size of Nodeperf , select the largest Nodeperf in each subnet as a super node.
The super node is built into the upper layer network, and the Dual Chord routing algorithm is adopted
in the upper layer network. Then, Nodeperf is selected from the subnet to introduce the index caching
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Figure 3 (Color online) Model diagram of two-level identification analysis system based on improved Chord algorithm.

mechanism as the index caching node, and the rest as the index caching node. The nodes of common
nodes form the lower network together and adopt the Chord routing algorithm with an additional index
caching mechanism. All ordinary nodes need to store the information of the local subnet super-node
and index cache node. The index cache node also needs to store the information of the local subnet
super-node. The structure diagram of the identity and resolution system is shown in Figure 3.

3.3.2 System analytical process

When resolution information in this system, a two-level routing query will be adopted. When the user
initiates an identity parsing request.

(1) Find the NodeID information related to the label to be parsed in the local cache, and if it is found,
return it directly to the requester. Otherwise, carry out the Chord routing process of the additional index
cache mechanism.

(2) Local P2P-ONS nodes generate query requests from the ObjectID and related Node IDs to be
searched, send query requests to the index caching nodes in the subnet, and return directly to the
requester if there is a resource identity index, and then proceed to step 3 if it fails.

(3) The query request is forwarded to the super-node of the subnet. The super-node performs the
Dual Chord routing process. If it finds the identity, it returns result to the requester. Otherwise, it will
continue to forward to the next super-node until the search succeeds, or the predetermined forwarding
threshold is exceeded.

(4) Finally, if the required resource keywords are found successfully, the query results need to be added
to the local cache table in order to search quickly and maintain the information stored in the cache table
according to the LRU principle.

The workflow diagram of the whole system is shown in Figure 4.

3.3.3 Performance analysis

In this system, assuming that the N nodes P2P network is divided into M sub-networks, the average
number of nodes per sub-network is N/M .

• Average routing hops. After the query request is initiated in this system, if the identifier to be parsed
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Figure 4 Workflow diagram of two-level identity resolution system.

is in the subnet, the average hops of the search process for the classical Chord routing are

Hop1 = O(log2N/M). (12)

If it is not in this subnet, it needs to be forwarded to the subnet of the upper network for query, and then
parsed query in the corresponding subnet of the lower network, because the upper network uses Dual
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Chord routing algorithm for query, and because the upper network is composed of the largest Nodeperf
node in each subnet, there are M subnets. In a network composed of subnets, there are M super nodes
in the upper network, so when querying in the upper network, the average number of routing hops is

Hop2 = O(log4M) = O

(

1

2
log2M

)

. (13)

Assuming the probability that the identifier to be resolved in this subnet is p, which is usually a value
close to 1, the average number of routing hops for a query is

AverageHop = O(log2N) +
(

1 +
p

2

)

O(log2M). (14)

Compared with the classical Chord routing network, the system reduces the average number of routing
hops:

∆AverageHop =
(

1−
p

2

)

O(log2M). (15)

Formula (15) shows that the higher the number of subnets partitioned, the greater the probability of
finding in local subnets, and the greater the improvement of routing performance of the system. Because
of the “small world” characteristics of the system network, the matching problem between logical and
physical addresses has been taken into account in the partitioning of subnets, so the parsing identifier
can be queried in local subnets. The probability p significantly improved compared with the traditional
way.

• System stability. In this system, the network fluctuation caused by the joining and exiting of nodes
will also be greatly reduced. When the ordinary node changes dynamically, it only affects the nodes in the
subnet, that is, the number of affected nodes is O(log2N/M). When the super node changes dynamically,
not only the ordinary nodes of the group are affected, but also other super nodes in the upper network
are affected, so that the number of affected nodes is O(log2N/M) +O(log2M). In summary, the average
number of affected nodes in the network is

AverNumAffect = O(log2N) +

(

M

N − 1

)

O(log2M). (16)

Eq. (16) shows that the stability of the system is greatly improved when M/N is compared with that of
the classical Chord routing network.

Therefore, regardless of the efficiency of routing queries or network stability, the two-level ID resolution
system based on Dual Chord and additional index caching mechanism designed in Section 3 is superior
to the original Chord system. In the vast network of industrial Internet, the division of subnets can
achieve a huge number. It can be further divided into the third-level network in the second-level network.
From (16), it can be seen that the design of the system in the more substantial network performance
improvement is more obvious, so it is very suitable for IIoT’s identity resolution scenario.

4 Simulation

4.1 Simulation environment

Usually, network simulation is a simple and easy way to verify the performance of the system. With the
rapid development of network technology, the current simulation technology can deal with various complex
realities, such as large-scale topology, multi-layer protocol environment. The two-level improved Chord
identity resolution system for the IIoT proposed in this paper is based on the P2P network. Industrial
Internet is a large-scale network, and the fluctuation of nodes in the network is generally significant. It
is very tough to test it in a real environment. The emergence of PeerSim provides a powerful tool for the
simulation of a P2P network [30–32]. The whole code file structure is shown in Figure 5.

The creation of nodes in the Dual Chord network mainly involves the setting of node attributes.
Unlike classical Chord, Dual Chord needs to consider the forward and directional routing tables and
related attributes because of the existence of reverse routing. The nodes in this paper are generated by
random numbers and obey normal distribution. In this paper, the query probability in the node area
group is set to 40%. The cache capacity is set to 50. The minimum query delay is set to 0 ms, the
maximum query delay is designed to 50 ms. Moreover, the node arrival rate and departure rate are set
to 15 per second.
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4.2 Simulation results and analysis

4.2.1 Average routing hops

After much coding, this paper implements the Dual-Chord algorithm and classical Chord algorithm and
monitors routing hops in result observer class. When PeerSim is used for simulation, the number of
network nodes is set to 1000. The distribution of query hops in 1000 queries between the Chord system
and Dual Chord system is observed, as shown in Figure 6. After that, the number of network settings is
increased from 500 to 10000, and the simulation results are shown in Figure 7.

From Figures 6 and 7, we can see that the simulation results basically satisfy the theoretical analysis.
The average routing hops of the classical Chord algorithm is 1/2log2N , while that of the Dual-Chord
algorithm is close to 1/2log4N . From the curve trend in the graph, we can see that the average routing
hops of the Chord algorithm are along with the network nodes. Increasing its growth trend is also tending
to be stable, which verifies that the Chord algorithm is used for routing queries in large-scale networks,
and the Dual-Chord algorithm further enlarges this advantage.

4.2.2 Average query delay

Similar to the process of simulating the average number of routing bars, it is still necessary to increase
the number of network nodes from 0 to 5000. However, in the configuration file, the minimum delay and
maximum delay of nodes in the transport layer protocol are set to 10 ms and 20 ms, respectively.

The average query latency simulated by the Chord algorithm and Dual-Chord algorithm is shown in
Figure 8.

From Figure 8, it is evident that the average query delay of the Dual-Chord algorithm is 10 ms lower
than that of the Chord algorithm with the increase of the number of nodes.

4.2.3 System stability

In the implementation of protocol code, the stabilizing function for joining and exiting nodes in the
network is defined, and the stabilization parameters are defined to indicate the number of stabilizing
functions that need to be executed by the node state change system to measure the stability performance
of the network. In the simulation, using the dynamic parameters in the configuration file, 0 to 15 nodes
are added and removed, respectively. The simulation results are shown in Figure 9.

It can be seen from Figure 9 that although Dual Chord introduces a reverse routing table, which
increases the complexity of the algorithm, it is basically the same as the classical Chord algorithm in
terms of system stability.
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5 Summary and prospect

This paper introduces the concept and related research of IIoT and discusses in detail the critical technol-
ogy of the IIoT identity resolution system. Based on referring to the existing identity resolution system,
a more efficient identity resolution system is proposed. To sum up, the main innovations of this paper
are: (1) improving the classic Chord routing algorithm in identity query; (2) introducing small-world
model and support vector machine algorithm to cluster nodes in view of the heterogeneity of IIoT; (3)
on this basis, a novel identity resolution system based on Dual-Chord algorithm for IIoT is proposed.

Because the development of IIoT is still in its infancy, there is still much room for improvement in the
technology of identity resolution. Although this paper has made significant improvements based on the
existing identity resolution system, there is still much work to be done in the future.

(1) The system in this paper does not consider the attenuation of the node’s own performance in
the design, and the nodes in the upper network may be aging. Therefore, the next step can consider
introducing a periodic maintenance mechanism to detect the performance of network nodes and update
the distribution of network nodes regularly to ensure the routing performance of the whole system.

(2) The system in this paper has not been validated by a real network. Although PeerSim’s discrete
event-based simulation system can complete the implementation protocol, the node size of the simulation
network is not large enough. In the future research, a more extensive simulation network needs to be
built, which will be more useful for promoting the application of IIoT.
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