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Dear editor,

Implementation attacks such as fault attack
(FA) [1] and side-channel analysis (SCA) [2] are signifi-
cant threats to the cryptographic device security. Infective
countermeasure is a promising strategy to resist FAs. Its
principle is to scramble the data path of the encryption and
make the faulty ciphertext useless in the key retrieval. The
scrambling here is called infection. It can be executed either
once at the end of the algorithm or multiple times between
different encryption operations.

The CHES 2014 infective countermeasure [3] is proved
secure against the intermediate-oriented single fault attack.
It adopts multiple infections. However, whether its multiple
infections could lead to better security or result in additional
vulnerabilities in terms of other implementation attacks has
not been studied.

In this study, we make a new analysis of CHES 2014
infective countermeasure and pay particular attention to
its multiple infections triggered by the random fault in-
Based on the vulnerability that the countermea-
sure infects different intermediates with an identical pa-
rameter, encrypts the parameter with the secret keys and
outputs the parameter as the final ciphertext, we develop
two new attacks. The first one is a double-fault attack.
The second one is an FA-SCA combined attack. The
attacks promote the key retrieval efficiency and accuracy.
They show that the FA-resistance of the countermeasure
does not increase with the number of infections. Even worse,
the improper setting of multiple infections could benefit
other attacks.

CHES 2014 infective countermeasure. Algorithm 1 takes
AES-128 as an example to explain how it works. The al-
gorithm consists of 3 kinds of iterations: cipher, redundant,
and dummy. In the beginning, the plaintext P is assigned
to both the cipher and redundant state, Rp and Rj. The
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Algorithm 1 Infective countermeasure for AES [3]

Input: Plaintext P, round key k’ for j € {1,...,10(11)},
dummy round parameters (3,k°).

Output: Ciphertext C = AES-128(P, K).

1: Cipher state Ro < P, redundant state R; <+ P,
dummy state Ra <+ [3;

2: 44 1,qg+ 1;

3: rstr < {0, 1}%; // #1(rstr) = 20

4: while ¢ <t do

5: A < rstrgl; // 0 implies a dummy round
6: K< (I AX) @ 2(-N);

7 ¢+ X [i/2]; // ¢ is actual round counter
8: R, <+ ROUNDFUNCTION(R,., k°);

9:  ~4 ¢ A(=(i A1) BLFN(Ro @ R1);

10: &6« (=) - BLEN(Rz @ f);

11: R + (=(y V) - Ro) @ ((vV9I) - Ra);
120 i i+ N

13: q+—q+1;

14: end while

15: return Ry.

secret parameter [ is assigned to the dummy state Ra.
Then, the cipher, redundant and dummy rounds are exe-
cuted in a non-deterministic order according to a random
string rstr. Note that the redundant round is always ex-
ecuted before its corresponding cipher round. The iter-
ation contains 3 steps: AES round computation, consis-
tency check, and fault infection. AES round computation
(line 8) consists of ADK, SB, SR and MC, except in the
last cipher/redundant round. kS (¢ # 0) used in the ci-
pher/redundant rounds are derived from the secret master
key. k® used in dummy rounds is selected according to (1),
to make the round input equal to the round output.

RounpFuNcrioN(8, k) = 8. (1)

In each cipher round, there is a consistency check between
Ro and R; to detect the fault in the cipher/redundant inter-
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mediate (line 9). Similarly, there is a check in each dummy
round to detect the dummy intermediate fault (line 10). If
there exists any inconsistency, the fault infection will be trig-
gered. The cipher state Rg will be assigned the value of Ry
(line 11), which will result in a new inconsistency between
Rp and R;. In this case, one fault injection can lead to mul-
tiple infections on all the subsequent cipher states. After
t-round iterations, Rq is output as the final ciphertext.

Vulnerability after a random fault injection in a cipher or
redundant intermediate. Among all the existing fault mod-
els, the random fault is the weakest one. A totally random
unknown fault can hardly threaten the unprotected cipher.
However, it could trigger multiple infections in the CHES
2014 infective countermeasure.

Consider the case that a random fault is injected in an
intermediate of the i-th cipher or redundant round. Accord-
ing to Algorithm 1, the dummy state R2 remains . As a
result:

e Rp will be assigned 3 over and over in the subsequent
infections;

e /3 will be encrypted for 10 — 4 times respectively by the
secret round keys kit1 kit2 . E10011) in the following ci-
pher rounds;

e 3 will finally be output as the ciphertext.

The above encryption is vulnerable. On the one hand, the
output of 5 makes the AES round computation inputs of all
the infected cipher rounds open to the adversary. Compared
to the uninfected cipher round encryption with unknown in-
put, it offers more information for the key retrieval.

On the other hand, if ¢ < 8, the AES round computation
with the known input 5 and the secret round key will be
executed more than once in different cipher rounds. More
infections happen, more round keys can be recovered. Since
the round keys all contribute to the retrieval of the mas-
ter key, the information that should be obtained from each
round key can be reduced.

Besides, the countermeasure itself cannot resist the flow
sequence-oriented fault [4] and SCAs [5]. Based on these
facts, we put forward two attacks.

Double-fault  attack. The attack combines the
intermediate-oriented random fault injection and the flow
sequence-oriented injection. It is feasible when (8, k°) are
reused in the encryptions of different plaintexts. Since [ is
reused, the faults in the cipher or redundant intermediate
will make the infected cipher round inputs equal in different
encryptions. The input 8 can be obtained from any of these
encryptions. If the last infection operation of one encryption
can be further skipped by an additional injection, the un-
infected cipher state Ry = ROUNDFUNCTION(S, k10(11)) can
be obtained. Then, the secret master key can be worked
out from B and Rp. Given the above, the attack requires 2
encryptions and 3 effective fault injections. The procedures
are given as follows.

Step 1. Get S.
random fault into a cipher or redundant intermediate and
obtain 8 from the ciphertext.

Step 2. Get the uninfected R of the last cipher round.
In the second encryption, we first inject a random fault into
a cipher or redundant intermediate. Then, we inject another
fault into the last cipher round to skip the infection and get
the uninfected Rg from the ciphertext. According to the in-
fection in Algorithm 1 (line 11), there are 4 potential targets
for the second injection:

In the first encryption, we inject a

e Inject a random fault into the variable ¢ after the selec-
tion of the round key (line 7) and before the computation of
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~ (line 9), to make ¢ odd;

e Inject a bit-flipping fault into the variable A\ after the
selection of the round key (line 7) and before the computa-
tion of v (line 9), to make the value of A equal to 0;

e Inject an instruction-skipping fault in the computation
of v (line 9) or inject a bit-flipping fault into ~ right after
this computation, to make the value of v remain 0;

e Inject an instruction-skipping fault in the assignment
of the cipher state (line 11), to make the value of Rg remain
unchanged.

Step 3. Recover the round keys (k'°,k'1) by solving
the key schedule function and the last cipher round func-
tion Rop = SR - SB(k'° @ 8) @ k11.

Step 4. Recover the master key. The attack feasibility
is analyzed in Appendix A. In this attack, the plaintexts of
different encryptions are not required to be equal or known.
Besides, it requires weaker fault models than the majority
of the existing double-fault attacks with two identical faults.

FA-SCA combined attack. The attack combines the
intermediate-oriented random fault injection and SCA. It is
feasible when (3, k®) are not reused in different encryptions.
The fault injection makes the inputs of all the infected cipher
rounds equal to 5. Since B is distinct in different encryp-
tions and can be obtained, all the round keys used in the
infected cipher rounds are retrievable through correlation
power analysis (CPA) [6]. Therefore, we perform standard
CPAs on multiple round keys and integrate their results for
the more accurate retrieval of the master key. The follows
are the detailed attack, in which the variable with subscript
i denotes the i-th byte of it.

Step 1. Measure the power consumption of the fault
injected encryption and get . Inject a random fault into
a cipher or redundant round intermediate of an encryption.
Measure the power consumption of this encryption and store
it as a trace. Save the ciphertext as 8. Repeat this step until
the trace set is big enough for CPA.

Step 2. Uncover the order of rounds. For each encryp-
tion in Step 1, firstly work out k° with Eq. (1) and build
the power consumption template for the dummy round with
(B, k%). Then, divide the measured trace into t segments and
calculate their correlations to the template. Finally, take the
most template-like ¢ — 20 segments as the dummy rounds,
and take the others alternately as the redundant and cipher
rounds.

Step 3. Recover the round key k? through the modified
CPA. Select two adjacent cipher rounds executed after the
fault injections, for instance, the (i — 1)-th and i-th rounds
(2 <i<10).

e Perform the standard CPAs on k*~! and k* with the
known round input 8. Let w denote a candidate of the
key byte k;, where w = 0,...,255, I = i — 1,7 and
7=0,1,...,15. We save the correlation coefficient between
the measured power consumption and the hypothetical one
derived from (8;,w) as py1 -

e Refresh the correlatiojn coefficients and distinguish the
candidate of k*. According to the AES key schedule al-
gorithm, the key bytes satisfy k;; = G(k;_l, kl), where
I =i—1ori.
k;;'.’s candidate w as

We refresh the correlation coefficient for

Pri
kj,w

1
:max{|pk;’w-pk}4’u-pk£,v|3!w:G(u,v)}. (2)

u,v

The w which results in the maximum p,; , is distinguished
iz
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as the retrieval result of k; Repeat this sub-step for all the
bytes in k*.

Step 4. Recover the master key. We conduct FA-SCA
attack experiments in Appendix B. The attack has a bet-
ter master key retrieval accuracy in the case of high noise
compared to the existing SCA. In Appendix C, we give sug-
gestions to improve the countermeasure.

Conclusion. This study makes a new analysis of the
CHES 2014 infective countermeasure. We find that even
though the infection is proved secure against the single fault
injection, the improper setting of multiple infections could
result in unexpected vulnerabilities in terms of other attacks.
This study emphasizes the importance of paying particular
attention to each newly introduced defensive operation.
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