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Abstract A random fault or a malicious attack can compromise the security of decryption systems. Using
a stable and monotonous feedback shift register (FSR) as the main building block in a convolutional decoder
can limit some error propagation. This work focuses on the synthesis of reliable (i.e., globally stable and
monotonous) FSRs using the Boolean networks (BNs) method. First, we obtain an algebraic expression of
the FSRs, based on which one necessary and sufficient condition for the monotonicity of the FSRs is given.
Then, we obtain the upper bound of the number of cyclic attractors for monotonous FSRs. Furthermore,
we propose one method of constructing n-stage reliable FSRs, and figure out that the number of reliable

on—4
FSRs is % (n > 5) times of that constructed by the existing method, where ¢ denotes the Euler’s totient

function. Finally, the proposed method and the obtained results are verified by some examples.
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1 Introduction

Information security is of immense importance to the development of our society and has a great influence
on our everyday lives. Investigation of information security such as attacks, cryptographic methods,
decoding algorithms, and secure communication has attracted much attention. However, some attacks
potentially lead to infinite decoding errors. To limit the spread of decoding errors, a driven stable feedback
shift register (FSR) as the main building block in a convolutional decoder has been proposed [1]. Moreover,
the FSRs with stability and monotonicity are alternatives to minimize the propagation of these errors.
Especially, in [2], ¢(n)22"72’1 n-stage globally stable and monotonous FSRs were constructed, where
¢ denotes the Euler’s totient function. One FSR consists of n binary storage elements called stages,
and then the stages are numbered from left to right as 1,2,...,n. At each clock cycle, the value of
the i-th stage is transmitted to the (i + 1)-th stage, and the value of the first stage is regarded as the
output of the FSR. In particular, the value of the n-th bit depends on the feedback function denoted
by f(z1,22,...,2,), where x;, i = 1,2,...,n refers to the value of the i-th stage. If feedback functions
are linear, then the FSRs are called linear feedback shift registers (LFSRs); otherwise, the FSRs are
called nonlinear feedback shift registers (NLFSRs). Refs. [3,4] have obtained many interesting findings
regarding NLFSRs. For example, in [3], an NLFSR was broken down into a cascade connection of an
NLFSR and an LFSR. The decomposition has been further investigated in [4], where more reliable LFSR
candidates can be identified and computational complexity is reduced compared with [3].

As mentioned above, only ¢(n)22n72’1 n-stage reliable FSRs have been constructed in [2]. Also, some
other reliable FSRs still exist that have not been discovered. Motivated by this, in this paper, FSRs are
regarded as Boolean networks (BNs), and then more reliable FSRs can be constructed. The BN, which
was first proposed by Kauffman to model genetic regulatory networks in 1969 [5], is a logical network,
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and different from typical complex networks [6,7]. In BNs, each gene’s expression has two states as “1”
and “0” to represent “expressed” and “not expressed”, respectively. With each clock, each gene’s status
is updated by a logical function of neighboring gene states. Cheng et al. [8] have suggested that the semi-
tensor product (STP) of matrices translates logical systems into corresponding algebraic forms. In other
words, we can obtain the algebraic expression of BNs, and great progress has been made in BNs on the
basis of this finding such as controllability [9-11], stabilization [12-15], feedback invariant subspace [16],
observability [17,18], and synchronization [19]. Also, STP can be applied to the petri net [20] and fault
detection of combinational circuits [21]. Ref. [22] have introduced the application of STP in engineering
in detail. FSRs can be interpreted as BNs since the feedback functions are logical. By resorting to STP,
some new results for FSRs have been obtained [23-25]. In [26], an analysis of the corresponding transition
matrices has been used to derive more necessary and adequate non-singularity conditions for Grain-like
cascade FSRs. Zhong et al. [24] have studied the stability of NLFSRs using the method of BNs, and the
computational complexity was considerably reduced compared with the exhaustive quest and Lyapunov’s
direct method. Compared with [27], some algorithms of building equivalent NLFSRs were obtained by
resorting to STP without the presumption of the uniform form in [28]. Compared to the conventional
methods such as exhaustive search and the De Bruijn-Good graph method, the method of STP is an
effective tool to investigate FSRs.

The contributions of this paper can be summarized as follows:

e By considering FSRs as BNs, we obtained the general type of structure matrix for monotonous FSRs
using STP and then exposed some of the transition matrix features of monotonous FSRs, which is of
great importance for building reliable FSRs.

e According to the features of monotonous FSRs, the total number of cyclic attractors for an n-stage
monotonous FSR is not greater than 2"~ 2. Also, it provides some criteria for observing the existence of
cyclic attractors.

e An effective method for constructing reliable FSRs in n-stage is proposed. We can build 92" P-142 !

n—4
n-stage reliable FSRs, and the total number is Q;—n) (n > 5) times of that obtained in [2].
The rest of this paper is organized as follows. Section 2 contains some preliminaries on the STP and
some key steps to transform logical systems into the respective discrete-time systems. Section 3 considers
the construction of reliable FSRs. Section 4 concludes the paper.

2 Preliminaries

First, some commonly-used notations in BNs are listed. The matrix set M,,x, represents the set of
m x n real matrices and A,, := {6 : 1 < k < n}, where 6% is the k-th column of identity matrix I,, with
dimension n. Let D = {1, 0} and

D"=Dx---xD.

n

Let B,,xn be the set of Boolean matrices with its entries being 1 or 0. A matrix B € M, «, is called a
logical matrix, if the column set of B, expressed by Col(B), satisfies Col(B) C A,,. Let col;(B) be the
i-th column of matrix B. Let L,,x, be the set of m x n logical matrices, and B = [§1 §%2 -+ §in] € Ly xn,
which can be also denoted by B = §,,[i1 i2--- i,]. Let [a,b] denote the set {a,a + 1,...,b} for integers
b > a. Assume that the set X = {d5+,052,...,05+}, and then [X] := {a1,a2,...,a,}. Let (4); be the
i-th element of vector A. Given a non-empty set Z, let |Z| be the number of elements in Z. Let [s] denote
the smallest integer larger than or equals to s. Vector 1,, represents the n-dimensional row vector whose
entries are 1.

In BNs, we always let 63 and d5 be equivalent to 1 and 0, respectively. Based on this equivalence, D
(D™) and Ay (Agzn) can be used interchangeably. In general, we say X is in a scalar form if X € D".
Inversely, X is in a vector form if X € Agn. In the following, to distinguish these two different forms,
X represents the scalar form and z represents the vector form. The following lemma reveals the relation
between X and =z.

Lemma 1 ([8]). Assume that X = (z1,72,...,7,)T € D" The vector x = %, with i = 2" —
(212771 + 292772 + ... + 1,,) is one-to-one with X. Moreover, vector x = 64, can be also decomposed
into 64, = 641 X 0% x -+ - x 0 satisfying (ip —1)27 14 (ig — 1)2" 2 4+ 4 (in_1 — 1)2 414, = 4, 055 € Ao,
jel,nl.
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For example, assume that X = (1,0,1,0)", and then one has that x = 65, and 65, ~ (1,0,1,0)" by
Lemma 1. Moreover, 65, can be uniquely decomposed into 65, = 63 x 03 X &3 x J3.

2.1 Semi-tensor product of matrices

It is mentioned in Section 1 that the STP breaks through the traditional dimension matching criterion
for the multiplication of two matrices, and it implies that two matrices can be multiplied regardless of
their dimensions in the framework of STP. Therefore, we first review the the definition of STP.

Definition 1 ([8]). The STP of two matrices A € My, xn, and B € M)y, is defined as
Ax B = (A®Ii)(B®I%),

where ® is the Kronecker product and s = lem(n, p) is the least common multiple of n and p.

Some differences among the traditional product, Kronecker product, and STP can be found. For the
traditional product, the product is element-to-element. The Kronecker product can be regarded as that
every element of matrix A multiplies matrix B. For the STP, the product is one element of matrix A
multiplies a block of matrix B by Definition 1. It can be noted that STP satisfies all the fundamental
properties of the traditional matrix product, and the STP degenerates to the traditional matrix product
when n = p. Thus, symbol x is omitted when there is no confusion.

Next, we review some matrices, which will be used in the framework of STP.

Proposition 1 ([8]). Let z be an n-dimension column vector and M be a matrix with arbitrary
dimension, and then we have
X M= (I M) X x.

Proposition 2 ([8]). Let z; € Ay, i € [1,n], and X} ,x; = x, and then z;,7 € [1,n] can be uniquely
determined by
xr; = 121'71(121' &® 12n—i)fL‘.

2.2 The algebraic expression of BNs

We firstly review how logical networks can be converted into the corresponding algebraic expressions by
STP. Consider the following BN with n nodes:

where z;(t) € D is a state variable at ¢t > 0, and g; : D" — D, i € [1,n] is a logical network.

The following lemma is of great importance to obtain the algebraic expression of logical functions.
Lemma 2 ([8]). Consider logical function f(z1,a,...,2,) with logical variables x1,xo,...,2, € D.
There exists a unique matrix My € Layon, called the structure matrix of f, such that

f(xlaan"'axn):Mf [X?:I Zi, (2)

where z; € Ag, i € [1,n].

Actually, the structure matrix of one logical function can be obtained from the corresponding truth
table. For example, x1(t + 1) = z1(t) A 22(t) with x; € D, ¢ € [1,2]. By considering four cases that
(1) z1(t) = x2(t) = 1, (2) z1(¢t) = 1 and a2(t) = 0, (3) 21(t) = 0 and 2z2(t) = 1, and (4) x1(¢) = 0 and
x2(t) = 0, we have z;(t + 1) = 1,0,0, and 0 successively. Since 63 ~ 1 and §5 ~ 0, the corresponding
structure matrix M, = d2[1 2 2 2], which implies that z1(t 4+ 1) = Myx:1(t)x2(t), x; € Ao, i € [1,2]. Now,
considering system (1), the corresponding structure matrix of g;,7 € [1,n], is denoted by M,,, based on
which the component-wise algebraic form of system (1) is shown as follows:

zi(t+1) = Mgix(t)v i€[l,n] (3)
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By letting x(t) = xX?_;2; € Agn, and multiplying all the equations in (3), then system (1) can be further
expressed as the following linear system:

xz(t+1) = Lyx(t), (4)

where Ly € Lonyon is called the transition matrix of system (4), and col;(Lg) = col; (M, ) ® col;(My,) ®
~-®@col;(My,),1 € [1,2"].

It follows from (1)—(4) that logical systems can be converted into linear systems, based on which many
problems such as controllability and stability can be investigated. In the following, we regard FSRs as
BN to consider the synthesis of FSRs. The STP method has more advantages in studying some problems
of FSRs than the exhaustive search and De Bruijn graph methods. For example, in 2011, Hu et al. [29]
proposed a problem about the existence of the minimum period of the sequences generated by NLFSRs
in Grain-like structure. Very recently, Zhong et al. [30] has proved that the probability of achieving
minimum period is 27" with n being the number of shifted registers by STP. Therefore, the method of
STP is an efficient way to further investigate FSRs. It was mentioned in Section 1 that constructing
reliable FSRs is very important to realize relative cryptographic secure. In [2], <Z)(TL)227172_1 n-stage
reliable FSRs have been constructed, where ¢ denotes the Euler’s totient function. In the following, we
will construct more reliable FSRs by the method of STP.

3 Main results

One n-stage FSR can be described as follows:
$i(t+1)=$i+1(t), 1€ [1,71—1], (5)
Tt +1) = f(X(2)).

Here, the associated state variable of each stage ¢ € [1,n] is denoted by z;, and x;(¢t) € D, i € [1,n] refers
to the value of state variable x; at time t. Define X (¢) = (z1(t),...,2,(¢))T € D*. Function f(X(t)) is
called the feedback function of FSR (5). Then the value of the n-th stage depends on f(X(¢)). The state
of FSR (5) is the ordered set of values of its state variables (z1,xa,...,2,)". At each time, the state
(x1(t), ..., 2n_1(t), 2, (t))" is shifted to the state (z2(t),...,2,(t), f(X(t)))T. Especially, if f(X(t)) can
satisfy f(X(t)) = c121(t) & coza(t) & -+ & cpzy(t) with ¢; € D,i € [1,n], then the feedback function
f(X(¢)) is linear; otherwise, it is nonlinear.

For any i € [1,n — 1], the corresponding Boolean function of x;, denoted by f;(X(t)), can be regarded
as fi(X(t)) = zip1(t + 1) in system (5). Then by Proposition 2, we can also obtain the corresponding
structure matrix denoted by Mjy,. For example, the corresponding structure matrix for fi(X(t)) =
xo(t+1) is

My, =81---1 2---2 1---1 2---2].
—— N

oan—2 oan—2 on—2 oan—2

Therefore, the component-wise algebraic form of system (5) is derived as follows:
l‘i(t+1):Mfil‘(t), (AS [Ln]a

where z(t) = xI'_ 2 (t), z;(t) € As.
In a similar way of the transformation from (3) to (4), one has that

2t +1) = Lya(t), (6)

where Ly € Lonyon and col;(Ly) = col;(My,) ® col;(My,) ® - - @ col;(My,), i € [1,2"].

Definition 2 ([31]). For system (5), if state X is shifted to state X', then state X is called the
predecessor of state X', and state X’ is called the successor of state X.

Definition 3 ([8]). Consider system (5). If there exist ¢p > 0 and an integer number p > 1 such that
X (to+p) = X (to) and the states in the set {X (¢o), X (to+1),..., X (to+p—1)} are pairwise distinct, then
{X (to), X (to+1),..., X (to+p—1)} is an attractor with period p. If X (tg) = X (to+1) = --- = X (to+p—1),
then the state X (to) is called a fixed point; otherwise, {X (¢9), X (to +1),..., X (to +p— 1)} is said to be
a cyclic attractor.
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Definition 4 ([8]). System (5) is globally stable if the system globally converges to a fixed point.
Definition 5 ([2]). Consider system (5). It can be said that system (5) is monotonous if for any state
X(@t)eD", w(X(t+1)) <w(X(t), ie, f(X(t) < x1(t), where w(X(¢)) is called the Hamming weight
of X(t), and represents the number of one in vector X (t).

In order to construct n-stage reliable FSRs, we firstly analyze the monotonicity of FSRs. Consider
system (5), and assume that My, = d2[by by --- ban]. By Definition 5, we have the following theorem.

Theorem 1. The n-stage FSR (5) is monotonous if and only if the structure matrix My, of feedback
function f(X(t)) is in the form of

My, = 8a[by - bon122---2), (7)

on—1

where b; € [1,2], i € [1,2"71].

Proof.  (Necessity) Assume that state S = (a1,...,an-1,an) ~ 5., £ € [1,2"]. By Definition 5, if
system (5) is monotonous, then f(S) < a;. When x € [1,2"7 Y], i.e., a; = 1, one has that f(S) =1 or
0, which implies that the x-th column of My, is 63 or §3. Similarly, if k € 277! +1,2"], then the s-th
column of My, is equivalent to §3. Therefore, structure matrix My, should be in the type of

Oa[by -+ bon-122---2].

on—1

(Sufficiency) The proof of sufficiency is similar to that of necessity, so we omit it here.
Remark 1. By Theorem 1, if the n-stage FSR (5) is monotonous, then the structure matrix My, must
be in the form of
Oalby - bon—122---2].
2[b1 on—1 ]

on—1

Moreover, we can see that the first 21 columns of My, can be d3 or 3. Then we can get that the total
number of n-stage monotonous FSRs is 22" "
Based on Lemma 1, some properties about the transition matrix of n-stage monotonous FSRs denoted
by Ly can be revealed.
Lemma 3. Consider an n-stage monotonous FSR. The corresponding transition matrix has the following
property:
F2I=DFE e 1, 9nY,

coli(Ly) = .
g2 e [nl 41,27,

(8)

Proof.  Assume that the state of an n-stage monotonous FSR with structure matrix My, satisfying (7)
is equal to 83, at time ¢, and 8, = 651 0% - -- 5", which implies that z;(t) = 65, € [1,n]. Then one has
that z;(t + 1) = 55+ j € [1,n — 1] and @, (t + 1) = 6%. Further assume that 63, = §26% --- 65, and
then by Lemma 1, one has that

(ip — 2" 4 (ig — 12" 2 o (g — D)2+ iy = 4,
(ip — 1)2" 1 4 (i3 — 1)2" 2 4+ (i — 1)2 4+ b; = .

By reduction, we have 12" = 2™ +2¢ — 2 — j+ b;. Further considering these two cases: i1 = 1 and i1 = 2,
equation (8) holds.

For any two Boolean vectors z = 65, and y = 5267“ we say that x < y if and only if a < 5. For example,
x = 63; and y = &3, then we have x < y. From Lemma 3, we can summarize two features of transition
matrices of monotonous FSRs as:

e The values of the first 2"~ ! columns of Ly depend on b;,i € [1,2"71], but the values of last 2"~!
columns are deterministic;

e For any j € [1,2"' — 1], col;(Lys) < colj41(Ly), and colyn-14;(Ly) < colgn-14;11(Ly).

The above two properties of transition matrices for monotonous FSRs are of great importance in
constructing monotonous and stable FSRs. It was shown in [24,32] that states 63, and 6. are the only
two possible fixed points of FSR (5). Then by (8), the successor of 83, is either 83, or 63., and the
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successor of 5§n can only be itself. Therefore, 1. is not necessary to be a fixed point, but 62, must be
a fixed point for monotonous FSRs. By the above analysis, we consider the case of n-stage monotonous
FSRs globally stable at 63, .

By Theorem 1, a total of 22" monotonous FSRs can be constructed. Based on these monotonous
FSRs, we need to add some constraints on b;,i € [1,2"7!] to achieve global stability. Zhong et al. [24]
presented one necessary and sufficient condition for global stability of n-stage FSRs by using STP, that
is, n-stage FSRs are globally stable if and only if there exists a positive integer T' < 2™ — 1 such that
Col(L™) = {62, }, where L represents the transition matrix of n-stage FSRs. Unfortunately, it is quite
difficult to use the above condition to find constraints about b;,i € [1,2"7!] due to the exponent 7. In
this paper, we mainly use Definition 4 and Theorem 1 to construct n-stage reliable FSRs. To this end,
we give some definitions about graph theory.

Definition 6. A state transition graph of n-stage FSRs, T'(V, E), consists of 2" vertices and 2" edges.
The vertex set is V = D™, and each vertex is one of the states of FSRs. The set E is the set of 2™ edges,
and each edge points from a state to its unique successor.

Definition 7. A pseudo-state transition graph of n-stage monotonous FSRs, denoted by PT(V,E’),
consists of 2" vertices and 2" 42"~ ! edges. Each vertex represents one of the states of monotonous FSRs,
and the vertex set is V' = D™. If state y is one of the successors of state xz, then there exists an edge
pointing from x to y.

Remark 2. Compared with the state transition graph T'(V, E), the main difference is that there exist
two successors rather than a unique successor for any vertex z € {(1 az ag --- an)t|a; € D,i € [2,n]} in
PT(V,E'). The reason is that the first 2"~ columns of My (or Ly) in n-stage monotonous FSRs are in-
determinate, leading to that there exist two possible successors for any vertex x € {(1 az az - a,)|a; €
D,i € [2,n]}. Therefore, the state transition graph T'(V, E) can be regarded as a spanning subgraph of
the PT(V, E').

Example 1. Consider the following 4-stage FSR:

)
i’ ©)
)

By Lemma 2, we can obtain the structure matrix of the feedback function, that is, My =92[121111222
222222 2]. Therefore, system (9) is monotonous by Theorem 1. Moreover, it follows from Theorem 1
that the total number of 4-stage monotonous FSRs is 22" The state transition graph T'(V, E) can be
depicted as Figure 1. Based on Definition 7 and Eq. (7), the pseudo-state transition graph PT(V, E’) of
4-stage monotonous FSRs can be obtained as Figure 2. Additionally, all of the possible trajectories of
4-stage monotonous FSRs can be observed from Figure 2.

Lemma 4. If n-stage FSRs are reliable at 63, , i.e.,

then the corresponding structure matrix of feedback functions satisfies that by = bgn-—1 = 2.

Proof.  Assume that Ly is the transition matrix of an n-stage reliable FSR. If by = 1, then by Eq. (8),
we have coly (Ly) = 3., which implies that 63, is a fixed point of the n-stage FSR, and this contradicts
with that the n-stage FSR is globally stable at 62,. Therefore, we have by = 2. Let R;(62.) be the set
of states satisfying that it reaches 03, at the i-th step. Assume that byn—1 = 1, and then it implies that
R1(632.) = {62.} by (8). If Ry(62.) = {62.}, then the n-stage FSR cannot be globally stable at 03.. As
a result, the conclusion holds.

By Definition 4, when the system is globally stable at 62, there only exists a unique fixed point 63,
without any cyclic attractor. If Lemma 4 can be satisfied, then monotonous FSRs only has one fixed
point, that is 63.. Therefore, if we want to construct reliable FSRs, then not only Lemma 4 should be
satisfied, but the FSRs should guarantee that there is no any cyclic attractor. For better analysis, we

use @1 and Oy to denote the sets {0, 62.,...,02 '} and {55:71“, 53:71"’2, ...,0%.}, respectively.
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)T

Figure 2 The PT(V, E’) of a 4-stage monotonous FSR, where each 4-tuple represents a state (z1,x2,3,z4)" . A node with an

arrow in a solid line (or two arraws in dotted lines) represents that it has one successor (or two potential successors).

Lemma 5. Consider an n-stage monotonous FSR. Assume that there exist m cyclic attractors repre-

1 1 1 m m m
sented by C' ~ {654,057, ..., 5;,1 SN GLUENVI 1 I ,5;55” }, with lengths I, ..., [, respectively.
Then the following two results hold:
e For any i € [1,m], C? is neither a subset of 07 nor a subset of Os;

e For any cyclic attractor C%, i € [1,m], there must exist two states 5;31 and 5;32 satisfying (:01,032 (Ly) =
Syt where 6,21 € CT N Oy and 6522 € C7 N O,

Proof.  For any cyclic attractor C*, i € [1,m], one has that x(tg+1;) = x(to), z(to) € C* by Definition 3.
If C? is a subset of Oy, i.e., C* C Oy, then z(to+1;) = z(ty) € O;. But for any j € [1,2" 1 —1], col;(L¢) <
coljy1(Ly), which implies that it does not exist I; such that x(to + {;) = (o). The same conclusion can
be also obtained considering the case C* C Oy. Thus, C* is not a subset of @7 or Oy. According
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to (8), we have colgn—14 (L) < colan-14,41(Ly), j € [1,2"71 — 1] and colyn-141(Ly) = 5% Based on

i

the properties, for cyclic attractor C', there must exist two states 5;31 € C'NO; and 5232 € C'N Oy

satisfying col,: (Lf) = (52n , 1 € [1,m], that is, z(tg+1;) = z(ty) = ;‘” Therefore, the above two results
hold.

Based on Lemma 5, the upper bound of the total number of cyclic attractors of n-stage monotonous
FSRs can be obtained.

Theorem 2. For any n-stage monotonous FSR, the total number of cyclic attractors is not larger than
2n=2,

Proof.  On one hand, for any odd integer 8 € [Os], the state 525,L has a unique predecessor and a unique

2(8—2"71) 2(8—2""1) : :
successor by (8), 1. 52n and d5n Then, states (52n , 65, and 65" must be in the same cyclic
n—1 a
attractor. Con51der1ng an even mteger a € [0y], state 69, has two potential predecessors (52n and 52n e
and a unique successor 52na 2,
2(a—2""1)

5%, — 62

)

Then, there exist two cyclic attractors containing 85, as: 02, —

g 2nlya 2(a—2""1 2nlya
o302 and b0 2 5 09 — 62 [

K3 _on—1 o
attractor 05, — 05, — 6§5La SR Ogn does not exist. The proof will be given at Appendix A.

On the other hand, let §; = {55:714_1 55 T ...,55:714_2"72} and Sy = 05\S;. For any 6%, € S,
it follows from (8) that there exists a unique path from 64, to 6%, € Si, which indicates that states 3.
and 65, are in the same cyclic attractor. Therefore, for any n-stage monotonous FSR, the total number
of cyclic attractors is not larger than |Sy|, i.e., 2" 2.

. In fact, the cyclic

Remark 3. Considering n-stage monotonous FSRs, the successor of state x € O; is nondeterministic,
which is dependent on b;,i € [O;]. This fact causes that the total number of cyclic attractors is also
not deterministic. Inversely, for state @ € Os, its successor is determined by (8). Therefore, we can
deduce the range of the total number of cyclic attractors for n-stage monotonous FSRs, i.e., Theorem 2.
Taking Figure 2 as an example, the successors of states 613 ~ (01 1 0)T and §{§ ~ (00 1 1)T with
519, 813 € Oy = {695, 16,516,516,516,516,516, 161 are determined, that is, (0 1 1 0)T — (110 0)T and
(001 1) — (011 0)*. Thus, the trajectory (001 1)T — (011 0)T — (1 1 00)7T is deterministic. If
there exists a cyclic attractor containing (0 1 1 0)T, then the cyclic attractor must contain (0 0 1 1) and
(110 0)T simultaneously. However, another predecessor of (0 1 1 0)T is nondeterministic, and has two
cases: equal to (1 0 1 1)™ or nonexistent by (8). Actually, it does not exist a cyclic attractor including
(0110)T and (1 01 1)T. The proof will be given at Appendix A.

In the following, Algorithm 1 is provided to find all the states in set S which can reach &;. As for
any 85, € 81, all the states that reach 6%, are saved as a tuple denoted by F; where 4, is also included.

Algorithm 1 Find all the states in set Sz that can reach Si.

1: Initial set S; = {52n 1+1, 65:714&, R 53271+2"72};
2: for i = 2"~ 1+1to2” 19272 do

3: =1, F; =0

4 F; = F; U d5n;

5 while (z < 2")A (z is even) do
6: r=2 42"

7: F; 6§n;

8 end while

9 Output F;;

10: end for

By Algorithm 1, we can obtain Fon-141, Fon-119,..., Fon-149n—2. Further, we define a new set denoted
by S as & :7(F2n—1+1)|F2n71+1‘ U (Fan-140)(Fy, 1 ) U U (Fon-1q9n-2)1F,, 1, |- Therefore, for any
state in set S, its predecessor is in set O;.

Lemma 6. Consider an n-stage monotonous FSR. Assume that S = {04}, 052,...,657}. Then the
following statements can be obtained.
e Set [S] is the set of all the odd integers in set [Os].

e For any p;,1 € [1,¢], if state dhi has a predecessor, then the predecessor must be 52n with

[5] € [04].
o If for any i € [1,¢], let b(%] = 2, then there does not exist any cyclic attractor in the n-stage
monotonous FSR.
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Proof.  For any = € [S1], the x is always less than 2" when performing the command z = & + 2n—l,
Then the fact implies that the command will be terminated only when x is an odd integer. Therefore,
for any i € 2771 4+ 1,271 +2"72], the last element of set F; must be odd. Followed by (8), for any state
84, € Os, its successor must be an even integer. While, all the states in set S are odd integers, which
implies that their predecessors must not be in set Oz. Therefore, if state dbi,1 € [1, ] has predecessor,

then the predecessor 5( el must be in set O;.

By Theorem 2, any cyclic attractor must contain at least one of states of the set &1. If we break all
trajectories that might form cyclic attractors, then n-stage monotonous FSRs do not have any cyclic
attractor. On one hand, for any odd integer a € [S1], we have F,, = {0%.} with 0%, € S, and 0. has

n—1 g o
a unique successor and a unique predecessor, i.e. 537(1“_2 ) and 52,3] Therefore, states 52&317 0%, and
n—1
537(:1—2 ) are in the same cyclic attractor. If let bra1 = 2, then state 52n is not the predecessor of 45,
but the predecessor of 55”' with a + 1 being an even integer, which implies that the unique possible

cyclic attractor containing 65, is damaged. Then we have 5£% 1 55‘5”1 when let bra7 = 2. However, it

is impossible that these exists a cyclic attractor containing 52f% 1 and 5‘2";"1 The proof will be provided in
Appendix A.

On the other hand, for any odd integer § € [S2] and any even integer i € [S;], there always exists a
unique path from (5§n to 8%, by (8). Therefore, (5§n and 64, are in the same cyclic attractor. Similarly,

8

let b(g] = 2, and then state 5;?1 is not the predecessor of 52% but the predecessor of 55;1 with g+ 1
2

being an even integer, which implies that the unique possible cyclic attractor containing (5§n is damaged.

8
Moreover, it is impossible that these exists a cyclic attractor containing 52f31 and 55,?1 (see Appendix
A). Therefore, based on Theorem 2, if for any i € [1, ¢], let b(u 1 = 2, then any n-stage monotonous FSR
has no cyclic attractor.

Example 2. Reconsider the PT(V,E’) of the 4-stage monotonous FSR depicted in Figure 2 with
O = {645 :i € [1,8]} and Oy = {§i : i € [9,16]}. There exist four possible cyclic attractors depending
on b;,i € [01], denoted by C1, Ca, C3, C4, and two fixed points denoted by Fi, Fa, respectively, where

Cr:0ig~(1110)" =65~ 110D =60~ 101 1) 5605~ 0111)" =65~ (11107,
CQ:5§6~(1100)T—>516 (100" =g~ 001 1) =618~ (01107 =dfg~(1100)7,
C3:88~1000)" =615~0001)" = 5}3 0o10)" — 5}3 0100 =88~ (10007,
Cy:0%~(1010)7" — ~(o101) ~(1010)7,

Fi=0g~@0111)7T ,and]-}:a}gw(ooom :

We can see that for any cyclic attractor C;,¢ € [1,4], there always exist 074 € C; N 01 and 5156 € C;NOy
satisfying 6% — 6%, which verifies Lemma 5. Moreover, one has that S; = {69,612, 01%, 612}, Then it
can be obtained that Fy = {675}, Fio = {010,613}, F11 = {516 ,and Fio = {012,614, 612} by Algorithm 1.
Further, we have S = {074,013, 01%, 61a} satisfying 9%2 = 11%2 = 13%2 = 15%2 = 1. Let brgy = 2,
bT%W = 2, b(%] = 2, and bfl_;ﬂ = 2 as shown in Figure 3. Then by Lemma 6, there does not exist any
cyclic attractor in 4-stage monotonous FSRs.
By Lemma 6, to guarantee no cyclic attractor in n-stage monotonous FSRs, we need to fix by my, by 127,
b(w 1 However, it is possible that there exist some states belonging to S under the assumption that
5l i and 657 are in the same cyclic attractor. Then we only need to fix either bf £y Or b( oy instead of

both. If 84 and &7 are in the same cyclic attractor, then 84 and 85 are saved as a binary array denoted
by (85, 044). Based on the above analysis, either bf%W or bf%” is equal to 2, so it is impossible to form
a cyclic attractor containing 84: and d4:. Therefore, the following lemma is given to find the arrays to
reduce the number of b; which needs to be fixed.
Lemma 7. Consider an n-stage monotonous FSR. Supposing that S = {054,652, ..., 855}, we have the
following results:
o In set S, there must exist some different states which belong to the same cyclic attractor when n > 5.
o If (271 4+ 1) mod 3 # 0, then there exist 2"~* binary arrays such that the states in an array
are in the same cyclic attractor. If (27! + 1) mod 3 = 0, then there exist 2"~% — 1 binary arrays.
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(o111 !

Figure 3 The PT(V, E’) of a 4-stage monotonous FSR after deleting some edges based on Lemma 6, where each 4-tuple represents
a state (z1, 2,3, 1‘4)T, and the dashed line with a “X” means the path has been deleted.

. . n—1_4 on—3 4277 341)—1 n—1_4 on—3 427313y 1
The binary arrays are given as follows: (82, 2 +1,(527(L +1) ), (65, T2 +3,(527(L +3) )
on—lyon=3 1 (2nT4o1)2 42" P14 (2" T4 -1)2)—1
(05n , Do )

PRI

. Let T" denote the set of these binary arrays for sim-
- . AN K S SRV s S

plicity. If (2"~ + 1) mod 3 = 0, then the binary arrays are I'\{ (0, 5 g B )}

Proof.  If we can find fia, , fta, and X with pa,, i, € [S] and X € [O4] satisfying Shnl = O — 042,
then in set S, there must exist different states which belong to the same cyclic attractor. Clearly, if there
exists a path dhe' — 030 — 0hn?, then A = 2(ta, — 2" 1) by Eq. (8). Since fia,; fta, € [S] and X € [O4],
one has that o, > 2", o, > 2"t and A <271 Let po, — 2" ! = fia,, and then X\ = 2ji,,, which
indicates that fi,, < 2" 2. Since 83, is the unique predecessor of 5532, toy =220, —1)+1 = 4[4, — 1.

Moreover, fiq, > 2""!, and then one has that 4fia, —1 > 2""! = [iq, > 2"3+ 1. Due to o, # flas, it

can be obtained that fi,, # 2"731"’1. Additionally, pq, is an odd integer by Lemma 6, so that fi,, must
be also an odd integer. Based on the above analysis, some restrained conditions on iy, can be derived:

2" < g, <2777,
_ 241
floy # g
fla, mod 2 # 0.

If we can find [i,, satisfying the above conditions, then fi,, fta, and A can be determined. When n = 4,
there does not exist jio, satisfying the above conditions. When n > 5 and (2"~! + 1) mod 3 # 0, there
exist 2" =% binary arrays satisfying the above conditions, that is, fia, = 2" 2 +1,2" 34+ 14+2,...,2" 3 4
1+ (274 —=1)2. If (21 +1) mod 3 = 0, then there exist 2"~* —1 binary arrays excluding jin, = 2%31“.
Therefore, Lemma 7 holds when ji, = 2" ! + i, and jia, = 4fia, — 1.

Remark 4. It can be learned from Lemma 7 that we only consider the case dhn' — 63, — dn? with

P s oy € [S] and A € [O1], because the number of states of T'(V, E) or PT(V, E') grows exponentially
with the increase of nodes. If we consider longer paths such as 0t — 63, — 03 — 0hn? with X € [O4],
then the number of binary arrays that satisfy the condition that the states in a same array are in the
same cyclic attractor, will be more than the case considered in Lemma 7. As a result, the analysis will
be more difficult.

In the following, we make a pre-treatment for these binary arrays obtained in Lemma 7. Let I be the

n— n— n—1 n—3 n—4__
set of the first element of all these arrays, that is, IV = {63, RE 3+1, .. .,6; T2 1)2}, If

R n—1, 2"~ 14q
(277! +1) mod 3 = 0, then let I = F’\{égn M }
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Figure 4 The pseudo-state transition graph of a 5-stage monotonous FSR, where each 5-tuple represents a state (z1,z2,zs3,
T
T4,T5)" -

Theorem 3. An n-stage (n > 5) reliable FSR can be obtained if My in (7) is constructed as follows:
o Let b1 = 2,
o If (27! +1) mod 3 # 0, then let bre1 = 2, w € [S]\[I"];
o If (277! +1) mod 3 = 0, then let bre1 =2, w € [SI\[T].
Proof. It can be observed that 55:71*'*%1 € S\I” or 53:71*'*2“ € S\I'. Moreover, we have
b(wfg...ﬁﬂw = byn-1. Therefore, if the above two conditions hold, then Lemma 4 must be satisfied and
2

the n-stage monotonous FSR only has one fixed point, i.e., 5§n .
Assume that S = {652, 842,..., 057} Let bruiy = 2, and then all the potential cyclic attractors will be

damaged by Lemma 6. Since for any state 65; € I (or 65 € I'), we always find another state 652 € S such

that 65i and &7 are in the same cyclic attractor when (27! +1) mod 3 # 0 (or (2"~ + 1) mod 3 = 0).

The fact implies that either by ) = 2 or br Gy = 2, so that the possible cyclic attractors containing d5i
2

and g will be damaged. Therefore, if M ¢ defined by (7) satisfies the above two conditions, then the

n-stage FSR with structure matrix My is monotonous and globally stable.

Remark 5. Wan et al. [2] constructed ¢(n)22"72_1 n-stage reliable FSRs, where ¢ denotes the Euler’s
totient function. Compared with [2], while n > 5 and (2"~!+1) mod 3 # 0, 22"~ ~1+2""" p_gtage reliable
FSRs can be constructed by Theorem 3. If (2°~! 4+ 1) mod 3 = 0, then there are 22" 22" "~1 j_stage
reliable FSRs can be constructed. When n = 5, we have <Z)(n)22"72_1 =922""=1+2""" while when n > 5,
B(n)22" *=1 < 22" *=142""  Therefore, the number of n-stage reliable FSRs constructed by Theorem 3

n—4
is 2;(—”) (n > 5) times of that obtained by the method in [2].

Example 3. In the following, we will construct 5-stage monotonous and globally stable FSRs by
Theorem 3. The pseudo-state transition graph of a 5-stage monotonous FSR is shown in Figure 4,
where S; = {037 ~ (0111 1)T,688 ~ (01 110)1,63 ~01101)T,629 ~(©01100)7,635 ~
0101 17,62 ~01010)7%,825 ~ (0100 1)T,623 ~(01000)T}. By Algorithm 1, one has
that Fi7 = {5§g}a Fig = {5?15’5%3 ~ (0 011 1)T}a Fig = {5?1152)}7 Fy = {5587553 ~ (0 011 O)Tv(s?%g ~
(0001 1)1}, For = {033}, Foz = {633,035 ~ (001 0 1)1}, Fag = {633}, and Foy = {034,025 ~
00100)7,65 ~ (©0010)7,6% ~ (0000 1)T}. Then S — {517,519, 621,623, 623, 627, 622, 631 ).
When n = 5, we have (2°~! + 1) mod 3 # 0, I' = {(623,039), (033,032)} and I = {634,535 }. Therefore,
[S\[I] = {17,19,25,27,29,31}. By Theorem 3, let by = by = bjg = byz = byg = b1z = byg = 2, and
then we can obtain the pseudo-state transition graph by deleting some edges as shown in Figure 5. From



LuJ Q, et al. Sci China Inf Sci  May 2021 Vol. 64 152207:12

1€
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Figure 5 The PT(V, E’) of a 5-stage monotonous FSR by deleting some edges based on Theorem 3, where each 5-tuple represents
a state (z1, 2,3, T4, 905)T7 and the dashed line with a “X” means the path has been deleted.

Figure 5 we can observe that there does not exist any cyclic attractor. Moreover, by Theorem 3, if My
isintheform0f52[2b2b3b4b5b6b7b822b11b1222222222222222222222],biGD,
i€ [2,8]U{11,12}, then FSRs with structure matrix My are monotonous and globally stable. Moreover,
the total number of 5-stage monotonous and global stability FSRs is 2°. If we follow the method in [2] to
construct the monotonous and globally stable FSRs, then the same number of monotonous and globally
stable FSRs can be constructed.

Now, we construct 6-stage monotonous and globally stable FSRs. Note that the T'(V, E’) and PT(V, E’)
of a 6-stage monotonous FSR occupy a lot of space, so the graphs are omitted. Then, we have (267! +
1) mod 3 = 0, T' = {(6¢},083), (623, 682). (08, 631, (947, 683)} and T' = {6¢},843, 64T} Therefore, let
b17 = blg = b19 = b20 = b22 = b25 = b26 = b27 = bgg = b29 = b30 = b31 = 2, and 219 6—stage monotonous
and globally stable FSRs can be constructed. If followed by the algorithm in [2], there are 26 6-stage
monotonous and globally stable FSRs in total.

4 Conclusion

In this paper, the FSRs were investigated and considered as BNs for evaluating the corresponding struc-
ture matrix and transition matrix by STP. One necessary and sufficient condition was obtained for
monotonous FSRs, and the upper bound of the number of cyclic attractors was given for one monotonous
FSR. Also, 92" F-12n ! n-stage reliable FSRs were constructed by the proposed method in this paper,
and the number of n-stage reliable FSRs was greater than that in Ref. [2]. Finally, some examples have
been provided to illustrate the effectiveness of the proposed method.
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Appendix A
In Theorem 2, we proved that for any n-stage monotonous FSR, the total number of cyclic attractors is no more than 2”72, but

. i i . ) g+on—! . ) g
we did not prove that there exists a cyclic attractor including 65 and 522n rather than including §5» and 621’71 for any even

2(a—2""1) N

a
integer a € [O2]. In the following, we prove that there is definitely no such cycle 65 — 6 cee 622,1 — 05n but there

on
_on—1 a yon—1
possibly exists the cycle 65n — 6;5{" 2" 622,1Jr — 5.
Assume that there exists a cyclic attractor with length x in an n-stage monotonous FSR: X; — X — .-+ — X,. Then by
Definition 5, we have that w(X,) < w(Xx-1) < -+ - < w(X1) < w(X,). Therefore, w(Xx) = w(Xe-1) = = w(X1) = w(Xk) [2].
e} o
If there exists the cycle 65n — 6;(;}72” N 622n — 05, then w(Xq) = w(X%), where X, = (al,aQ,.‘.,an)T ~
a
05n X% = (a},ab, ..., a;,b)T ~ 622n, and « satisfies the following condition:
a=2"—(a12"" " +a2" 2 4 Fan). (A1)

Multipling both sides of Eq. (A1) by % results in

S =2 (@2 4 a2 P a0

—on _ (2n—1 + a12n72 + a22ﬂ*3 N (17171)7 (AQ)
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which implies that X% = (1,a1,.. .,an,l)T by Lemma 1, and then we have a; = a/iJrl, i € [1,n — 1]. Tt follows from Lemma

6 that « is an even integer, and then we have a, = 0, and X, = (a1,a2,.. ,,an,l,O)T. Based on the analysis, we have that
w(Xa) # 'w(X%) and w(Xq) — 'w(X%) = 1, which contradicts with w(X,) = w(X% ). Therefore, there does not exist the cycle

_on—1 a
T e g R
_on—1 a4 on—1 L . .
But for another sequence 537“5;,(1“ 2 ), .. -75227@ ,05n, it is possible to form a cycle. The proof is given as follows.

_on—1 a yon—1
Based on Eq. (8) and Lemma 6, the subpaths §5n — 6;5{" "7 and 522n+ — 05n are determined, but the rest path

_on—1 & 4on—1 _on—1
6;5;’ Y L, 522n+ with 6;5;’ 7Y ¢ O, is indeterminate, and depends on b;,i € [1,2""']. Therefore, we only

consider these two determined subpaths. That is, if w(X,) = w(X2(a72n,1)) and w(Xa) = w(Xa ,on—1), then the cycle is
2
possible; otherwise, it must be impossible.
By doubling both sides of Eq. (A1), one has that
200 = 2" — (412" + a2 4 -+ 2an).

! results in

Then subtracting both sides of the above equation by 2"~
20 —2""1) =2" — (12" 4+ a22" T+ -+ 2a,). (A3)
Since a € [S;1], which means a; = 0, Eq. (A3) can be rewritten as

2(a—2""1) =2" — (a22" "' 4+ 2a, +0), (A4)

which implies that X2(a72n*1) = (az,as,..., an,O)T‘ Therefore, w(Xy) = w(X2(a72n,1)).
On the other hand, adding both sides of Eq. (A1) by 2™~ results in

(03 — — —
Qo o (012" % a2 P e tan_1)

2
=2" —(0-2" ' 4 a12" a2 P ana), (A5)
which implies that X%Jrzn,l = (O,al,az,‘.,,an,l)T, and w(Xa) = w(X%JrTL,l)‘ Therefore, w(X,) = w(X%JrTL,l) =
"U(X2(a72n71))-
1 a
Based on the above analysis, we can conclude that for any even integer o € [O2], the cycle 65n — 655;172” ) s 622n —
_gn—1 a g on—1
05n cannot exist but the cycle 65n — 6;,&& 2" e =y 522,L+ — 05n may exist. Therefore, for any n-stage monotonous

FSR, the total number of cyclic attractors is no more than 2" 2. Additionally, the above analysis also proved that it is impossible
to have a cyclic attractor including (0 1 1 0)™ and (1 0 1 1)T in Remark 3.
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