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Dear editor,

Recently, the permutation-based cryptology becomes a good

topic in symmetric-key research groups. Many dedicated

ciphers are permutation-based, and researchers introduced

lots of cryptographic permutations which were suitable for

different applications (collision-resistant hashing, preimage-

resistant hashing, message authentication, message encryp-

tion, etc.). Frit (fault-resistant iterative transformation) is

a new lightweight 384-bit cryptographic permutation pro-

posed by Simon et al. [1] recently. Dobraunig et al. [2] first

studied the Frit cipher against algebraic attacks and gave

some key-recovery attacks on Frit in EM constructions. In

the end of their study, they left an open problem that if Frit

is used in MonkeyDuplex [3] construction (denoted as Frit-

AE, i.e., Frit-based authenticated encryption), what is the

security level of Frit-AE against the algebraic attacks, such

as cube-like or conditional cube attacks. In this study, we

focus on this open question.

We first give the brief description that the possible im-

plementations of Frit with MonkeyDuplex. We place the

16-round Frit in the initialization phase, whose input is a

384-bit concatenation of 128-bit key (one limb) and 256-bit

nonce (two limbs). Then, a 128-bit limb is XORed with

128-bit plaintext and output 128-bit ciphertext. Since there

are three limbs (a, b, c) in the state of Frit, we denote nine

possible versions as Fritβα-AE, where α, β ∈ {a, b, c} indicate

the limb positions of 128-bit key and 128-bit ciphertext, re-

spectively.

At EUROCRYPT 2017, Huang et al. [4] introduced con-

ditional cube attacks on Keccak sponge function. Then,

several cube-like attacks [5–8] were proposed on permutation

based AE schemes, i.e., Ketje, Keyak and Ascon. By explor-

ing bit conditions involving both public bits and key bits,

they could reduce the diffusion of cube variables. We in-

troduce new key-dependent cube attacks, which also exploit

cube testers with constraints similar to [4]. However, the dif-

ference is that the new attacks only consider the conditions

which only involve secret key bits. In our attacks on Fritβα-

AE, we find many different cube testers for different key-

dependent bit conditions with the help of MILP (mixed-

integer linear programming) method. So we could detect

many key-dependent equations by exploring different cube

testers. Based on this idea, we give round-reduced attacks

on all nine versions of Fritβα-AE, which are summarised in

Table 1.

Table 1 Summary of cryptanalysis results

α β Attacked round Time complexity

a 9 229

a b 10 229

c 9 229

8 229

a
9 242

10 263

11 297

9 229

b b
10 242

11 263

12 297

8 229

c
9 242

10 263

11 297

a 10 229

c b 11 229

c 10 229

Brief description of Frit and algebraic property. Frit op-

erates on a state of three limbs a, b, c in {0, 1}128 updated

in 16 rounds. Each round the state is updated in 6 bitwise

operations: the round constant addition, a mixing operation

σa of limb a, the only nonlinear operation ⊙ used as a Tof-

foli gate, a mixing operation σc of limb c, a switch operation

and a transposition.

The only nonlinear operation of Frit is a bitwise ⊙, so

the round function’s degree is 2. Let Fritr denote the

r-round Frit and (ar , br , cr) = Frit1(ar−1, br−1, cr−1) =

Fritr(a0, b0, c0). We obtain the properties that deg ar 6

deg ar−1+deg br−1, deg br = deg ar−1 and deg cr 6 deg ar .

*Corresponding author (email: ktjia@mail.tsinghua.edu.cn)

http://crossmark.crossref.org/dialog/?doi=10.1007/s11432-018-9798-8&domain=pdf&date_stamp=2021-2-1
https://doi.org/10.1007/s11432-018-9798-8
info.scichina.com
link.springer.com
https://doi.org/10.1007/s11432-018-9798-8
https://doi.org/10.1007/s11432-018-9798-8


Qin L Y, et al. Sci China Inf Sci March 2021 Vol. 64 139103:2

Setting deg a0 = deg b0 = deg c0 = 1, we observe that

the degrees of ar , br , cr follow the Fibonacci sequence

Fr = Fr−1 + Fr−2 (F0 = 0, F1 = 1). By induction we

deduce that deg ar 6 Fr+2, deg cr 6 Fr+2, deg br 6 Fr+1.

Key-dependent cube attack. In Fritβα-AE, the initializa-

tion phase produces l-bit output. Each of the output bits

is written as a polynomial fi(k0, . . . , kn−1, v0, . . . , vm−1),

i = 0, 1, . . . , l − 1. Choose a common cube CT , e.g.,

(v0, . . . , vs−1), 1 6 s 6 m, then fi = T · Pi + Qi,

i = 0, 1, . . . , l − 1. In our key-dependent cube attack, a

common divisor of all Pi is found, which is a polynomial

g(k0, . . . , kn−1) that only involves some key bits. Then

the cube sum of fi over all values of the cube CT is

Pi = g(k0, . . . , kn−1) · P ′

i .

We introduce the cube tester, which has the Property 1

and Assumption 1.

Property 1. If at least one nonzero cube sum occurs

among the cube sums of fi (i ∈ {0, 1, . . . , l − 1}), we will

determine that g = 1. It is guaranteed to be right.

Assumption 1. If the cube sums of fi (i ∈ {0, 1, . . . , l −

1}) all equal to 0, we will determine that g = 0. Note that,

in a random oracle, g = 0 is wrong with probability of 2−l,

because P ′

i is zero with probability of about 1
2
.

With the help of MILP method, we could find many dif-

ferent key-dependent gs corresponding to different cubes,

which are all linear with key bits. At last, we could recover

the full key by solving a set of linear equations on key bits.

Attacks on Fritba-AE. The cipher Fritba-AE sets the 128-

bit key K to limb a0 and the 256-bit nonce to limbs b0 and

c0. We give a 3-round initial structure by keeping the limb

b0 to constants 0 and setting variable vector σ−1
c σ−1

a (v) to

limb c0. After 2-round Frit the output expressions of a2, b2,

c2 are linear with v. To linearize the output expressions of

a3, c3, the expression b2⊙b3 = σaσc(σa(K)⊙v+σ−1
a (v))⊙v

should not involve quadratic terms.

We notice that the mixing operation σ−1
a is much more

complicated than σa, where σ−1
a has 65 rotations but σa

only has 3 rotations. Both the mixing operations σa and σc

can be regarded as cyclic matrices, which are also commu-

tative matrices. So it is clear that

b2 ⊙ b3 = σaσc(σa(K)⊙ v + σ−1
a (v)) ⊙ v

= σaσc(σa(K)⊙v)⊙v+σcσa(σ
−1
a (v))⊙v

= σaσc(σa(K)⊙ v) ⊙ v + σc(v) ⊙ v.

Without the complicated mixing operation σ−1
a , it’s eas-

ier to guarantee there are no quadratic terms in b2 ⊙ b3 =

σaσc(σa(K)⊙ v)⊙ v + σc(v)⊙ v. We use MILP method to

find as many variables v as possible, which does not multi-

ply with each other. This method was first introduced by

Li et al. [6] to attack Keccak based ciphers. In our MILP

model, each variable vi (i ∈ [0, 127]) is assigned with a vari-

able xi ∈ {0, 1}. Then the case xi = 1 represents that vi
can be chosen as a cube variables candidate. We generate

the constraints set CF of {xi} to guarantee there are no

quadratic terms in a3, c3. For each term vivj in expression

σaσc(σa(K) ⊙ v) ⊙ v + σc(v) ⊙ v, if the coefficient gi,j(K)

of vivj (i 6= j) is not 0, we add a constraint xi + xj 6 1 to

CF.

Then our problem is modeled into a binary linear pro-

gramming problem

Maximize
127∑

i=0

xi

s.t. AX 6 b, X = {xi|xi ∈ {0, 1}, 0 6 i 6 127},

where the AX 6 b describe the constraints set CF. Using the

Gurobi optimizer to solve the problem, we get the variable

set S, in which every variable vi does not multiply with each

other. The output limbs a3 and c3 are linear by assigning

the other variables to constants 0. When setting one vari-

able vj /∈ S to be a cube variable and carefully choosing the

other cube variables from S, we can get only one quadratic

term gi,j(K)vivj (vi ∈ S) in a3 and c3, where gi,j(K) is

linear function over key bits.

Adding r-round after the 3-round initial structure, we

use the d = (Fr+1 +1)-dimension cube testers to attack the

(r+3)-round Fritba-AE. If gi,j(K) = 0, the expressions of a3,

b3 and c3 are linear, and the degree of br+3 is Fr+1. Other-

wise, the expression of br+3 has terms of degree Fr+1 + 1,

which must involve gi,j(K)vivj . By calculating the cube

sums of all bit positions of the output limb after (r + 3)-

round Frit, the two cases gi,j(K) = 0 and gi,j(K) = 1 can

be distinguished according to Property 1 and Assumption 1.

By testing different cube testers we can get 128 linearly in-

dependent bit conditions and solve the set of equations to

recover the 128-bit key. The time complexity of recovering

the 128-bit key is 2d × 27 = 27+d (The time to solving the

linear system can be omitted).

Finally, we could get a key-recovery attack on 10-round

Fritba-AE with d = 22. The time complexity is 229. The cube

indexes are {0, 1, 4, 7, 8, 15, 16, 23, 30, 31, 38, 39, 45, 46, 53,

60, 61, 68, 69, 75, 76, 83}, with g = K4 +K91 +K114. Note

that choosing different indexes, we could get more cubes

with different gs.

Attacks on Fritb
b
-AE. In Fritb

b
-AE, the 128-bit key K is

put in limb b0 and the 256-bit nonce is put in limbs a0 and

c0. Setting variable vector v′ to limb a0 and σ−1
c σ−1

a (v)

to limb c0, we get a 2-round initial structure for Fritb
b
-AE.

To linearize a2 and c2, we need to keep that the expression

b1 ⊙ b2 = σa(v′)⊙ v + σa(v′) ⊙ σaσc(K ⊙ σa(v′)) does not

have quadratic terms.

By our observation, let cube variables set Ci =

{v′i, v
′

i+1, vj0 , . . . , vjd−3
}1), where set {j0, . . . , jd−3} does

not have any elements of {i, i+18, i+41, i+1, i+19, i+42}.

Assigning the other variables of v, v′ except for the cube

Ci to constants, we find the only quadratic term of a2,

c2 is Ki+1v
′

iv
′

i+1. Adding r-round after the 2-round ini-

tial structure, we try to attack the (r + 2)-round Fritb
b
-AE

with d = Fr+1 + 1-dimension cube. Similar to the attack

on Fritba-AE, the Ki+1 is deduced by calculating the cube

sums. The time complexity of recovering 1-bit key is 2d, and

the time to get the whole 128-bit key is 2d × 27 = 27+d by

traversing i from 0 to 127. According to algebraic degree of

Frit, we could apply key-dependent cube attack to no more

than 12-round Fritb
b
-AE.

Attacks on Fritbc-AE. The cipher Fritbc-AE sets the 128-

bit key K to limb c0 and the 256-bit nonce to limbs a0 and

b0. We give a 4-round initial structure of Fritbc-AE by keep-

ing the limb a0 to constants 0 and setting σ−1
c σ−1

a (v) to

limb b0. To linearize the expression b3 ⊙ b4, we find the

procedure is similar to the attacks on Fritba-AE. The only

difference is the coefficient gi,j(K) of each term vivj . So

our attack could be applied to 11-round Fritba-AE with time

complexity 229.

For the other six versions, because the property that

ar+1 = σ−1
a (br+2) and cr+1 = ar+1 + ar + br , the cube

testers for (r + 2)-round Fritbα-AE could be used to attack

1) The addition + is in GF(27), i.e., i+ 1 means (i + 1) mod 128.
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(r + 1)-round Fritaα-AE and Fritcα-AE. For more details,

please refer to Appendix A.

Conclusion. We give some key-recovery attacks on re-

duced Frit in duplex-AE mode. Our results cover all the

versions of Fritβα-AE and include some practical key-recovery

attacks that could recover the key within several minutes.
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