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Dear editor,

In recent years, networked control systems (NCSs) have re-
ceived ever-increasing interest from researchers owing to the
advantages of improving flexibility and efficiency of systems
and decreasing maintenance costs.
openness of NCSs, highly depending on network communi-
cation technology, induces many unforeseen vulnerabilities
in the control systems and leads to increasing security risks
as highlighted in [1]. Adversaries can easily exploit these
vulnerabilities to launch attacks to degrade performance of
systems, and even destroy the stability of systems in the
worst case. Hence, secure control of networked control sys-
tems have been a subject of significant research interest for
the last two decades (e.g., [2,3]). Denial-of-service (DoS)
attack is perhaps one of the most detrimental attacks that
affect the packet delivery. By blocking the communication
link and effectively preventing transmission of packets be-
tween the plant and the controller, DoS attacks could de-
stroy the availability of signals among different nodes of the
NCSs, and furthermore, drive the systems to be unstable.

However, the growing

Traditionally, the majority of networked control theories
are based on the time-triggered manner, i.e., the sampling of
the sensor and updating of the controller are executed peri-
odically. Although periodic sampling is preferred in analysis
and design, it is sometimes less preferable from a resource
utilization point of view. Recently, event-triggered control
(ETC) has gained more and more attention owing to the
advantages of saving communication and computation re-
sources. In ETC, control tasks are executed after the occur-
rence of an event, which is generated by designed triggering
conditions or enent-triggered mechanism, instead of a cer-
tain fixed period of time [4-6].

A number of studies showed that event-triggered con-
trol can significantly mitigate communication traffic over
the networks and retain a satisfactory closed-loop perfor-
mance [4-6]. Compared with traditional time-triggered con-
trol, it may be an interesting problem whether the ETC
scheme is more sensitive to networked attacks. Thus, it is
necessary and important to investigate the stability of event-
triggered control systems subject to DoS attacks.
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Motivated by the above observations, this study focuses
on the security control problem for a class of discrete-time
linear time-invariant ETC systems subject to noises and DoS
attacks. Also, consecutive DoS attacks are allowed. For
discrete-time systems, the probability-distribution function
method is a main solution in handling the phenomenon of
network attacks. Thus, following [7], a random model obey-
ing Bernoulli distribution is exploited to describe the be-
haviors of DoS attacks. Some sufficient conditions are de-
veloped to guarantee the input-to-state stability of systems
with respect to noises. Owing to the randomness of the dis-
turbances and attacks, the proposed method in this study
is suitable for single or successive packet dropouts.

Problem formulation. Consider an NCS shown in Fig-
ure 1. The discrete-time linear time-invariant plant is de-
scribed by

Tp4+1 = Azg + Brug + Bowy, (1)

where z; € R™ and up € R™ are the state vector and the
control input, respectively. w; € RF is the zero mean
Gaussian noises with expected value Elwlwy] = 1. A,
B1, B2 are constant matrices with appropriate dimensions
and (A, B1) is controllable. Instead of using conventional
periodic sampled-data control, this study considers ETC
schems. As shown in Figure 1, buffer in sensor-to-controller
(SC) channel (buffer SC) is employed to hold the most re-
cently transmitted measurement of the state to the con-
troller. From the perspective of the defenders, this can be
regarded as a kind of protection mechanism. Let Z; be the
data stored in the buffer SC. Thus, in the absence of DoS
attacks, the input signal can be described by

K k=k;
wp = Tk, iy 2)
Kz, k# ki,

fork € {ki, ki+1,...,kipt1—1}, 7 € No, where K € R™*" ig
the controller gain matrix such that A+ BK is Schur stable.
Consider the following triggering condition:

12 — zrll > ollzll, (3)
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Figure 1 (Color online) DoS attacks on the closed-loop sys-

tem.

where 0 € Ry is a free parameter to be designed. And
the sequence {k;} denotes the triggering time instants de-
cided by the designed triggering condition with kg = 0 by
convention. New state measurements are transmitted to the
controller only when the triggering condition (3) is satisfied.

Next, consider the case with DoS attacks, which is re-
ferred to as the fail of transmission at some triggering in-
stants. In other words, the case with DoS attacks would
only occur at the triggering instants, i.e., on sequence {k;}.
Let ag, = 1 or 0 denote whether the DoS attacks do exist
or not in the channel SC. Referring to [7], assume ay, is
Bernoulli varible with the following probabilities:

Play, =1} =a, Play, =0} =1-a. (4)

Clearly, Eq. (4) can yield E[ay,] = &

In addition, in order to improve the reliability of sys-
tems, an authentication signal, denoted by Dy, is intro-
duced. This singal is usually used to detect whether DoS
attacks happen. It is measured at each triggering time in-
stant when the triggering condition (3) is satisfied. Dy, =0
denotes that no attack happens at time instant k;, while
Dy, = 1 denotes that DoS attack happens. If Dy, =1, the
event-triggered controller would always be triggered at the
next triggering time k; 1. Of course, the data transmitted
at the next sampling time might be attacked.

Then, the dynamics of &}, can be described by

- {(1—aki)$k+aki5ﬁk, k= ki,
Th+4+1 = _ (5)

Under the DoS attacks of the channel SC, Eq. (2) can be
rewritten as

6
Ky, k # k;. ©)

{ 1- ag, )K$k + ag, Kz, k= ks,
U =
Remark 1. In ETC systems, generally assume that kg =
0. However, the systems could be attacked at the process
start-up. Therefore, ay, = 1 implies that the DoS attack
happens at the beginning. This raises the question of assign-
ing a value to the buffer when communication is not possible
at the initial time. Here, we assume that £o = 0 and 49 = 0
if Ocko =1.

Let z;, = [z, &F]T. The ETC systems subject to DoS
attacks can be obtained. It follows from (1), (5) and (6)
that

Zk+1
{(l—aki)Alzk-l—ockiAgzk-f—/\l’wk, k=k;,

7
A1Zk+/\2({2‘k7:vk)+/\1wk, k#k;, (
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for k € {ki, ki +1,..., ki1 — 1}, i € No, where

A+ B1K O B
A1 _ + B nxn :|7 Al _ |: 2 :|7
Inxn Onxn Onxm
A B1K BlK
Ag = , Ao = .
Onxn Inxn nxn

The main objective of this study is to design event-
triggering conditions of the form (3) such that the corre-
sponding closed-loop system (7) is stable.

Definition 1 ([8]). The system (7) is said to be mean-
square input-to-state stable (ms-ISS) if there exist functions
@ € KL and € € K such that the state zj satisfies

Efl|lzx]1?) < o(E(llzoll*), k) + E(Ewy; wy]) (8)

for all k € Np. If (8) holds when wy, = 0, then the system is
said to be mean-square globally asymptotically stable (ms-
GAS).

Main results. Sufficient conditions to ensure stability of

the closed-loop event-triggered networked control systems
with DoS attacks are provided, and the concept of the largest
attack probability is proposed.
Theorem 1. Assume that the attack probability & in (4)
is known. Then system (7) is ms-ISS if there exist a con-
stant v € (0, 1), a positive scalar k, and symmetric positive
definite matrices P and @ such that

(1) The following matrix inequality

ATPA; —vP —ATPA ©)
* ArQFPAg — kIl
holds, and o € (0,4/(1 —v)Amin(P)/k) in (3), where

Amin(P) is the minimum eigenvalue of P;
(2) P and Q are the solution of the following equation:

aATPAs + (1 —a)ATPA +Q =P. (10)

Especially, the system (7) is ms-GAS if wy = 0. See
Appendix A for the proof of Theorem 1.
Remark 2. Theorem 1 provides sufficient conditions to
ensure the ms-ISS of the system. A method for designing
the feedback controller gain matrix K could be provided
based on Theorem 1, which can be found in Appendix D.

It is noted that Theorem 1 has some deficiencies. On the
one hand, (9) is not a linear matrix inequality. On the other
hand, the solution to (9) is obtained under the equation
constraints in (10). The above deficiencies make the solv-
ing process complicated. Before presenting the correlative
results, we firstly give Definition 2.

Definition 2 ([7]). The largest attack probability, de-
noted by aumax, is a positive bound such that (9) and (10)
in Theorem 1 hold under any attack probability less than
this bound.

Theorem 2. The largest attack probability amax
obtained by the following optimization problem:

can be

max
st. ATPA, — P <0, (11)
aATPAs + (1 —a)ATPA; — P <. (12)
In addition, for any & € (0,max), (11) and (12)
are always satisfied with some positive definite ma-

trix P. See Appendix B for the proof of Theo-
rem 2.
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Remark 3. Note that constraints (11) and (12) are lin-
ear matrix inequalities for a given &. Thus, the sub-optimal
solution with arbitrary precision can be obtained by linear
search method.

Obviously, the event-triggered control is close to the time-
triggered control along with a small o. Correlative content
is proposed in Appendix C.

Simulations are provided in Appendix E to illustrate the
efficiency of the obtained results.
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