
SCIENCE CHINA
Information Sciences

February 2021, Vol. 64 129102:1–129102:3

https://doi.org/10.1007/s11432-018-9572-x

c© Science China Press and Springer-Verlag GmbH Germany, part of Springer Nature 2020 info.scichina.com link.springer.com

. LETTER .

Secure fusion of encrypted remote sensing images
based on Brovey

Junzhi YANG1, Guohua CHENG2 & Meng SHEN2,3*

1School of Information and Electronics, Beijing Institute of Technology, Beijing 100081, China;
2School of Computer Science, Beijing Institute of Technology, Beijing 100081, China;

3Key Lab of Information Network Security of Ministry of Public Security (The Third Research Institute of

Ministry of Public Security), Shanghai 201204, China

Received 14 June 2018/Accepted 21 August 2018/Published online 16 July 2020

Citation Yang J Z, Cheng G H, Shen M. Secure fusion of encrypted remote sensing images based on Brovey. Sci

China Inf Sci, 2021, 64(2): 129102, https://doi.org/10.1007/s11432-018-9572-x

Dear editor,

In the field of image fusion, panchromatic images captured

by the Satellite Pour l’Observation de la Terre (SPOT) [1]

have high spatial resolutions, whereas their spectral resolu-

tions are relatively low. On the other hand, multispectral

images have high spectral resolutions; however, their spa-

tial resolutions are low. Because the two types of images

captured by satellites cannot meet the demand [2], image

fusion is generally necessary in practice. Remote sensing

images require large storage spaces, and image-fusion opera-

tions may contain complex computations, making it difficult

to execute on ordinary computers. Cloud storage [3] has the

advantage of large storage space and computing resources,

making it quite suitable. However, remote sensing images

usually contain confidential information, requiring encryp-

tion prior to cloud delivery [4]. Based on existing research,

and by combining the technical features of image fusion and

image encryption, we propose an encrypted remote-sensing

image fusion scheme based on Brovey [1], which can realize

remote image sensing fusion in the cloud while protecting

image privacy.

System model. There are three participants to our

scheme: an image owner, the cloud, and an authorized user.

The image owner possesses the original remote-sensing im-

ages and encrypts them with an encryption key prior to

outsourcing to the cloud. Then, the owner sends a secret

image decryption key to the authorized users/receivers over

a secure channel. The cloud allows fusion of the encrypted

panchromatic image and the encrypted multispectral image,

providing the encrypted and fused remote sensing image for

transmission to the authorized receiver. In our scheme, we

assume that the cloud is “honest and curious”, implying

that it will execute the encrypted image fusion operation

correctly and will also analyze the image content to obtain

some original information. The authorized user is autho-

rized by the image owner and has need-to-know. This au-

thorized user stores the image decryption key sent by the

owner and uses it to decrypt the fusion image. In fact, the

authorized user can also be the image owner.

Introduction of the scheme. The image owner uses the

Arnold transform [5] for image scrambling encryption. The

positive transformation formula is shown as Eq. (1), and the

inverse transformation formula is shown as Eq. (2), where

xn+1, yn+1 is the location after transforming; xn, yn is

the location before transforming; a and b are the keys of the

transformation; and N is the height and width of the remote

sensing image.
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Given an original remote sensing image, Img(i, j), 16 i 6

M , 16 j 6 M , where M is the height and width of images.

The image owner uses positive transformation to encrypt

Img(i, j), shown as Algorithm 1. Then the owner obtains

the encrypted image, EncImg(i, j), which will be outsourced

to the cloud for its encrypted image fusion operation.

Algorithm 1 ImageEncryption(a,b, n)

Require: 1 6 i 6 M
∧

1 6 j 6 M
∧

1 6 k 6 n;

1: while k 6= n do

2: while i 6= M do

3: while j 6= M do

4: inew ⇐ (((i− 1) + b(j − 1)) mod M) + 1;

5: jnew ⇐ ((a(i− 1) + (ab + 1)(j − 1))modM) + 1;

6: EImg(inew, jnew) ⇐ Img(i, j);

7: j ⇐ j + 1;

8: end while

9: i ⇐ i+ 1;

10: end while

11: Img ⇐ EncImg;

12: k ⇐ k + 1;

13: end while
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Figure 1 (Color online) Evaluation results of the proposed scheme. (a) Iteration number effect on scheme efficiency;

(b) key-changing effect on scheme efficiency; (c) correlation between adjacent pixels in non-encrypted image; (d) correlation between

adjacent pixels in encrypted image; (e) original panchromatic image; (f) original multispectral image; (g) original fusion image;

(h) fusion image obtained by the proposed scheme.

The cloud uses the Brovey transform [6] method for en-

crypted image fusion, shown as Eq. (3), where R, G, and

B comprise the band of the multispectral image; Pan is the

band of the panchromatic image; Rnew, Gnew, and Bnew is

the band of the fusion image.































Rnew =
R

R+G+ B
Pan;

Gnew =
G

R+G+ B
Pan;

Bnew =
B

R+G+B
Pan.

(3)

Given an encrypted panchromatic image, EPImg(i, j),

and an encrypted multispectral image, EMImg(i, j), the

cloud uses Algorithm 2 to obtain the encrypted fusion image,

EFImg(i, j), sending it to the authorized user. The autho-

rized user receives the encrypted fusion image, EFImg(i, j),

from the cloud and uses the inverse transformation rule from

Eq. (2) to decrypt it, obtaining the original fusion image,

FImg(i, j).

Algorithm 2 EncryptedImageFusion

Require: 1 6 i 6 M
∧

1 6 j 6 M
∧

k = 1;

1: while i 6= M do

2: while j 6= M do

3: tmp⇐EMImg(i, j, 1)+EMImg(i, j, 2)+EMImg(i, j, 3);

4: while k 6= 4 do

5: EFImg(i, j, k) ⇐ (EMImg(i, j, k)/tmp) ×

EPImg(i, j);

6: if EFImg(i, j, k) < 0 then

7: EFImg(i, j, k) ⇐ 0;

8: else if EFImg(i, j, k) > 255 then

9: EFImg(i, j, k) ⇐ 255;

10: end if

11: k ⇐ k + 1;

12: end while

13: j ⇐ j + 1;

14: end while

15: i ⇐ i+ 1;

16: end while

Evaluation. We take the 8th band of Landsat as the

panchromatic image, and we take the synthetic image of the

4th, 5th, and 6th bands of Landsat as the multispectral im-

age in our experiment. Additionally, we take 1000 × 1000

areas from the panchromatic image and the multispectral

image, respectively, as our experimental images. We im-

plement the proposed scheme using Matlab R2015b on a

2.7-GHz Intel Core Processor.

The image encryption key of our scheme is K = {a, b, n},

where a and b have the same meaning, as shown in Eq. (1).

Eq. (2) and n represent the number of iterations to en-

crypt images. We change (a, b) and n in K, respectively,

to explore the effect of image encryption key-changing on

scheme efficiency, including the times of image encryption,

encrypted image fusion, image decryption, and image fusion,

without privacy preservation. We fix a and b in K and in-

crease n step-by-step. The efficiency of the proposed scheme

is shown in Figure 1(a). We conclude that the number of

iterations has no effect on the efficiency of encrypted image

fusion without privacy preservation. More iterations lead to

more encryption and decryption times. Thus, we fix n in

K and change (a, b). The efficiency of the proposed scheme

is shown in Figure 1(b). We conclude that the changing of

(a, b) in K has no effect on scheme efficiency.

The original panchromatic and multispectral im-

ages in our experiment are shown in Figures 1(e)

and (f), respectively. The original fusion image obtained by

Brovey transformation is shown in Figure 1(g). The fusion

image obtained by our scheme is shown in Figure 1(h). We

find that Figures 1(g) and (h) are, visually, nearly the same.

To confirm our conception, we compare the images on the

computer, showing that they are the same. Furthermore, we

conduct a qualitative evaluation [7] of Figures 1(g) and (h)

from the aspect of mean, standard deviation, information

entropy, average gradient, and correlation coefficient. These

aspects are commonly used to evaluate images. The results

show that these quality evaluation values are all the same.

Correlation between adjacent pixels in an image is a type

of statistical analysis. We analyze the correlation of adja-

cent pixels in non-encrypted and encrypted images in Figure
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1(e). Results are shown in Figures 1(c) and (d). We find

that pixel distribution in the non-encrypted image is ap-

proximately linear, and pixel distribution in the encrypted

image is dispersed, further indicating that our image en-

cryption algorithm resists the statistical correlation analysis

between adjacent pixels in the image.

Conclusion and future work. We proposed an encrypted

image-fusion scheme based on the Brovey, which ensures

both image privacy and encrypted image fusion in the cloud.

The experimental results show that our scheme ensures the

quality of the fusion image and its privacy preservation. In

future works, we will research encrypted images fusion as

pixel values are changed.
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