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Abstract In this paper, we propose an area-oriented authentication framework, which aims to provide

a light-weight first authentication by reducing the complexity in acquiring and maintaining many different

reference vectors as in the traditional one-by-one authentication framework. Under the proposed framework,

we first derive the missing detection probability and the false alarm probability, respectively. Then we

quantitatively evaluate the average risks that a spoofer is successfully detected or a legitimate user is falsely

alarmed, at any position in a certain area. And correspondingly three kinds of areas are defined as the

clear area where the spoofers prefer not to attack, the danger area where the spoofers have pretty high

probabilities to attack successfully, and the warning area where the legitimate users are much likely to be

falsely reported as attackers. These results depict the security situation distribution of a region, and provide

useful insights for network operators to take proper following strategies. Finally, simulations are given to

verify our analytical derivations and show the impacts of system parameters.
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1 Introduction

Wireless channels are much vulnerable to jamming, eavesdropping, spoofing and many other attacks,

which greatly damage the availability of wireless networks. Among various types of wireless attacks,

spoofing is easy to launch, and is usually viewed as the springboard to launch a variety of other attacks [1–

3], like denial of service (DoS), man-in-the-middle, data modification, and sniffing. Authentication of the

broadcast signals is an effective countermeasure for defending spoofing attacks, and is considered as the

important first step in securing the wireless communication [3, 4]. Meanwhile, as the development of

the fifth generation (5G) mobile communication, many capacity-limited devices and users demanding

latency-sensitive services [4, 5] require light-weight authentication techniques [4–7].

Cryptographic light-weight authentication techniques and protocols have been proposed [6–8]. Mean-

while, physical (PHY)-layer authentication provides light-weight solutions [1–3, 9, 10], because complex

signaling exchanges are not required. The inherent idea is to utilize the difference of the physical at-

tributes between legitimate signals and spoofing signals. Based on the timeliness, PHY authentication

methods can be divided into two categories. One is to verify each current message by the instant physical

information. This method can verify the source timely, but the efficiency could be limited in some practi-

cal scenarios with massive connections or frequently moving users, because maintaining lots of reference
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vectors (RVs) or frequently updating RVs is very heavy work [2]. The other method is to verify multiple

messages over a period of time, based on the statistical properties of the large amount of physical infor-

mation. This method can provide a macroscopical insight in the security of the entire communication,

which is an important first step to handle the spoofing problem.

Channel based attributes are often used in PHY authentication, like channel state information (CSI) [11],

received signal strength (RSS) [12–17], and angle of arrival (AoA) [18–20]. As easily to be obtained in

practice, RSS is the most popular option, and has been used either independently [12–14], or jointly with

other attributes [15]. Multiple RSSs from many sources can be combined to enhance the authentication

performance [16]. In [17], the statistical property over time of RSS is observed to determine whether the

source is legitimate or is under attack ever. Except for the temporal property, the spatial property of RSS

is also very useful in practice, like in positioning [21–23], range estimation [24–26], and detection [27–29].

In [27–29], the authors used RSS information to detect and localize the attackers.

Different from current researches, we use the spatial property of RSS in the PHY authentication

framework to observe the spatial distribution of the network security situation. This study provides an

important first authentication, after which further authentications can be added as necessary. In our

previous work [30], we first considered a simple scenario where the spoofer attacks a silent user. In this

paper, we further consider a practical case that the spoofer tries to force the destination to accept its

spoofing messages even when the victim user is also active. Moreover, we provide a more detailed analysis

and design a framework for the area authentication, and extended simulations are added to better show

the characteristics of different areas. Specifically, the main work and contributions are as follows.

(1) We propose the area-based authentication framework, which can dramatically reduce the complexity

in acquiring and maintaining many different reference vectors, by verifying whether a signal comes from

a certain area instead of a certain position, as in the traditional one-by-one authentication framework.

(2) Under the proposed framework, we evaluate the authentication performance for two different spoof-

ing models, by deriving the average miss detection probability (MDP) and the average alarm probability

(FAP). We also provide the general derivation framework for the average transmission rates.

(3) Based on the derived probabilities and average rates, we can describe the spatial distribution of

different areas intuitively depicting the network security situation, which provides useful insights for

network governors, so that proper solutions can be adopted to different areas. We also study the area

properties through analytical and simulation results.

The rest of this paper is organized as follows. In Section 2, the two dimensional area model is presented

and the area-based hypothesis test model is introduced. Then in Section 3, the authentication perfor-

mance is evaluated by deriving the closed-form expressions of the detecting probabilities, respectively for

two practical spoofing models. Three different kinds of security areas are further defined and studied

to show the distribution property of the security situations. In Section 4, simulations are performed to

verify our derivations, and to show the impacts of system parameters. Finally, the paper is concluded in

Section 5.

2 Proposed scheme

In this section, we show the system model and the proposed area authentication framework.

2.1 The system model

As shown in Figure 1, the destination denoted by the star is at the origin of the coordinates. The users

denoted by circles locate in the annular area with the inner radius di and the outer radius do. We denote

this area as the legitimate area where only legitimate users are inside1). The possible spoofers denoted by

1) This could be many practical scenarios. For example, the sensors are distributed in a certain area, or the vehicles

move within a certain area. This area could be a room, a factory, a plaza and other places within physical isolations or under

the control and supervision of the network operator. Note that the shape of the area is not necessarily a two-dimensional

annular area. Without loss of generality, we use the annular area for analytical convenience. And this work can be easily

extended to any area models in practice by adjusting the RSS thresholds and combining with other attributes, like arrival

of angles.
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Figure 1 (Color online) The system model.

square markers distribute randomly outside. For the convenience of analysis, we consider a typical user

with the distance dLR and its corresponding spoofing attacker with distance dAR, and assume that other

user-and-spoofer pairs with distances dL and dA use different channels. All nodes are equipped with a

single antenna.

To obtain a baseline performance, we assume the spoofer is so smart that it can always find a best

time and best way to transmit spoofing messages. The spoofing attack is called to be successful when

the destination accepts the spoofer as legitimate, and decodes the spoofing message successfully. The

spoofer may take two strategies. One strategy is that it attacks when the victim user is silent. In this

case, the spoofer monitors the communication of the victim user, and waits for a proper idle time. The

other strategy is that the spoofer jams the transmission of the victim user and compels the destination

to accept the spoofing message as legitimate. In our previous work [30], we have studied the former case.

In this paper, we consider both situations with an emphasis on the latter one.

2.2 Area authentication model

The hypothesis test model is usually used in PHY layer authentication. Given a physical attribute (vector)

vr between two legitimate users, the conventional hypothesis testing decides whether is the successive

attribute (vector) vm from the legitimate transmitter or not. It can be simply represented by

{

H0 : vm = vr,

H1 : vm 6= vr,
(1)

where vr describes the reference attribute (vector) of the legitimate transmitter. We extend this model

to a general case that
{

H0 : vm ∈ Φv,

H1 : otherwise,
(2)

where Φv denotes a set or a range of the reference attribute (vector). In this case, the new hypothesis

testing decides whether is the successive attribute (vector) vm from a specific group of users. Here we

use “area” to define the group of users.

In this paper, we use the easily obtained RSS information. Based on the path-loss model, we can

approximately transform RSS into the distance between the source and the destination. That is, an area
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oriented decision criterion is given by
{

H0 : ro 6 r 6 ri,

H1 : otherwise,
⇒

{

H0 : di 6 d 6 do,

H1 : otherwise,
(3)

where r denotes the RSS, ri > ro > 0 describes the legitimate value region of RSS, and d is the distance

between the transmitter and the receiver2).

The above framework is beneficial in lightweight authentications. (i) Realtime channel and location

information of users are not required. This information may be constantly changing in wireless envi-

ronments, and is hard to be correctly obtained. (ii) The threshold value plays an important role in

the hypothesis test theory. The optimal value changes with channel variations, which is a big challenge

in practice. In the proposed framework, only the thresholds for the area are required to be optimized

and refreshed, which greatly reduced the complexity. (iii) If the users move around, as long as they keep

within the same area, the detector does not need to update the RVs, which further reduces the complexity

and also improves the robustness with respect to movements.

3 Performance analysis

In this section, we study the authentication performance under the above proposed area authentication

framework. Since the spoofer may take different strategies, we discuss three cases separately as follows.

3.1 The spoofer forges a silent user

Here we consider the case that the attacker transmits spoofing messages by claiming to be a legitimate

user who is actually silent.

The spoofer first determines whether to spoof or not, and then chooses an optimal spoofing power. The

principle for the spoofer to launch a attack is that the spoofing rate should be larger than zero. Thus, the

spoofer first estimates the RSS at the receiver as r̂A = PAd
−2α
A |hA|

2 + σ2
n [30], where P∗ is the transmit

power, d∗ is the distance to the receiver, h∗ is the small-scale fading channel, the subscript ∗ = A means

attacker, and σ2
n is the variance of the receiver’s thermal noise n following complex Gaussian distribution

with zero mean. And to successfully cheat the destination, the spoofer has to set ro 6 r̂A 6 ri, and

restricts the spoofing power as P1 6 PA 6 min{P2, Pm}, where P1 ,
ro−σ

2
n

d
−2α
A

|hA|2
, P2 ,

ri−σ
2
n

d
−2α
A

|hA|2
, and Pm

is the maximum spoofing power.

(1) If Pm < P1, there is no possibility that the spoofing is not detected. In this case, the best policy

is not to attack. The silent probability for the spoofer is

p1 , Pr{Pm < P1} = Pr

{

Y <
d2αA (ro − σ2

n)

Pm

}

=

∫

d2α
A

(ro−σ2
n)

Pm

0

fY (y)dy, (4)

where Y , |hA|
2 follows a distribution with the probability density function (PDF) fY (y). If Rayleigh

fading3) is assumed, the channels are independent complex Gaussian variables, i.e., Y ∼ χ2
2, where χ

2
2

denotes the chi-square distribution with the degree of two, and the corresponding PDF and cumulative

density function (CDF) are e−y and 1 − e−y, respectively, and then p1 can be calculated as [30] p1 =

1 − e−(
dA
do

)2α
Pt
Pm , which increases with dA but decreases with Pm. That is, when the spoofer is far away

or the spoofing power is small, the attacker is more likely to keep silent.

When the silent probability is larger than a threshold ǫ1, we assume there are no active attackers, and

the corresponding area is viewed as the clear area.

2) Here we use the average RSS values at the area boundaries as thresholds. In this case, the relationship between ri and

ro and the distances can be well described by the path-loss models. When di = 0, it reduces to a scenario where the users

are within a circular region. When do = di ± δd with δd as the offset threshold, it reduces to the conventional hypothesis

test model for a specific legitimate user.
3) Without loss of generality, we assume Rayleigh fading throughout the paper. Other fading models can also be

considered in our framework by substituting the random distribution features.
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Definition 1. The ǫ1-clear area describes an area where the spoofers have a silent probability larger

than ǫ1. That is,

Aclr
ǫ1

, Area {p1 > ǫ1} . (5)

As shown in Figure 2, the area marked with ‘o’ denotes the clear area where the system assumes that

the spoofers keep silent with a probability larger than ǫ1 = 90%.

(2) If Pm > P1, the spoofer tries to transmit spoofing messages. Only when the actual RSS at the

receiver rA = PAd
−2α
A |hA|

2 + |n|2 satisfies ro 6 rA 6 ri, the destination accepts the spoofing message as

legitimate. As a result, the successful spoofing probability is defined as

p2 = Pr
{

P1 6 PA 6 min{P2, Pm}, ro 6 PAd
−2α
A Y + σ2

nZ 6 ri

}

, (6)

where Z , |n|2

σ2
n

∼ χ2
2. The corresponding successful spoofing rate is defined as

RA = EY,Zlog2

(

1 +
PAd

−2α
A Y

σ2
nZ

)1{ ro 6 PAd
−2α
A Y + σ2

nZ 6 ri, P1 6 PA 6 min{P2, Pm}
}

, (7)

where E denotes the expectation.

When the maximal power PA = min{P2, Pm} is adopted, p2 can be calculated as [30]

p2 = Pr
{

P1 6 PA = min{P2, Pm}, ro 6 PAd
−2α
A Y + σ2

nZ 6 ri

}

(8)

=







∫∞

β(r̂i−1) e
−y
∫ 1

r̂o−r̂i+1 e
−zdzdy +

∫ β(r̂i−1)

β(r̂o−1) e
−y
∫ r̂i−

y
β

r̂o−
y
β

e−zdzdy, ∆r 6 1,
∫∞

β(r̂i−1)
e−y

∫ 1

0
e−zdzdy +

∫ β(r̂i−1)

βr̂o
e−y

∫ r̂i−
y
β

0 e−zdzdy +
∫ βr̂o

β(r̂o−1)
e−y

∫ r̂i−
y
β

r̂o−
y
β

e−zdzdy, ∆r > 1,

=















(

e−r̂o − e−r̂i
)

(

1

1− β
eξi −

1

v
eξo
)

, ∆r 6 1,

e−β(r̂i−1)

(

2 +
v − 1

v
e−1

)

+
e−βr̂o

1− β
+

1

v
eξo
(

e−r̂i + e−r̂o
)

, ∆r > 1,

(9)

where β ,
σ2
n

Pmd
−2α
A

, v , 1−β
β

, r̂i , ri
σ2
n
, r̂o , ro

σ2
n
, ∆r , r̂i − r̂o, ξo , (1− β) (r̂o − 1), and ξi ,

(1− β) (r̂i − 1).

The closed-form expression for RA can be straightforwardly derived using similar integrals as in (9) [30].

In this paper, we omit this result owing to the space limitation.

Based on the above results, the area with p2 > ǫ2 or (and) RA > ǫA is defined as the danger area

where the spoofer is active and can get a pretty good spoofing performance.

Definition 2. The danger area consists of locations where the spoofer can achieve a relatively higher

successful spoofing probability p2 > ǫ2 or (and) larger average successful spoofing rate RA > ǫA. That is,

Adanger
ǫ2

, Area {p2 > ǫ2} or (and) Adanger
ǫA

, Area {RA > ǫA} . (10)

In Figure 3, the danger area is marked with ‘�’, adjoining to the legitimate annular area from the

outside, the successful spoofing probability is larger than 10% or the average spoofing rate is larger than

0.1 bps/Hz. Note the thresholds can be chosen according to the practical requirements. The danger area

describes the spoofers’ vantage locations, and should be paid additional attentions.

3.2 The legitimate communication under no spoofing attacks

When no spoofing attack is launched, the destination receives the legitimate message with the RSS

rL = Ptd
−2α
L |hL|

2 + |n|2, where subscript ‘* = L’ indicates the legitimate transmitter. This transmission

can be viewed as legitimate only when ro 6 rL 6 ri, and the corresponding successful probability is

defined as p3 , Pr{ro 6 rL 6 ri}. Similarly, by assuming X , |hA|
2 ∼ χ2

2, p3 can be calculated by [30]

p3 =Pr
{

ro 6 Ptd
−2α
L X + σ2

nZ 6 ri
}

(11)
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Figure 2 (Color online) The clear area with ǫ1 = 0.9.

We set Pt = Pm = 20 dB, α = 1, di = 20 m, do = 60 m.

The legitimate users locate in the blank area. The spoofers

distribute outside the blank area.

Figure 3 (Color online) The danger area with ǫ2 = 0.1

or ǫA = 0.1 bps/Hz.

=

∫
ro

σ2
n

0

e−z
∫

ri−σ2
nz

d
−2α
L

Pt

ro−σ2
nz

d
−2α
L

Pt

e−xdxdz +

∫

ri

σ2
n

ro

σ2
n

e−z
∫

ri−σ2
nz

d
−2α
L

Pt

0

e−xdxdz

=
1

1− β̄

(

e−β̄r̂o − e−β̄r̂i
)

−
1

v̄

(

e−r̂o − e−r̂i
)

, (12)

where β̄ ,
σ2
n

Ptd
−2α
L

, and v̄ = 1−β̄
β̄

. And the successful legitimate transmission rate is calculated as

RL = EX,Z log2

(

1 +
PAd

−2α
A X

σ2
nZ

)1{ro 6 Ptd
−2α
L X + σ2

nZ 6 ri
}

. (13)

The closed-form expression for RL can be derived using similar integrals as (12), which is omitted in this

paper.

Definition 3. The warning area satisfies p3 < ǫ3 or (and) the average successful transmission rate

RL < ǫL. That is,

Awarning
ǫ3

, Area {p3 < ǫ3} or (and) Awarning
ǫL

, Area {RL < ǫL} . (14)

The warning area describes an area that the users may have very high probability to be falsely detected

as a spoofer, or the average successful transmission rate is smaller than an expected threshold. It is

necessary to warn users never enter this area, or on the other hand, users in this area should be protected

with additional measures.

We observe the warning area in Figure 4. The warning area covered by markers ‘�’ has the average

successful rate smaller than 1 bps/Hz, and the warning area covered by ‘+’ denotes the area where the

successful legitimate probability is smaller than 90%. We can see that the warning area is internally close

to the boundaries of the legitimate area. That is, the relatively safe locations for legitimate users are

usually in the middle part of the legitimate area.

To now, we can describe the security situation distribution using three different areas: (i) the clear area

where the spoofers choose not to attack because of the high risk of being detected; (ii) the danger area

where the spoofers have great chances to attack successfully; (iii) the warning area where the legitimate

users are much likely to be falsely reported as attackers. The spatial distribution of different areas

intuitively depicts the network security situation, which provides useful insights for network governors,

so that proper solutions can be adopted to different areas. For example, beamforming can be used to
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Figure 4 (Color online) The warning area with ǫ3 = 0.9 or ǫL = 1 bps/Hz.

physically isolate the danger area, and stronger authentication measures should be adopted for users in

danger or warning areas, and simple authentication measures can be adopted for users in the secure areas.

From these points, we enhance the overall security of the wireless network, and at the same time, can

reduce the average cost in authentication.

3.3 The spoofer forges an active user

If the spoofer attacks when the victim user is active, the received signal is

y =
√

PAd
−α
A hAx+

√

Ptd
−α
L hLs+ n, (15)

and the RSS becomes rc = PAd
−2α
A |hA|

2 + Ptd
−2α
L |hL|

2 + |n|2.

In this case, the spoofer tries to ensure not only that the joint signal is verified to be legitimate, but

also that the spoofing message x is successfully decoded instead of the legitimate symbol s. Generally,

the maximal symbol is decoded. Thus, the spoofer has to control the power PA according to

{

ro 6 r̂c 6 ri ⇒ P1,c 6 PA 6 P2,c,

PAd
−2α
A |hA|

2 > Ptd
−2α
L |hL|

2 ⇒ PA > P̃1,
⇒ max

{

P1,c, P̃1

}

< PA < min {P2,c, Pm} , (16)

where r̂c = PAd
−2α
A |hA|

2 + Ptd
−2α
L |hL|

2 + σ2
n is the estimated RSS, P1,c ,

ro−σ
2
n−Ptd

−2α
L |hL|2

d
−2α
A |hA|2

, P̃1 ,

Ptd
−2α
L

|hL|2

d
−2α
A |hA|2

, and P2,c ,
ri−σ

2
n−Ptd

−2α
L

|hL|2

d
−2α
A |hA|2

. To make sure that Eq. (16) holds, min {P2,c, Pm} > max{P1,c,

P̃1} should be satisfied. Otherwise, either the spoofer will be detected or the spoofing symbol will not be

decoded, and thus it is better for the spoofer to keep silent. The silent probability is then redefined as

p̂1 = 1− Pr
{

min {P2,c, Pm} > max
{

P1,c, P̃1

}}

(17)

= 1−

∫
r̂o−1

2 β̄

0

e−x
∫ ∞

β(r̂o−1)− βx

β̄

e−ydydx−

∫

r̂i−1

2 β̄

r̂o−1
2 β̄

e−x
∫ ∞

βx

β̄

e−ydydx

= 1−











1

ψ
e−φo

(

eψϕo − 1
)

+
1

ψ + 2

[

e−(ψ+2)ϕo − e−(ψ+2)ϕi
]

, β 6= β̄,

e−φoϕo +
1

2

(

e−2ϕo − e−2ϕi
)

, β = β̄,

(18)

where ψ , β

β̄
− 1, φi , β (r̂i − 1), φo , β (r̂o − 1), ϕi ,

1
2 β̄ (r̂i − 1), and ϕo ,

1
2 β̄ (r̂o − 1).
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To obtain a maximal spoofing rate, the spoofer uses a maximal power PA = min {P2,c, Pm}. In this

case, the successful spoofing probability is defined as

p̂2 =Pr
{

PA = min {P2,c, Pm} > max
{

P1,c, P̃1

}

, ro 6 Ptd
−2α
L X + PAd

−2α
A Y + σ2

nZ 6 ri

}

, (19)

and the closed-form expression is derived as follows.

(1) When ∆r 6 1, we have

p̂2 =

∫ ϕi

0

e−x
∫ ∞

φi−
β

β̄
x

e−y
∫ 1

r̂o−r̂i+1

e−zdzdydx+

∫ ϕo

0

e−x
∫ φi−

β

β̄
x

φo−
β

β̄
x

e−y
∫ r̂i−

x
β̄
− y

β

r̂o−
x
β̄
− y

β

e−zdzdydx

+

∫ ϕi

ϕo

e−x
∫ φi−

βx

β̄

βx

β̄

e−y
∫ r̂i−

x
β̄
− y

β

r̂o−
x

β̄
− y

β

e−zdzdydx

=
1

ψ

(

e−r̂o − e−r̂i
)

[

eφiv
(

eψϕi − 1
)

+
1

v

(

eφov − eφiv
)

+
2 (ψ + 1)

2v (ψ + 1) + ψ

(

eψϕi+φiv − eψϕo+φov
)

]

. (20)

(2) When ∆r > 1, we have

p̂2 =

∫ ϕi

0

e−x
∫ ∞

φi−
β

β̄
x

e−y
∫ 1

0

e−zdzdydx+

∫ ϕo

0

e−x
∫ βr̂o−

β

β̄
x

φo−
β

β̄
x

e−y
∫ r̂i−

x
β̄
− y

β

r̂o−
x
β̄
− y

β

e−zdzdydx

+

∫ ϕo

0

e−x
∫ φi−

β

β̄
x

βr̂o−
β

β̄
x

e−y
∫ r̂i−

x
β̄
− y

β

0

e−zdzdydx+

∫
β̄r̂o
2

ϕo

e−x
∫ βr̂o−

βx

β̄

βx

β̄

e−y
∫ r̂i−

x
β̄
− y

β

r̂o−
x
β̄
− y

β

e−zdzdydx

+

∫
β̄r̂o
2

ϕo

e−x
∫ φi−

βx

β̄

βr̂o−
βx

β̄

e−y
∫ r̂i−

x
β̄
− y

β

0

e−zdzdydx+

∫ ϕi

β̄r̂o
2

e−x
∫ φi−

β

β̄
x

β

β̄
x

e−y
∫ r̂i−

x
β̄
− y

β

0

e−zdzdydx

=
1

ψ

(

1 +
1

v

)

(

e−1−φi − e−βr̂o
)

+
e−1

v

[

1

ψ
e−φo +

(

1

2v̄ − ψ
−

1

ψ

)

e−
φo
2 −ϕo

]

(

1− e−∆r
)

+

[

1

v

(

1

2v̄ − ψ
−

1

ψ

)

−
1

ψ

]

(

e−1−
φi
2 −ϕi − e−

β+β̄
2 r̂o

)

+
1

ψ + 2

(

e−
β+β̂

2 r̂o − e−
φi
2 −ϕi

)

. (21)

Correspondingly, the successful spoofing rate is derived as

RA =EX,Y,Zlog2

(

1 +
PAd

−2α
A Y

Ptd
−2α
L X + σ2

nZ

)1


PA = min {P2,c, Pm} > max
{

P1,c, P̃1

}

,

ro < PAd
−2α
A Y + Ptd

−2α
L X + σ2

nZ < ri







. (22)

The closed-form expression can be derived by similar manipulations in (20) and (21).

As for the legitimate user, the successful communication happens when the spoofer chooses to be silent.

That is, the successful legitimate communication probability is defined as

p̂3 = Pr
{

min {P2,c, Pm} < max
{

P1,c, P̃1

}

, ro 6 Ptd
−2α
L X + σ2

nZ 6 ri

}

, (23)

and the closed-form expression is derived as follows.

(1) When 2r̂o < r̂i − 1, we have

p̂3 =

∫ ϕo

0

e−x
∫ φo−

β

β̄
x

0

e−y
∫ r̂i−

x
β̄

r̂o−
x
β̄

e−zdzdydx+

∫ β̄r̂i

ϕi

e−x
∫ ∞

0

e−y
∫ r̂i−

x
β̄

0

e−zdzdydx

+

∫ ϕi

β̄r̂o

e−x
∫

β

β̄
x

0

e−y
∫ r̂i−

x
β̄

0

e−zdzdydx+

∫ β̄r̂o

ϕo

e−x
∫

βx

β̄

0

e−y
∫ r̂i−

x
β̄

r̂o−
x
β̄

e−zdzdydx,

=
1

1− β̄

(

e−β̄r̂o − e−β̄r̂i
)

+
(

e−r̂o − e−r̂i
)

{

e(β̄
−1−ψ−2)ϕo

β̄−1 − ψ − 2
−

1

v̄
−

e−φo

β̄−1 + ψ

[

e(β̄
−1+ψ)ϕo − 1

]

}
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Figure 5 (Color online) Simulation and numerical results

of the probabilities. The parameters are Pt = Pm = 20 dB,

di = 5 m, and do = 45 m. For p̂1 and p̂2, we set dLR =

30 m, and d indicates dA. For p̂4 = 1 − p̂3, we use dAR =

60 m, and d indicates dL.

Figure 6 (Color online) The area distribution when the

spoofer attacks a silent user. The parameters are Pt =

Pm = 20 dB, di = 5 m, do = 55 m, ǫA = 0.1 bps/Hz,

ǫL = 0.5 bps/Hz, ǫ1 = 0.9 and ǫ3 = 0.9.

+

(

e−
r̂i+1

2

β̄−1 − ψ − 2
+

1

ψ + 2

)

e−(ψ+2)ϕi −

(

1

β̄−1 − ψ − 2
+

1

ψ + 2

)

e−(ψ+2)β̄r̂o . (24)

(2) When 2r̂o > r̂i − 1, we have

p̂3 =

∫ ϕo

0

e−x
∫ φo−

β

β̄
x

0

e−y
∫ r̂i−

x
β̄

r̂o−
x
β̄

e−zdzdydx+

∫ β̄r̂i

β̄r̂o

e−x
∫ ∞

0

e−y
∫ r̂i−

x
β̄

0

e−zdzdydx

+

∫ β̄r̂o

ϕi

e−x
∫ ∞

0

e−y
∫ r̂i−

x
β̄

r̂o−
x
β̄

e−zdzdydx+

∫ ϕi

ϕo

e−x
∫

β

β̄
x

0

e−y
∫ r̂i−

x
β̄

r̂o−
x
β̄

e−zdzdydx,

=
1

1− β̄

(

e−β̄r̂o − e−β̄r̂i
)

+
(

e−r̂o − e−r̂i
)

{

e(β̄
−1−ψ−2)ϕo

β̄−1 − ψ − 2
−

1

v̄
−

e−φo

β̄−1 + ψ

[

e(β̄
−1+ψ)ϕo − 1

]

}

−
e−r̂o − e−r̂i

β̄−1 − ψ − 2
e(β̄

−1−ψ−2)ϕi . (25)

Correspondingly, the successful legitimate rate is derived as

RL =EX,Y,Zlog2

(

1 +
Ptd

−2α
L X

σ2
nZ

)1{min {P2,c, Pm} < max
{

P1,c, P̃1

}

, ro 6 Ptd
−2α
L X + σ2

nZ 6 ri

}

.

(26)

The closed-form expression can be derived by similar manipulations in (24) and (25).

4 Simulations

In this section, simulations are performed to verify our previous derivations, and study the impacts of

system parameters, which are given in details respectively for Figures 5–12.

4.1 Verification of derivations

Without loss of generality, we set ri = Ptd
−2α
i +σ2

n, ro = Ptd
−2α
o +σ2

n, and α = 1 unless otherwise stated.

In Figures 6–8, the marker ‘⋆’ is the destination, the marker ‘�’ denotes the typical user, and the marker

‘�’ denotes the typical spoofer.
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Figure 7 (Color online) The area distribution for different users. (a) dLR = 10 m; (b) dLR = 25 m; (c) dLR = 40 m;

(d) dLR = 50 m. The parameters are Pt = Pm = 20 dB, di = 10 m, do = 50 m, ǫA = 0.1 bps/Hz, and ǫ1 = 0.9.

In Figure 5, we find that the numerical curves obtained from the closed-form derivations match well

with the monte carlo simulations, which verify that the analytical derivations are accurate. As a result,

we use numerical curves in Figures 9–12 unless otherwise stated.

Figure 6 shows the area distribution as defined in previous sections. Two dark circles separate the

legitimate users and spoofers. The area outside the annular region marked with ‘+’ denotes the danger

area with parameter ǫA = 0.1 bps/Hz, while the area marked with ‘o’ denotes the clear area with

ǫ1 = 0.9. The area inside of the annular region and close to the outer boundary denotes the warning area

with ǫL = 0.5 bps/Hz, while in the area close to the inner boundary, both the successful transmission

probability and the successful data rate are larger than the given thresholds, i.e., ǫL = 0.5 bps/Hz and

ǫ3 = 0.9, respectively.

Figure 7 shows different spoofing distributions for users with distances 10 m, 25 m, 40 m, and 50 m,

respectively. We find when the user is far away from the destination, the clear area shrinks and the danger

area expands. Figure 8 shows the security distribution of the users when the spoofer is with a specific

distance to the destination. We find when the spoofer is far away from the destination, the warning area

shrinks to a pretty small area. These results indicate that under the proposed framework, the spoofers

or the legitimate users close to the boundaries are hard to be distinguished. For messages from this area,

we should further perform more detailed authentication.
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Figure 9 (Color online) The probability comparison over Pt. (a) dAR = 60 m; (b) dAR = 5 m. The parameters are

di = 10 m, do = 50 m, and dLR = 30 m.
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Figure 10 (Color online) The probability comparison over Pm. (a) dAR = 60 m; (b) dAR = 5 m. The parameters are

di = 10 m, do = 50 m, and dLR = 30 m.
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Figure 11 (Color online) The probability comparison over dL. (a) dAR = 60 m; (b) dAR = 5 m. The parameters are

Pt = Pm = 20 dB, di = 10 m, and do = 50 m.

4.2 Impact of system parameters

Figures 9–12 compare the probabilities for both cases with silent and active legitimate users, respectively.

We find when the legitimate user is active, it is generally harder for the spoofer to launch a successful

attack. That is, the spoofer is more likely to attack a silent user.

In Figure 9, we fix Pm = 20 dB, and for Figure 10, we fix Pt = 20 dB. Figure 9 shows that improving the

legitimate power Pt can reduce the false alarm probability for legitimate users, i.e., p4 and p̂4. However,

it converges to a non-zero constant value at the high transmit power. This is mainly caused by the fading

effects of wireless channels and also the power of thermal noise at the receiver. And when the transmit

power Pt is larger than the maximal power Pm of the spoofer, it trends to be impossible for the spoofer

to launch a successful attack, and thus the silent probability, i.e., p1 and p̂1, tends to be one.

Figure 10 shows the impacts of the transmit powers on the probabilities. We find that p2 is generally

large when Pm is large, especially when the spoofers are quite close to the receiver. That is, strict power

restriction on PA (i.e., smaller Pm) is suggested to be performed by the network operator. Meanwhile,

when the spoofer is close to the receiver, the legitimate transmit power Pt can take a small or medium

value. Otherwise, Pt should be sufficiently enlarged.

From Figures 9 and 10, we also find that generally a larger transmit power is preferred by both spoofers
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Figure 12 (Color online) The probability comparison over dA. (a) dLR = 30 m; (b) dLR = 15 m. The parameters are

Pt = Pm = 20 dB, di = 10 m, and do = 50 m.

and users. When the spoofing power is limited to Pm = 20 dB, relatively weak threat can be obtained

at slightly larger legitimate power, i.e., Pt = 20− 25 dB. While when the legitimate power is limited to a

certain value, e.g., Pt = 20 dB, stronger threat will happen if the spoofing power is relatively large, e.g.,

Pm = 30 − 35 dB. We conclude that an optimal solution to avoid spoofing attacks is that the spoofing

power is restricted to a value no larger than the legitimate transmit power. From this point of view, an

efficient power control policy is necessary to restrict the transmit power of the overall network.

In Figures 11 and 12, we find that both the false alarm probability p4 or p̂4 of users, and the successful

spoofing probability p2 or p̂2, increase as the transmitter is close to the inner and outer boundaries. These

results imply that (1) the users at the center of the legitimate region are more safe than those close to the

boundaries. (2) the spoofers close to the boundaries are more likely to launch attacks successfully. (3)

the fuzzy area, i.e., the area where the false detection of both legitimate users and spoofers are so large

that it is hard to distinguish between a user and a spoofer, is usually at the boundaries. We also find

that the silent probability increases with the distance between the spoofer and the destination. These

results are also verified in Figures 6–8.

5 Conclusion

In this paper, we propose a light-weight area-based authentication framework, potentially applicable to

wireless communications with massive dynamic connections or low-capability devices. We considered two

practical behavior models of the spoofers, and respectively derived the miss detection probabilities and

the false alarm probabilities. We then evaluated the average security risks of the network by defining

three different security areas. These results can provide insights for network operators.

In this paper, we considered a simple two-dimension space model with omnidirectional azimuth angles.

And RSS is simply chosen as the authentication variable. To further enhance the security performance

and support more general scenarios, we may introduce more physical variables into the framework, such

as the azimuth angle and the altitude angle. These are under study as further work.
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