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Abstract Image authentication is the technology of verifying image origin, integrity and authenticity. A
rich stream of research on image authentication has shown various trade-off among four favorable features,
namely robustness, security, versatility and efficiency. Image data authentication has the highest level of
security but provides no robustness/versatility. Image content authentication from robust hashing keeps
robust to limited types of operations, and as a result its versatility is not satisfactory. Existing designs
of image content authentication from advanced cryptographic primitives achieve robustness, security and
versatility, at the cost of low efficiency. In this paper, we present a new design of image authentication with
an improved trade-off among the aforementioned features. Our versatile design is robust to a number of
predefined image processing operations. Its security can be reduced to g-strong Diffie-Hellman (¢-SDH), a
complexity problem used by existing cryptographic algorithms. From the aspect of efficiency, the new design
has a constant-size authentication overhead (< 2 kB) and a constant verification time (around 0.05 s). While
the time of generating authentication overhead increases linearly with the number of permissible editing
operations, it only takes around 0.33 s for 1000 types of permissible operations. We believe the new design

will facilitate image applications where trustworthy image editing is required.
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1 Introduction

After the mechanical and electronic eras, human society has entered a new era of information technol-
ogy [1]. The rapid development of information technology facilitates image processing with powerful
image-editing software such as the Photoshop!). Hence, anyone who holds a small amount of ability in
computer application can edit an image at will, which brings challenges to make sure that digital images
are processed sincerely.

Image authentication is the technology of verifying image origin, integrity and authenticity [2]. It
is commonly used in image-relevant applications for tampering detection. A subtle issue in image au-
thentication is to distinguish image-data authentication from image-content authentication. Image data
includes the exact values of all image bits/pixels, and image content refers to image semantics. Image
content distortion will lead to image data modification, but the converse is not necessarily true. For
example, if an image is JPEG-compressed (Joint Photographic Experts Group), the value of its pixels is
changed but the literal meaning, i.e., the image content, could remain the same.

* Corresponding author (email: xyhuang@fjnu.edu.cn)
1) https://www.adobe.com/products/photoshop.html.
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One of the earliest studies [3] realizes image-data authentication with digital signatures [4]. A bit
change on the image data (pixel values) will lead to authentication failure. This is guaranteed by the
unforgeability of digital signatures. As a result, images authenticated in this way disallow any image
processing operations, even these operations are “reasonable” and necessary. In general, image-data
authentication has the highest level of security, but provides no robustness. This drawback is alleviated
by image-content authentication, the focus of our paper.

It is the goal of image-content authentication to tolerate “reasonable” image processing. Perpet-
ual/Robust hashing [5-7] is one of the most popular image-content authentication techniques. In Per-
petual/Robust hashing schemes, ordinary cryptographic hash functions are used to compute the authen-
tication code of an image. Rather than taking the whole image data as the input, the hash is applied
to carefully selected features extracted from the image. These features will keep intact under specific
operations, e.g., universal JPEG compression [8], sharpening and denoising. Therefore, proper image
processing operations would not invalidate the authentication code, and the “robustness” is achieved.

It is also clear that one can circumvent the protection in image-content authentication from Perpet-
ual/Robust hashing, since the two images could differ in contents but have the same feature. For instance,
histogram is a common feature in image-content authentication, with the purpose to support rotation
transformation on authenticated images. However, a mirrored image has the same histogram as the
original one and can also successfully pass the authentication. It would be a security breach if mirror
transformation is not considered as a reasonable operation by the image holder. In this case, another im-
age feature, which is sensitive to mirror but robust to rotation, must be selected in image authentication.
This uncertainty of security calls for further study on image-content authentication, which can tolerate
various permissible image processing with a higher level of security protection.

1.1 Motivations and applications

Let us begin with a specific scenario with three entities.

e Image owner. This entity is the image owner/producer who generates an original authentication
code of an image. This is an honest entity and defines reasonable permissible operations on the image.

e Image editor. This entity could be any untrusty image holder who alters an authenticated
image. Given the authenticated image and its image authentication code, this entity edits the image and
computes the supplementary proof for the processed image. Producing supplementary proof does not
take any interaction with the image owner.

e Image user. This entity verifies the validity of an image using the attached authentication
code/proof.

As we can see, the aforementioned scenario needs a practical image authentication with four favorable
features. (1) Robustness: An authenticated image after reasonable image processing can still convince
image users of its validity. (2) Versatility: An image authentication scheme is robust under various kinds
of reasonable image processing. (3) Security: An authenticated image after malicious image processing
will lead to authentication failure. (4) Efficiency: The overall computation and communication, especially
at the stage of image original authentication (which could be carried out by an online device such as a
surveillance system), are practical for real-world applications. While there is a rich stream of research
on image authentication, existing designs cannot provide a satisfactory trade-off on the aforementioned
four features.

1.2 Contributions

We present a new design of image authentication based on advanced cryptographic primitives. Our
construction yields an improved trade-off among robustness, versatility, security and efficiency. We give
a summary about the comparison of our construction to existing schemes in Table 1 [3,9-13].

(1) Robustness. In our scheme, a set of processing operations is defined by the image owner for
permissible image processing. After a permissible image processing, the image editor can compute a
supplementary proof of the altered image. The proof will convince the image user of the image’s validity.



Chen H X, et al. Sci China Inf Sci  December 2020 Vol. 63 222301:3

Table 1 Comparison of our construction to existing schemes®

Security Robustness Efficiency
Scheme Primitive Versatility =~ Forgery Enhan- Geometric . JPEG Over-

probability  cement transformation Filter head  time Total

[3] DSS None Negligible X X X X o(1) 0(1)

9] PHF Restricted <10% Sensitive Sensitive Sensitive 4 O(1) O(n)

[10] PHF Restricted <10% 4 4 4 4 O(1) O(n)

[11] DSS+CH Restricted  Negligible X Restricted X X O(n) O(n)

[12] DSS+CS Restricted  Negligible X Restricted X X O(n) O(n)
[13] DSS+SNARKs  Flexible  Negligible Vv Vv Vv Vv O(1) O(mn)
Our scheme Bilinear pairing  Flexible  Negligible Vv Vv Vv Vv O(1) O(m)

a) DSS: Digital signatures; PHF: Perpetual hash functions; CS: Commitment schemes; CH: Chameleon Hashes;
SNARKSs [14]: Succinct non-interactive zero-knowledge proofs; n: Number of image pixels; m: Number of permissible
operations. Particularly, m =0 in [3] and m =1 in [11,12].

Table 2 Efficiency of our scheme with 80-bit security®

. . Time (s) Memory (kB)
Image size (pixels) Num
AC+SP Computation Verification Key size Overhead
256 x 256 200 ~0.14 ~ 0.05 <6 <2
256 x 256 500 ~0.24 ~ 0.05 <15 <2
512 x 512 1000 ~0.33 ~ 0.05 < 30 <2

a) Num: number of permissible image operations; AC: the authentication code; SP: the supplementary proof.

(2) Versatility. Our scheme is a versatile scheme which supports a large number of image processing
operations which can be defined with functions. It is compatible with not only image-content authenti-
cation but also image-data authentication. In our scheme, versatility is efficiently achieved by a succinct
and constant-size cryptographic proof for all permissible operations defined by the image owner.

(3) Security. Image editor could alter images in a malicious way. However, it is infeasible to compute
the supplementary proof. As a result, images altered maliciously would not convince any image user.
In our scheme, this is guaranteed by a rigorous analysis under the g-strong Diffie-Hellman (¢-SDH)
assumption.

(4) Efficiency. Our scheme outputs a constant-size original authentication code (AC) and the supple-
mentary proof (SP), while the time of AC/SP generation increases linearly with the number of permissible
editing operations (but still efficient). The verification time is also a constant, and independent of permis-
sible editing operations or image size. Evaluation is done with an ordinary desktop of a 2-core 3.4 GHz
Intel i5-7500 processor and 8 G of RAM. Table 2 gives a brief summary, and a detailed analysis is given
in Subsection 6.2.

1.3 Organization

The rest of the paper is organized as follows. We describe some related work in Section 2. In Section 3, we
present the preliminaries required in this paper. Section 4 is devoted to formal definitions of an efficient
and secure image authentication scheme. In Section 5 we give the construction of our scheme and prove
its security. We evaluate the new scheme in Section 6 and conclude this paper in Section 7.

2 Related work

2.1 Image authentication from cryptographic hash

Collision-resistant (cryptographic) hash is the cornerstone of image authentication. Informally, a cryp-
tographic hash function H is collision-resistant if it is computationally infeasible for any probabilistic
polynomial-time (PPT) algorithm to find a collision of H [15].
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One of the earliest study in image authentication was proposed by Friedman [3] in 1993. In [3], the
image authentication code is a digital signature [16] on the hash of the whole image. The drawback of this
scheme is that even a bit change in any pixel of the authenticated image will invalidate the authentication
code. To accomplish more versatile image authentication, image features are hashed instead of the whole
image data. This method is introduced in [5] and named as perceptual/robust-hash (PHF). In perceptual-
hash-based image authentication, image features (such as mean, variance, and histogram) are extracted
and hashed before the computation of image authentication code.

In perceptual-hash-based image authentication, static image features are usually chosen to ensure
the robustness of authentication. Xie et al. [17] introduced the notion of approximate image message
authentication codes (IMACs) from the means of image blocks. The evaluation in [17] shows that the pro-
posed scheme can tolerate small/moderate image compression and detect/locate tampering. Monga and
Evans [6] proposed an image hashing paradigm using visually significant feature points, which are largely
invariant under perceptually insignificant distortions. Tang et al. [18] proposed an image hashing scheme
by dividing the original image into different rings and computing hash value according to ring-based
entropies. All aforementioned schemes can withstand standard benchmark image processing operations
such as compression and small-angle rotation, but are sensitive to content changing manipulations.

There are also situations in which reasonable image content changes are allowed. Histogram, another
kind of image feature, is used in perpetual-hash-based image authentication schemes to tolerate reasonable
content changing manipulations such as rotation and pixel shuffling. Xiang et al. [19] proposed a scheme
by using the invariance of the image histogram shape to tolerate geometric distortions. Choi and Park [20]
then improved the robustness of [19] by generating adaptive hash string according to the length of
histogram bin.

However, image authentication based on image features, such as histogram, has a potential risk. Adver-
saries are able to change image content and convey wrong information, while the histogram is the same.
To further enhance the security, histogram-based image hashing algorithms with dual perceptual image
hash functions are proposed by Tang et al. [21] and Gharde et al. [22]. Nonetheless, these improvements
can alleviate but not eliminate the aforementioned attacks.

Other features are also used in image authentication to tolerate various image processing operations.
For instance, in JPEG compression, the relationship between discrete cosine transform (DCT) coefficients
in the same position of different image blocks remains the same, and even the image is compressed
with different ratios. Such a property can be used to design image authentication schemes tolerating
JPEG compression. In this line of research, a number of attractive studies have been proposed to
support JPEG compression [9,23-27], filtering [28,29], demosaicking [30], rotation [10,31] and geometric
transformations [32, 33].

To summarize, existing designs of hash-based image authentication have at least one of the following
two drawbacks. (1) Versatility is not satisfactory: Swiss-Knife image authentication robust to a wide
range of image processing operations is certainly desirable, but most existing designs are only designed for
very limited types of operations. As a result, an image authentication scheme for compression may not
support geometric transformations. (2) Tradeoff between robustness and security is not optimal. Image
data authentication provides a very high level of security protection but does not allow any bit change.
With perpetual-hash approach, image-content authentication will keep robust to certain image processing
operations, but one can also make the use of this robustness to alter images maliciously without being
detected.

2.2 Image authentication from advanced cryptographic primitives

In this subsection, we shall give a brief review on image authentication from advanced cryptographic
primitives, including zero-knowledge proof [13], trapdoor/chameleon hashes [11], and commitments [12].

In 2016, Naveh and Tromer [13] proposed an image authentication scheme supporting permissible
operations. In their scheme, specific codes called “photoproofs” are generated using zero-knowledge
proof [34] in cryptography. These codes are attached to modified images to authenticate corresponding
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image operations. The most attractive advantage of their scheme is that it not only provides robustness
to multiple image processing operations, but also achieves a high level of security. Although time costs
are independent of which operation is implemented on the image, they increase dramatically with the
image size. In addition, since each editing must be verified with an additional public key, the size of
public keys increases linearly with the number of image processing operations. For example, proving of
a 128 x 128 image needs a time of 306 s, and its verification needs a 2.6 GB public key [13]. In 2017,
Kim et al. [11] proposed a privacy-aware image authentication scheme using a chameleon hash [35]. The
proposed scheme allows users to delete objects from an authenticated image and provides more efficient
verification. However, their scheme needs to sign hash value for every data block separately. As a result,
the signature size is rather long. Furthermore, there exist potential security risks since the key exposure
issues in chameleon hashes [36-38] are not addressed in the proposed scheme. In 2018, Chen et al. [12]
proposed an image authentication scheme for permissible cropping, using a digital signature scheme
together with a commitment scheme. The security of this scheme is guaranteed by the unforgeability of
digital signatures and the binding property of commitment schemes. However, the scheme also requires
a long signature size, because the signature contains the commitments of all pixels.

Overall, compared to hash-based image authentication schemes, the aforementioned schemes have a
higher level of security, more satisfactory robustness and versatility, at the cost of low efficiency.

3 Preliminaries

From the discussion above, existing image authentication schemes cannot provide an efficient solution
for image authentication achieving both security and robustness. We will investigate a new image au-
thentication scheme which produces an obvious tradeoff among security, robustness and efficiency. In
this section, we will give a brief introduction on the preliminaries required in this paper, including the
notations and cryptographic primitives.

3.1 Notations

3.1.1 Negligible function

A negligible function is asymptotically smaller than any inverse polynomial function.

Definition 1 (Negligible function [39]). A function f from the natural numbers to the non-negative
real number is negligible, if for every positive polynomial p there is an N such that for all integer n < N

it holds that f(n) < ﬁ.

We denote this negligible function by negl(IV).

3.1.2  Probabilistic polynomial-time (PPT)

Definition 2 (Probabilistic polynomial-time (PPT)). A probabilistic polynomial-time algorithm is a
randomized algorithm whose running time grows as a polynomial function of the size of its input.

3.1.3  Computational security

For practical purpose, computational security is used in modern cryptography. This security definition
takes into account computation limits on the attacker, and allows for a small and negligible probability
of failure. A definition of computational security is formally defined as follows.

Definition 3 (Computational security [40]). A scheme is computational secure if for every PPT ad-
versary carrying out an attack of some formally specified type, there exists an integer N suth that the
probability of the adversary’s success in its attack is not larger than negl(IV).
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Table 3 Image processing operations

Operations (f;) Parameter (aux;) Parameter description Editing tool
Sharpening {1,2,3,4,5,6,7,8,9, 10} Pixels Photoshop
Blurring {1, 2, 3, 4, 5} Pixels Photoshop
Brightness adjustment {£30, £20, +10} Scale Photoshop
Contrast adjustment {£50, £30, +20} Scale Photoshop
Rotation {£90°} Rotation angle Photoshop
Mirror Horizontal, Vertical Mirror axis Photoshop
Scaling {0.5, 2, 4} Scaling values Photoshop
Cropping (z1,y1,T2,9y2) Rectangle cropping Photoshop
Median filtering {3,5, 7,9} Window size of filter OpenCV
JPEG compression {10, 20, 30, 40, 50, 60, 70, 80, 90, 100} Quality factor OpenCV

3.2 Bilinear pairing and ¢-SDH assumption

The verification of our scheme requires a bilinear pairing. We give a brief review of bilinear pairings and
pairing groups by following the standard notation in [41].

Let G1 and Gs be two cyclic groups generated by g1 and g respectively, whose orders are primer p.
Let G7 be a cyclic multiplicative group with the same primer order p, and let e : G; X Gy — G7p be a
bilinear pairing with the following properties.

e Bilinearity: e(aX,bY) = e(X,Y)% for all X € G1,Y € Go, and a,b € Z,.
e Non-degeneracy: e(g1,g2) # 1.
e Computability: There is an efficient algorithm to compute e(X,Y") for all X € G; and Y € Go.

Here, if G; = Gg, e : G; X G — G is symmetric pairing, and otherwise is asymmetric pairing. The
proof of security requires an efficiently computable isomorphism v : Go — G with ¥ (g2) = g1.

The ¢-SDH assumption comes from an assumption introduced by Mitsunari et al. [42] to construct
traitor tracing schemes before being well stated by Boneh and Boyen [43].

Definition 4 (¢-SDH assumption). Let G; and Gz be two cyclic groups of primer order p with length
A, where possibly G; = Ga. Let g1 be a generator of G1, g2 be a generator of Go and g1 = 1(g2). For a
randomness s chosen from Zy, an integer = € Z;, ¢ > 0 and every PPT algorithm A, it holds that

1

Pr | A(g1,92,95, - ,gsq) — (:c,gf“ﬂ < negl(\). (1)

4 Definitions

4.1 Definition of image editing

Most existing image authentication schemes can tolerate specific image editing (attacks) constricted by
perpetual-based image quality [44,45], providing image content authentication. In our scheme, more
kinds of image operations are considered to provide both content and data authentication, and as a
result, versatility is achieved. Image editing operations in our paper refer to operations using image
processing tools, such as the Adobe PhotoShop and OpenCV libraries?, to edit images.

To simplify our denotation, let M; <« f;(M, aux;) denote each operation. Here, M is the original
image, f; is a specific operation (e.g., JPEG compression), aux; is an auxiliary instruction on processing
parameters and values (e.g., quality factor: 60), and M; is a new (processed) image. Our scheme supports
a number of image editing operations, and some of which are given in Table 3. We denote these operations
by an ordered set F = {(f1,auxy), (f2,auxs),..., (fi,aux;)} where [ is the number of set members.

2) https://opencv.org.
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Figure 1 (Color online) The work-flow of our scheme.

4.2 Definition of our scheme

In this subsection, we introduce the formal definition of our scheme. In the proposed scheme, the image
producer can allow anyone to edit image in a controllable way. Our scheme involves three entities
mentioned in the system description (defined in Subsection 1.1): the image owner, the image editor, and
the image user.

Our scheme consists of the following five polynomial-time algorithms: Setup, KeyGen, InitAuth, Process,
and Verify. The work-flow of the scheme is presented in Figure 1.

e Setup: The setup algorithm Setup takes a security parameter A as input. It outputs a public
parameter Param. That is Param < Setup(1*). This algorithm is run by the image owner.

e KeyGen: The key generation algorithm KeyGen takes as input a public parameter Param and an
integer n. It outputs a key pair (pkay,Skautn) for the authenticator. That is (skauth, Pkayth)
KeyGen(Param, n). This algorithm is still run by the image owner.

e InitAuth: The authentication algorithm InitAuth takes as input the private key skauth, an image M,
and an ordered set F. It outputs an authentication code I'. That is I' < InitAuth(skauh, M, F). Here, F
contains image processing functions which are allowed to be implemented by users, and the up bound of
F is n. That is, |F| < n. This algorithm is also run by the image owner.

e Process: The processing algorithm Process takes as input the public key pkp,,, an image M and
an authentication code I'. It outputs an image Mg together with a new authentication code I'p which
contains an original AC and an SP. That is (Mg,T'g) < Process(pkah, M,T'). This algorithm is run by
the image editor.

e Verify: The verification algorithm Verify takes the public key pka ., an image M’ and an authen-
tication code I'}; as input. It outputs a bit b € {0,1} to verify the authenticity of the image. That is
b < Verify(pkayen, M', ;). This algorithm is run by the verifier.

Correctness of our scheme. For design, we require the correctness property must hold, i.e., for
any public parameter reasonably chosen by Setup, any key correctly generated by the KeyGen, any
authentication code I' generated by the InitAuth, and any supplementary proof generated by Process
should be accepted by the Verify algorithm. That is

V Param < Setup(1*) A (skauth, Pkayn) < KeyGen(Param, n)
AV T « InitAuth(skauth, M, F) A V (Mg,Tg) < Process(pka,n, M, T) (2)
= Verify(pkayh, ME,T'r) = 1.

4.3 Definition of security model

Given the editing operations specified by a set F and an authenticated image M provided by the orig-
inal image authenticator, an image holder could attempt to produce a valid authentication code for an
illegitimate image M™* edited by operations not in F, or a totally new image.
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We follow the standard way to define the security of our scheme, using a game between a challenger
C and an adversary A. The challenger C creates the scheme, generates the authenticator’s private key
and answers A’s queries. A aims to break the scheme by producing a valid authentication code for an
illegitimate image.

Setup. C runs the Setup algorithm to generate the public parameter Param, runs the KeyGen algorithm
to generate a key pair (skauth, Pkayn)s and then sends the public parameter Param to A together with
the public key pkauth-

Authentication query. C responds to the authenticating queries made by A as follows. A adaptively
chooses a sequence of pairs @ = {(M;, ;) }1<i<q, to obtain a set of authentication codes T = {T'; }1<i<q,
for all the queries in Q.

Output. After receiving T' = {T';}1<igq., the adversary A generates an authentication code I'}; for
an image M.

We say A succeeds in the above game when for all i € [1, ¢5] and i; € [1, |F;|] it satisfies that

Verify(pkayn, M, T) = LA (Mp # M) A (Vfi; € Fi, Mg # fi, (M, aux;))). (3)

Definition 5 (Editing-unforgeability). Our scheme is unforgeable if every PPT adversary has a negli-
gible success probability in the aforementioned game.

5 The construction

In this section, we present the technological details of our scheme which is built from the bilinear pairing
(defined in Subsection 3.2) and the cryptographic tools introduced in [43,46,47].

The layout of our construction is as follows.

e Algorithm 1 Setup: This algorithm takes as input a security parameter . It outputs the public
parameter Param.

Algorithm 1 Setup: the parameter initialization algorithm

Require: A security parameter A;

Ensure: The public parameter Param;

: Let G1, G2 and G be cyclic groups with prime order p and e denote the bilinear pairing G1 X Go — Gr;
: Randomly pick a generator g2 € G2, and set g1 = 9(g2);

Pick two hash functions Hy : {0,1}* — Zp and Ha : Gy — Zp;

: Set Param = (G1,G2,Gr, g1,92,p,e, Hi, H2);

: return Param;

Uk W N

e Algorithm 2 KeyGen: This algorithm takes as input the public parameter Param and an integer n.
It computes the public key pkp,, and private key skayth.

Algorithm 2 KeyGen: the key generation algorithm

Require: The public parameter Param, and an integer n;
Ensure: A key pair (skauth, PKauth);
: Randomly choose a € Z%;
s foralli=0ton—1do
Compute y; = gf‘l;
end for
: Randomly choose g € Zy,, and compute u = gg;
: Set skauth = (@, B) and pkayn = ({¥ibo<i<n—1, 4, 95);
: return (skauth, Pkayeh);

e Algorithm 3 InitAuth: On input the private key skauth, the original image M, and a set F, it outputs
an original authentication code I' for M. Here, F is a set of processing functions with [ (I < n) members
denoted by F = {(f1,aux1), (f2,auxa),..., (fi,aux;), ..., (fi,aux;)}. As defined in Subsection 4.1, f; is
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Figure 2 (Color online) The workflow of authenticating an image.

an image processing function with input of an image M and an auxiliary parameter aux;.

Algorithm 3 InitAuth: the authentication algorithm

Require: The private key ska,ih, the original image M, and a set of processing functions F;
Ensure: The original authentication code T
: Take out a and B from skayth;
L= |F;
for alli =1 to [l do

Compute M; = f;(M,aux;) and h; = Hyi(M;);
end for .
: Draw a random r € Zj,, compute § = g;'HiZI(hi+a), T = gi/(ﬁ+H2(é)), and I' = (6,7, 7, F)
: return I

)

NP TR

Notice that, in the authentication phase, the image owner defines the set F of processing methods
which are allowed to be implemented by a subsequent processor. The workflow of the authentication
algorithm is presented in Figure 2 where each M; is the data of a (permissibly) processed image.

e Algorithm 4 Process: The processing algorithm Process is used to edit an authenticated image by
any image holder. On input an image M, the public key pka,,, and an original authentication code I',
it outputs a processed image Mp together a new authentication code I'gp. The workflow of the Process
algorithm is presented in Figure 3.

Algorithm 4 Process: the processing algorithm

Require:

The public key pkpin;

The original image M;

The original authentication code I’
Ensure:

The processed image-code pair (Mg, 'g);
: Take out o, 7,7, F from I';
L=1|F];
for alli=1to [l do
Compute M; = f;(M,aux;) and h; = Hy(M;);

end for
Choose a processing function f; from F;

ITj=1,joen ()

: Compute Mg = fr(M,auxy), 7g = g: ,and g = (6, m,7R);

: return (Mg, T'gp);

S AN S

In Algorithm 4, g is computed with the public key but not the private key . We implement the
computation of mg as follows.

Let F;(x) be the polynomial Fj(x) = I\ _, ;;(hj+x) = Y =ba;xl. Here, a; € Z, fori=0,...,1—1 are
the coefficients of the polynomial F;(x). Therefore, 7x can be computed using the public key as follows:

—1,a;\" Silgat F P, i (hyta)
e = (2gyf") =gy 0" = g7 ™) = g T (4)



Chen H X, et al. Sci China Inf Sci  December 2020 Vol. 63 222301:10

Image A M, | Hash Supplementary N
P processing £ proof computation L

>
»

\ 4

Figure 3 (Color online) The workflow of image processing.

Notice that, to support the editing of verifiable images, the computation of tag mg needs to know
all hash values of images allowed to be edited. While this would introduce extra computation load,
the image editor can obtain a succinct and constant-size tag mg, which shall improve the efficiency of
follow-up verification and reduce communication costs. This is the reason why we do not use hash-based
methods, such as the Merkle Tree [4], to compute the new authentication tag.

e Algorithm 5 Verify: On input an image M’, a public key pka,, and an authentication code I,
the algorithm Verify outputs a bit b € {0, 1}.

Algorithm 5 Verify: the verification algorithm

Require: The public key pkp,y, the image M’, and the authentication code F/E;
Ensure: A bit b € {0,1};

1: Take out &', #” and 7y from I';, and take out g§ from pkp,;
2: Compute h = H2(¢') and v = ugl;

3: if e(n’,v) # e(g1, 92) then

4 b=0;

5: return b;

6: end if

7: Compute hg = H1(Mg);
8: if e (8, g2) = e(n)y;, gh ¥ g3') then

9: b=1;
10: else
11: b=0;
12: end if
13: return b;

5.1 Correctness

In the scheme, if the public parameter is correctly set by the Setup, the keys are correctly generated by
the KeyGen and authentication codes/proofs are correctly computed by the InitAuth and Process, we hold
that

e (5’ 92) —e (g'{'nizl(hr‘t‘a)’g2) — e (g;ngl,g;ﬁk(h]"ra)’ggk-{-a) — e (gIHJ1w]¢k(h7+a)7gfl(fk(Mﬁiuxk))-i-a)

HJ‘:] Ji#k ljTo Hi(Mg)+ao hg o
e(g ' ( ’ ))gz ( ) > e(”E?QZ gz)

and

) ) ) )
e(m,ugs® ) = e(m, g8 - g2 ) = ¢ (g}/(ﬁﬂb( D gl ))) =e(g1,92)- (6)

That is,
Verify(pkAutha MEa FE) =1 (7)

Therefore, the authentication codes are accepted by the Verify algorithm. This completes the correct-
ness analysis.
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5.2 Security proof

In this subsection, we prove the security of our proposed scheme under the ¢-SDH assumption defined in
Section 3. The approach used in our poof is security reduction [48], a standard method in the security
analysis of cryptographic algorithms.

Theorem 1. Our scheme is editing-unforgeable in the random oracle model, if ¢-SDH assumption holds.
Proof.  Suppose the adversary A who can win the game defined in Subsection 4.3 by making qg queries
to the random oracle model. We construct a simulator B to solve the ¢-SDH problem.

Given a ¢-SDH instance (g}, g5, (95)°,-- -, (gg)sq) with some unknown s € Z, where G; and G, are
two cyclic groups of primer order p with length A. Here, ¢} € G2, g) € G1, and there exists an efficiently
computable isomorphism ¢ : Go — G with ¥(g5) = ¢;. In addition, the proof requires that ¢ =
max{qm,n} where n is the input of KeyGen algorithm in our scheme. The simulator B controls the
random oracle Hy, runs A and aims to output a pair (z, (g’l)#s) for an integer x where z € Z,. To
simplify our description, we denote (9'2)81 by Y; for i =0, ..., q in the following discussion.

Suppose that A has forged a valid authentication code I'}, = (6*,7*,75) for an image M*. Let
Q = {(M;, Fi) hi<i<qn be asequence of pairs of A’s queries to the authenticating oracle Ojnitauth (Skauth, -, *)
where |F;| =l < nforalli=1,...,¢gyg. With the output {I'; = (J;,74, T, i) }1<i<qn of the oracle, A
outputs a forgery I'l, = (6%, 7%, 7). According to the value of §* in I'};, we divide the output instance
into the following two cases.

Case 1. Vi € [1,q], 6* # 0;.

Case 2. Ji € [1,q|, 0" = 0;.

We will discuss the simulation of the two cases as follows.

Case 1.

Setup. B randomly chooses wi,ws, . ..,wy, from Z;. Let G(x) be the polynomial G(z) = O (wi+x).
Expand G(z) and write G(z) = S b;x’. Here, b; € Z, for i = 0,...,qu are the coefficients of the
polynomial G(x).

Firstly, B sets § = s and computes

G(s HH (wi+s S bt i
g2 = (g5) " = ()" T = (g Pt =TT () (8)
=0
and
s-G(s) e b
u=gi=g5=1(g5)""" =[(vii)"" 9)
=1

Then, B sets g1 = 9¥(g2), randomly chooses o € Z,, and computes y; = g?i for all i € [0, —1].

Lastly, B chooses H; : {0,1}* — Z,, and sends the public parameter Param = (G, G2, Gr, ¢, H1,p, g1,
g2) together with the public key pka,, = ({¥ito<i<i—1,u, g5) to A.

H>-Query. At the very beginning, B creates an empty hash list and randomly chooses an i* € [1, gx]
and an integer w* € 7Z,,.

Let the i-th hash query be d;, and B sets the hash values as follows:

)= {20 0)
wi, 1 # 1.
B responds with Hs(d;) and adds (d;,w;) or (d;,w*) to the hash list.

Authentication query. B responds A’s authentication queries in this phase. For any query, if
(M;, F;) is the i*-th query image in the hash list, abort. Otherwise, B randomly chooses r; € Z,, and
computes the authentication code I'; = (d;,7;,m;, F;) using the hash list, the problem instance and
Wi, W2, . ..,wWe, together with corresponding keys.

Firstly, B computes

L (kg
5i = g: Hy—l( J+a) € Gy, (11)
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where h;;, = Hy(fi;(M;,aux;;)) for all (f;;,aux;;) € F; and j € [1,l]. Notice that, o is a randomness
chosen by B.
To obtain the hash value of §;, B checks the hash list. If §; is in the hash list, B takes out its hash value

w;. Otherwise, B queries the Hy oracle again with §; as input to get w; and adds (0;,w;) to the hash list.
Let G;(z) be the polynomial G;(z) = ITJZ, , ., (w; + z). Expand G;(z) and write G;(z) = E?io_lcjxj.
Here, ¢; € Zy, for j =0,...,qg — 1 are the coefficients of the polynomial G;(x). Then, B computes

qu—1 )
ci Gi(s S st S T B
Si= [T )7 = (@)F = ()™= " =(gh) T =g " =g €Gy (12)
i=0
and sets )
1 T
7T,L- e w(SZ) e (’[p (92)) Btw; — glﬁ+ v 6 Gl' (13)

According to the Authlnit definition, T'; = (d;, 7, m;, F;) is a valid authentication code of M; and the
simulator B responds to the authentication query with T';.

Output. The adversary outputs a forged authentication code I'}; = (0%, 7%, 7},). According to the
InitAuth definition and simulation, we have

e (ﬂ*,ugfﬂé*)) =e (W*,QQB '952(6*)) = 6(91792)- (14)

Then, we have

7 = gl (BHHAE) (15)

According to the Ho-query, B can get Ho(0*) = w* with a non-negiligible probability of QLH such that

o = g EHHE) 1/ (16)

Since g1 = ¥(g2) = ¥(() ™) = (¥ (95))°™ = (91)“"* and 8 = s, then

G(B) G(s) (stwi)--(stwj) - (st+wqpr)

= g/ P = (¢ T = (g]) T = (g)) G . (17)

Since we are in Case 1, that is, Vi € [1, qy], 6* # ;. Therefore, Vi € [1,qu], w* # w;. That is,

(54 wn) (s wy) -+ 5+ wiy)

18
(s 4+ w*) (18)
cannot be reduced by (s + w*), and 7* can be written as
. G(s) . ¢
rt = g+ () FE ()b 19)
where G_1(s) is a (qu — 1)-degree polynomial function in s and ¢ is a nonzero integer.
At last, B computes
z ¢ ¢
* G,1(S)+—* <
T ! (s+w™) 1
— o = <(91) s ) = (¢))7 € Gy (20)
(0 ((92) ) (91)
and outputs (w*, (g1) e ) as the solution to the ¢-SDH problem instance for w* € Z,.
Case 2.
Setup. B sets g1 = g1, g2 = g5, @ = s, and randomly chooses § € Z,. Then B computes
u=g, (21)

and
g5 =95 =(g5)" (22)
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Furthermore, B computes _ _
vi= g = ()" = ((6)") = () (23)

for all 4 € [0, —1].

Lastly, B chooses two hash functions H; : {0,1}* — Z,,, H> : Gy — Z,, and sends the public parameter
Param = (G1, G2, G, g1, g2, p, e, H1, H2) together with the public key pkaye, = ({¥i bo<i<i—1, u, g5) to A.

Authentication query. Let ¢, be the number of A’s queries in this phase. For each query (M;,
Fi)i<i<qu, B randomly chooses r; € Z, and let F() () be the polynomial F)(z) = 1L _, (hi; + ). Here,
M;, = f;,;(M;,aux;;) and h;; = Hy(M;;) for all f;, € F;, j € [1,1] and i € [1, qg]. We expand F¥)(z) and
write F)(z) = Eézoay)xj where a§i) € Z, for j =0,...,1 are the coefficients of the polynomial F'*)(x)
with i € [1, qa].

af?

l
ri [T a(vi)S«- i L i; TS Til—[§= (h.;era)
si=v | {1Iv = ((gp) oo™ ) = (g Thmaert9) = it Tt gy

=0

and
1/(B+H2(3:)) — gi/(ﬁJer(‘si)), (25)

mi = (91)
where h;; = Hy(M;;) and M;; = f;,(M;) for all f;; € F; Aj € [1,1]. Lastly, B responds to this query
Wlth ].—‘,L = ((51, Ty ’/Ti;-/_'.i)~

Output. The adversary outputs a forged authentication code I'}, = (6*,7*,7}5,) for an image that
M*. According to the Process definition and simulation, we have
" r Hé:l,}ﬁf “£h* (h} +a) r Hé:l,}ﬁf #h* (hj+s)

TE =01 ! =0 ! ) (26)
where h* = Hy(M*) and h} = Hi(M;). Furthermore, we have M} = fr(M*) for all f; € F* and
jel.

If we are in Case 2, according to the security model, the (M*,T*) = (6*,I'*,T'};) is a valid forgery such
that for all i= 1 to g,
Vfi, € Fi, M*# fi,(M;). (27)

Therefore, Vi € [1,qs], h* # h;, and F(s) = H§:1(hij + 5) is not divisible by h* + s.
Since we are in Case 2, then 3i € [1,qg]|, 0* = 0;. Without loss of generality, we assume that 6* =

with an integer k € [1, ¢g] where

o TT 2y (hae, +s FaQ)
§* = 65 = g T ) _ gre P 6s) (28)
For a valid forgery, we have
1 1 e P (s) O]
T = (0%)TH = (8) T = (g)) T = (gp)" T O (29)

where F*,(s) is a (I — 1)-degree polynomial function in s and 7 is a nonzero integer.
At last, B computes

3=

* / 7‘k'F£k)(s)+%
) _ (91) ! e — ( /)h*1+s cG (30)
sy =\ Gy ) e
2) ~ v

and outputs (h*, (¢}) h*1+s) as the solution to the ¢-SDH problem instance for h* € Z,.
After outputting the solutions in the aforementioned two cases, B completes its simulation. The
correctness is analyzed as follows.

When A outputs a valid forgery, if it is in Case 1, B can succeed only when it can successfully guess
7* and all the authentication queries are simulatable. Therefore, in Case 1 the probability of B’s success
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Table 4 General analysis of our scheme

Algorithm Computation cost Communication cost
KeyGen n - Expg, +n - Expy, + 2Expg, n-|G1| + 2|Gz|
InitAuth 2Expg, + Hashg, z, 2|G1| + |p| + Sizeof (F)
Process Expg, + - Mulg, 3|G1|

Verify 4Pairingg, ¢,,6, + Expg, + Mulg, + Hashg, 7z, -

is qLH for gy queries made by A. Furthermore, if in Case 2, all queries can be answered correctly with
Probability 1.
Probability 1. Suppose the adversary breaks our scheme with a success probability € by making g
queries to the random oracle. Let Pr[S] be the probability that B solves ¢-SDH problem, Pr[C;] be the
probability that Case 1 occurs and Pr[Cs] be the probability that Case 2 occurs, it follows that
PI‘[S] = PI'[S|01] PI‘[C1] + PI‘[S|CQ] PI‘[CQ]
= = . Pr[Cy] + ¢ Pr[Cy]
qH
> = (Pt[Cy] + Pr[Ca]) = —. (31)
qx qn
Therefore, if our scheme can be broken with a non-negligible probability €, the ¢-SDH problem can
also be solved with a non-negligible probability qLH. It follows that our scheme is secure under the ¢-SDH
assumption. This completes the proof.

6 Evaluations

In this section, we demonstrate the performance of our scheme with a bunch of evaluations.
6.1 General analysis

Because the computation of the hash function: Hj : {0,1}* — Z, and the image processing functions
fi is efficient, we only consider other more costly computations in our scheme, including following seven
operations: (1) the hash computation Hy : G — Z, denoted by Hashg, z,; (2) multiplication opera-
tion in group G; denoted by Mupg,; (3) multiplication operation in group Gz denoted by Mupg,; (4)
exponentiation operation in Z, denoted by Epop; (5) exponentiation operation in G; denoted by Expg,;
(6) exponentiation operation in Gz denoted by Expg,; (7) pairing operation in G; x Go — Gr denoted
by Pairingg, ¢, g,- The communication cost relies on the size of the group elements denoted by |G| and
|G|, size of the group order denoted by |p|, the number of predefined image processing methods denoted
by I = |F|, and the memory cost of processing function denoted by Sizeof (F). We conclude the analysis
of both computation and communication costs in Table 4.

From the aspect of efficiency, our design has a constant-size authentication overhead (< 2 KB) and
constant verification time (around 0.15 s). While the time of generating authentication overhead increases
linearly with the number of permissible editing operations, it is still efficient. We will give the detailed
analysis of efficiency as follows.

6.2 Instantiation and performances

To test the efficiency of our scheme more precisely, we ran our prototype on the 100 test images and
measured the average runtime of KeyGen, InitAuth, Process and Verify algorithms, using a predefined set
of processing functions presented in Table 3. Because of the space limitation, we only present some test
images in Figure 4.

We implement the scheme utilizing GNU Multiple Precision Arithmetic (GMP) Library® and Pairing-
Based Cryptography (PBC) Library® by choosing two types of elliptic curves (types D and F). These

3) https://gmplib.org.
4) https://crypto.stanford.edu/pbc.
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Figure 4 (Color online) Testing images: (a) Lenna (512 x 512); (b) baboon (500 x 480); (c) flower (512 x 480); (d)
cornfield (512 x 480); (e) cablecar (512 x 480); (f) pens (512 x 480); (g) Tiffany (512 x 512); (h) fruits (512 x 480); (i)
sailboat (512 X 512); (j) soccer (512 x 480).

Table 5 Type of pairings of our scheme

Curve type Size of group member (bits) Security level
D |G1],|G2|, |G| : (320,960, 960) 80-bit
F-80 |G1],|G2|, |G| : (160, 320, 960) 80-bit
F-112 IG1], |Gal, |G| : (224,448, 1324) 112-bit
F-128 |G1], |G2]|, |G| : (256,512, 1536) 128-bit

two elliptic curves are asymmetric pairings. We present the size of parameters in Table 5.

Our experiment device is an ordinary desktop of a 2-core 3.4 GHz Intel i5-7500 processor and 8 G
of RAM. We encode the cryptographic algorithms using C++ language combined with the OpenCV2.0,
and the code is compiled by Visual Studio 2017. We use the aforementioned two types of elliptic curves
with different security levels (Table 5) to implement our scheme. The average runtime of algorithms in
our scheme can be found in Figure 5.

From Figure 5 we can see that when the number of processing methods [ = 100 with a construction
using the curve D with 80-bit security level, the KeyGen algorithm takes an average time about 0.2 s, the
InitAuth takes only about 0.002 s, and Process takes about 0.03 s, and the Verify takes only 0.05 s. That
is, when the original image is allowed to be edited using 100 types of operations, the total time cost of all
the child processes in our scheme is less than 0.3 s. The evaluation shows that our scheme can be used
in an efficient image authentication system.

Notice that, the KeyGen algorithm is much time-cost than InitAuth, Process and Verify algorithms.
However, since the KeyGen algorithm is called only once in the lifetime of the system and we can run the
KeyGen algorithm offline, the online performance of our scheme can be improved dramatically.

We can conclude that the construction based on curve D is more efficient in verification because it has
a shorter group size in Gy where pairing computations in the Verify algorithm are implemented. While
the curve F may be the better choice to achieve both efficient computation performance and higher
security (128-bit security). The time-cost of our experiment results is consistent with the analysis in
Table 4.

We also compare our scheme with the one in [13] in Table 6. Both schemes have robustness, security,
and versatility, but ours is more efficient in computation and communication. The scheme in [13] uses
costly Zero-Knowledge proof to achieve the goal of (very strong) image privacy protection. As a result,
our scheme would be a better choice in the scenarios where image privacy is not a major concern.
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Figure 5 (Color online) The time cost of (a) KeyGen, (b) InitAuth, (c) Process, and (d) Verify in our scheme by choosing
two different elliptic curves.

Table 6 Performance compared with [13]2)

. . Time costs (s) Memory cost (kB)
Scheme Image size (pixels)
Key generation  Authentication  Verification Key size Size overhead
[13] 128128 ~ 367 ~ 306 ~ 0.5 2.6 x 108 2.67
Our scheme 128128 ~1 ~ 0.33 ~ 0.05 <30 <2

a) The evaluation of [13] is excerpted from the Table IT in [13], and the evaluation of our scheme is based on a construction
from the aforementioned curve D with 1000 types of permissible operations.

7 Conclusion

This paper presents a new design of image authentication. With our new scheme, the image owner can
define a set of permissible image processing operations (e.g., brightness adjustment, JPEG compression
and denoising) on an authenticated image. Any image holder can edit the image and generate a proof
without any interaction with the image owner. The proof is publicly verifiable, which can convince
image user the validity of an altered image. It is computationally infeasible to generate a valid proof of
maliciously altered images, i.e., editing an image with operations not defined by the image owner. This
is ensured by a rigorous theoretical analysis under the ¢-SDH assumption.

The authentication overhead in our scheme is a constant, and the verification time is also a constant.
This is independent of permissible editing operations or image size, an improvement over previous image
authentication with robustness, security and versatility. Evaluation is given on an ordinary PC. When
1000 types of permissible image processing operations are allowed, proof generation takes about 0.33 s,
and the verification takes 0.05 s. As privacy would be a concern in certain situations and existing designs
usually use costly Zero-Knowledge Proof to achieve privacy, it is worthwhile to study practically-usable
image authentication with not only robustness, security, versatility, but also privacy in our future work.
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