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Abstract We study physical layer secure transmission with limited feedback in heterogeneous cellular net-
works. A transmission protocol is designed to obtain more secure and accurate channel state information
(CSI) for enhancing the secrecy performance. Under the proposed protocol, we derive expressions of cov-
erage probability and secrecy outage probability to analyze the security performance with different system
parameters such as feedback CSI length and number of antennas. Furthermore, an iteration algorithm is
proposed to balance the tradeoff between the feedback and transmission time, and maximize the average
secrecy throughput under coverage and secrecy outage constrains. Numeric results demonstrate the optimal
feedback overhead and the maximum average secrecy throughput are influenced by the number of antennas.
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1 Introduction

Heterogeneous cellular networks (HCNs) have become a promising approach in 5G network which de-
mands high data rate and wide coverage. The infrastructure in HCNs is classified into different types
such as macro, micro, and home base stations (BS) according to the deployment locations and equipment
parameters [1]. Generally, the macro BSs provide wide coverage and large scale access. The low power
nodes (LPNs) such as micro BSs located in hot spot or uncovered area result in more comprehensive
coverage area and higher spectral efficiency.

Generally, BSs always use the open access mechanism in order to sever more users, which is widely
accepted by the most of network operators in the world. In other words, users are allowed to access
each BS without restriction. However, due to the open architecture and broadcast nature of HCNs, the
private information sending by BSs is more vulnerable to be eavesdropped. The eavesdroppers (Eves)
close to the BS are easier to decode the secrecy information than the users in overlapping coverage areas
of different type BSs. Ghosh et al. [1] pointed out that it is necessary to involve the security in HCNs,
and the security problem in HCNs has been gradually recognized.

Physical layer security (PLS) technology, utilizing endogenous security of wireless channels to transmit
private information, can effectively improve the security performance in the wireless communication.
Beginning with Wyner’s research on wire-tapping model [2], recent years researches on PLS have gradually
expanded to multi-users [3,4] and multi-cells networks [5,6], and an amount of PLS schemes and methods
have been proposed.
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1.1 Related work

Early PLS researches focused on the ideal three-point model. With the advent of stochastic geometry
theory, Ref. [7] uses it as a powerful tool for studying the average performance of the wireless commu-
nication system. Under the stochastic geometric model in multi-antenna system, secure transmission
schemes are designed where Eves distributed as a poisson point process (PPP) in [8-10]. The average
secrecy outage probability was proposed to investigate the system security performance in multiple-input
single-output (MISO) and multiple-input multiple-output (MIMO) scenario respectively. Furthermore,
ElSawy et al. [11] extended the stochastic geometric framework into the cellular network where BSs and
the users both obey the PPP distribution. Wang et al. [12] evaluated the security performance under sev-
eral assumptions on the Eve’s location in MISO system. The location distribution and signaling overhead
were analyzed to improve the available secrecy rate. However, they did not consider the small-scale fad-
ing, and ignore the inter-layer interference. Motivated by [12], the contribution [13] proposed a tractable
approach to analyze the physical-layer security in the down-link of a multi-tier HCN, and focused on the
upper and lower bound of secrecy coverage probability with inter and intra layer interference. Further
research on network construction, the optimal BS density was derived for maximizing the secrecy rate
in [14], where other users were seen as potential Eves.

The PLS transmission schemes mentioned above require complete channel state information (CSI) at
BS, especially channel direction information (CDI) to design a precoding matrix. The system which
cannot directly extract CSI by channel reciprocity, like frequency division duplex (FDD) system, always
gets CSI from the feedback by the user equipment (UE) to form a close-loop transmission. Owing
to the limitation of feedback channel’s capacity, UE needs to compress the estimation CSI into a few
quantized information before feedback. So this method is called limited-rate feedback or limited feedback
technique [15], and has been widely used in multi-antenna communication systems. At present, the
codebook-based limited feedback technique is generally employed to reduce the feedback length of CSI
in cellular networks. The element in codebook which has highest correlation with the estimated CSI can
effectively represents the down-link CSI. Obviously, a large scale codebook is benefit for the accuracy
of feedback CSI but makes the throughput gain small. Zhang et al. [16,17] investigated the minimum
feedback length under the constraint of secrecy outage probability, and the power allocation coefficient
of the artificial noise and beamforming signal to obtain the maximum secrecy throughput. The author
in [18] proposed an algorithm to determine the tradeoff between training and feedback overhead, and
measured the maximum average secrecy throughput.

At present, most PLS schemes in HCNs are not specific designed for the FDD systems which cannot
directly use the reciprocity to obtain CSI. The traditional limited feedback technique is not favorable for
the HCNs. Firstly, BSs in the HCN overlap each other in the HCNs, which makes the beamforming or
artificial noise cause more interference with CSI error, and the feedback capacity be susceptible by other
uplink signals. Secondly, the heterogeneous BSs make the design of the feedback length different from
the traditional single-layer network. Different transmit power and the number of antennas will influence
feedback overhead [19]. Besides, most limited feedback researches avoid the issue of feedback security
which is easily happened because of the weakness of the UE. These new issues call for specific secure
transmission scheme and analysis in HCNs with limited feedback.

1.2 Our contribution

This study first proposes a PLS transmission protocol in K-tier HCN with limited feedback. By explicitly
considering the feedback overhead in different tier, the expressions of coverage probability and secrecy
outage probability under imperfect CSI are derived. The influence of the number of antennas, density
of the BS and other system parameters on the security performance are analyzed. Finally we design an
iteration algorithm to examine the optimal fraction of resource allocated to feedback overhead and data
transmission. The contributions are summarized as follows:

(1) We establish a PLS transmission protocol for K-tier HCNs with limited feedback. The whole
coherent time is divided into the training period, secret key generate period, CSI feedback period and data
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Figure 1 (Color online) An illustration of 3-tier HCN down-link transmission with feedback coexist with eavesdroppers.

transmission period. The four-periods transmission protocol helps the transmitter obtain the receiver’s
CSI to perform precoding matrix. PLS key generation is introduced into the protocol to protect the
feedback security. And a variable feedback length scheme is designed to improve the efficiency of feedback
period.

(2) We propose a new integral representation for the coverage probability and secrecy outage proba-
bility when there are both estimation and feedback errors. Firstly we obtain the expression of coverage
probability which is defined as the probability that the capacity of the channel meets the demand rate.
We find that the variable feedback CSI length can increase the coverage probability. The secrecy outage
probability which is defined as the probability that an arbitrary Eve’s capacity is larger than the redun-
dant rate is also analyzed. Then the asymptotic analyze reveals the influence of the antenna number and
feedback length on these security performance.

(3) We design an iteration algorithm to optimize user average secrecy throughput (AST) under the
coverage and secrecy outage constraints. The optimal problem is divided into two subproblems. First
considering the tradeoff between feedback and data transmission during a time slot, we search the optimal
feedback length by changing the amount of feedback in each tier. Next, for maximizing the network’s
secrecy throughput, the coding parameters are adjusted by the algorithm. The result shows that a large
antenna number is not always beneficial to the average secrecy throughput.

The remainder of this paper is organized as follows. In Section 2, we describe the system model. The
coverage probability and secrecy outage probability under the specific transmission protocol are given in
Section 3. In Section 4, we evaluate the average secrecy throughput. The numeric results are shown in
Section 5. Finally, we conclude our work in Section 6.

2 System model

We consider a K-tier FDD HCN existing Macro base stations (MBSs), Pico base stations (PBSs), Femto
base stations (FBSs), which have different operating parameters, as illustrated in Figure 1. The BSs in
tier-7, expressed as B;, are distributed according to homogeneous PPP with density A; in the 2-dimensional
space R?. The coexisting single antenna users and Eves subject to PPP distribution with densities A,
and ., respectively. For convenience, the set of BSs in tier-i, users and Eves are defined as 6;, 6,,, and
0., respectively. The target user represented by U, receives the confidential message, while the malicious
Eve attempt to intercept the secure information without collaboration.
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2.1 Distribution model

The open-access scenario which means that users are allowed to access arbitrary BS in each tier. While,
the users obey the baseline designed in the FDD cellular network. In the cell search process, according
to the primary synchronization signal (PSS) strength at the fixed frequency, the user can determine the
optimal BS to access, represented by B;,. According to [20], the probability of the user accessing the
tier-i BS is

oo K P 2/
A = 27(&-/0 T exp —ﬂz Aj (FJ) g2/ Qg (1)
j=1

The distance between the accessed BS with user is

. K A\ 2/aj
Ifx,(z) = QZC\zxexp —7'[; Aj (%) gp2aila; \ (2)
Obviously, the first problem that needs to be solved in HCNs is interference. The current inter-cell
interference coordination (ICIC) scheme mainly uses frequency reuse technology such as partial frequency
reuse (FFR) and soft frequency reuse (SFR). Since the FDD cellular system do not suffer from the
neighbor BS’s interference a lot. However, in the heterogeneous network, the stochasticity of the BS’s
location leads that the distance between co-frequencies BS becomes closer. In order to characterize the
randomness of interference, we assume that \; is the density after frequency reuse designing. What’s
more, the BS will stand by without users, the activation probability is defined as V; = 1 —exp(—27mA,.A4;)
in [18]. The set of active BSs in tier-i is a subset of 0;, defined as 0 with density A} = \;V;, which will
have an impact on the interference of the system.

2.2 Channel estimation and feedback

Wireless channel in HCN is modeled as the quasi-static Rayleigh block fading together with the large
scale path loss governed by exponent a. The channel from optimal BS B;, with the target user U, is
characterized by h;ox;,”. The h;, € C Nix1 denotes the coefficient vector caused by the small scale fading,
and the x;, denotes the spatial distance. The illustration of channel estimation and feedback is shown in
Figure 2.

2.2.1 Channel estimation

When UE receives the pilot sequences from all transmitter’s antenna, the user estimates the channel
using a minimum mean square error (MMSE) method, expressed as h;. Owing to the interference from
other similar pilot sequences, the estimated error can be expressed as

h; = \/1-0%%1'-‘1-0'3177“, (3)

while the o, represents the estimation error parameter which is related to the transmit antenna numbers
and the signal to interference plus noise ratio (SINR) at the receiver [19]. The estimation result h; and
estimation error m; contain i.i.d. complex Gaussian variable elements, satisfying hi ~ CN (0,Iy,) and
m; ~ CN(0, Iy,), respectively. We assume that the o, is fixed in all layer and maintain stability during
the whole communication. Since the training signal is transmitted as broadcast, the Eves are able to
obtain the accurate CSI.

2.2.2  limited feedback of CDI

After the user obtains the channel estimation vector fli, the user will compress the matrix into a few bits
using the private codebook. The codebook-based limited feedback technique generally uses the random
vector quantization (RVQ) method to generate the codebook [21]. We follow this criterion to analyze the
quantization error caused by the compress.
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Figure 2 (Color online) Scheduling period partition of a specific time slot in proposed transmission protocol.

The feedback information for tier-i BS contains B; bits, and is associated with the specific CDI vector
index in the codebook C of size 25. Each element in the codebook is an i.i.d. isotropic unit-form vector
on the complex hypersphere [22]. The optimal element in the codebook h; is selected as follows:

h; = arg max |hi h;|?, (4)
hieC

where h; = h;/||hi]|? represents normalized channel vector or CDI. With the criterion mentioned above,
we define |h/7h|? as the quantity of the feedback CSI. The cumulative distribution function (CDF) of
|hF h|? is given by [17]

Fioy - % 0<z<1—¢, 5
xTr) =
1-2Bi(1 —2)Vim1 1—-e<a <],

where ¢ = 27% represents the maximum quantization error of the user. Considering the issue of
eavesdropping during feedback, we find that the uplink transmission will be easily tapped due to the weak
capability of the UE. The limit of transmit antenna and power restricts the performance of beamforming
and artificial-noise scheme. Therefore, the PLS encryption method, which extracts a key from the source
such as angel of arrival (AOA) or multipath delay in a non-reciprocal channel, can effectively encrypt the
uplink feedback channel. The authors in [23,24] have studied on PLS encryption in an FDD system, and
implied that the key generation rate could not be high. It is still acceptable for this low rate requirement
scenario because the feedback length is very small.

3 Transmission protocol and performance analysis

In this section, a secure transmission protocol for FDD HCNs is proposed in order to protect the down-link
security. Existing limited feedback technology uses fixed feedback length, which is not adapt to various
BS configurations and feedback requirements for HCNs. The other fatal problem is that the feedback
may also be eavesdropped by the unauthorized users, which makes the CSI disclosed and invalidates
the transmission scheme. Therefore, we have designed a transmission protocol with variable and secret
feedback. The transmission protocol is described as follows:

(1) The BS and the user send a training sequence for channel estimation. The existing long term
evolution (LTE) protocol has indicated the training procedure in every sub-frame. The transmitter
sequentially sends the training symbols for each antenna in the specific resource element. The user and
BS respectively calculate the downlink and uplink CSI through channel estimation.

(2) The BS and users generate a secret key using the shared source such as AOA or multi-path delay
from the calculated CSI. We utilize the secret key to encrypt the uplink channel with secure feedback
information. It is important to point that key generate rate is not very high, which have more consistency
to ensure the limited feedback’s accuracy. According to the one-time-pad encryption, we assume that the
key generate rate is Ry, that is, the max secure feedback rate is also Ryp.

(3) The user compresses the CSI and sends the feedback information back. After receiving the pilot
sequence from BS, the user estimates the down-link channel h;. According to the configuration of the
current accessed BS and the obtained uplink channel capacity, an appropriate feedback length is chosen.
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The index [ of channel matrix with the highest similarity is selected from the codebook C, and secure
transmitted back to the BS with the help of secret key.

(4) During the remaining time, the user and BS transmits the uplink and down-link data. The BSs
utilizes the maximum ratio combining (MRC) precoding matrix w; = h;, where h; is the feedback CDI
at transmitter, to sever the legitimate user. What’s more, we consider the worst scenario that the other
active BS always contains users for efficiency reason, that is, the user and Eve will be interfered by all
active BSs except the sever BS. The user’s receive signal is

K
Yu. =V Pi(1 = 02)hwio| Xio| "+ V/PioZmBwio Xio| 2+ D> (VPihhwjol Zio| =) +1i0, (6)

j=1 joe@?,jo;éio

where the X;, and Zj, represent the distance of the setting BS and other BSs to the target user. n;, is
the noise signal in the channel. In addition, existing articles mostly use artificial noise to improve the
security performance. However the complex interference in the HCN is not in favor of sending noise. It is
difficult for users and Eves to eliminate the interference. Therefore, maximizing the user channel quality
advantage by using beamforming have more priority. We assume that the target user U, is served by the
BS B, , in tier-i. Under the protocol above, we first analyze the coverage and secrecy outage performance
of the HCNs with limited feedback.

3.1 Coverage probability
According to the received signal in (6), the instantaneous SINR of the U, is written as

Pi(1 — o)l | P[5 i

.

Ierr + qu + 0—3

. 2X, —a
SINR!, = X

(7)

with Ie = P02, |m" hj|?| X0/~ and I,; = Z]K=1 Zjoeey,jo;éio Pj|\hjo||2|Zjo|7aj, represent the interfer-

ence caused by the CSI estimation error and the interference from the other BS. Where |l~zg hi|2 represents
the feedback CDI quantity of the channel. We aim to use the statistical distribution of the numerator by
applying the transform mentioned in [18] to derive the close-form expression of the coverage probability.

The user’s average coverage probabilities of HCNs is considered to be the weighted average of the
coverage probability of each layer:

K
pe =Y Al 8)
i=1
And the coverage probability when the user access tier-i p’ are defined as the probability that the
capacity of channel is larger than the code word rate Ry:
p’é = 7, Ly Lerr (P(logQ(l + SNR:J,) > Rb)) (9)

The difficulty in calculating the p’ is finding the distribution of SNR!,. However, it is nearly impossible
to express the CDF of SNR;,, because of the independence of the interference coming from the inter-layer,
intra-layer and the noise. So p’ is first transformed as

Pt = Er 1., 1..(P(SNR], > 27 — 1))

B, <P <||izw||2|ﬁ£zhg|2 >

2% — 1) (Terr + Lui +oi)>). (10)

Bi(l = o7,) | Xio| =
Define ||125,|*= ||| (215 1y

dition, ||h;,||? represents the channel gain information (CGI), which is independent with CDI. Therefore,

we can derive the CDF of the ||k} ||? as Lemma 1.

Lemma 1. The CDF of ||hf,||? is derived as

2 as the equivalent channel after beamforming with the imperfect CSI. In ad-

Ni—1/ 2 \m_—-2_ 5B
* S () e TR (2 — 1)
P(IIE < ) = 3. T

m=0

+1-2Bie7™, (11)
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Proof.  the proof is given in Appendix A.
According to Lemma 1 and (10), we can derive the expression of p! as

pe = Era(P(|[R5,|1* > A)
Ni—1 /A \™ -2 oB;.m
— B (23ieA _ (27) e T2 (2%e™ - 1)) 12)
= I'(m+1)
where K = »—C=D _and A = K (Iexe + Lyi + 02). However, X is still a random variable with

Pi| Xiu| "% (1-02))’
complex distribution. In [20], the Laplace-transform is used to simplify the population mean. Similarly,
we derive the approximation of coverage probability in Lemma 2.

Lemma 2. the coverage probability in tier-¢ is given by
o0
p'é _ / 2B Kcr1 L:I
0

_1\ym pim)
Wiy -

N—-1

> < " ) ‘I’(m,p)> fx (x)dz, (13)
m=0 p=0 p

m—p Ko}
)T e T @Ben - 1)
I'(m+1) '

where ¥ (m,p) is

(14)

And E(I’Z ) (s) is the p-order Laplace transform of I,;. Using [25], the expression of origin and p-order
Laplace transform is given by

i (2/a;—1)

K
1
= [Iexp [ —mxs Zs 2 4)2F1 (k,12/aj;22/aj;m) . (15)
Jj=1 J

_ P -y Nj—1/a;
£ (s ZZnAO £ (5) L= BT gFl(Nj+p—z,

2=0j=1 (Pj)il/aJSNJer Z(NJ+1/aJ)
1
Nj+1/aj;Nj+1/aj+1;78ijaj). (16)

Proof.  The proof is given in Appendix B.

Although the above formula is very complicated, the hypergeometric function can easily obtain the
numerical solution. Similarly, the p-order Laplace transform can be obtained by iteration. What’s more,
it is important for network design to figure out the influence of system parameters on the coverage
probability, and the asymptotic analysis is provided to help us understand how pi is affected by the
system parameters.

Property 1. The coverage probability in tier-i decreases with the code-word rate R, and P;, and
increases with the B; and F;. However, it is not influenced by other tiers’ B;.

Property 1 explains the effect of some system parameters on coverage probability. We can find that
p’ is a complementary cumulative distribution function (CCDF) which is decreasing with independent
variable. When N; is fixed, KA will determine the trend. It is easy to find the property in the corre-
sponding relationship by solving the partial derivative. We analyze the reason that the P; determine
the signal strength which is directly helpful for connection, and the increasing access probability make
the interference from other tiers smaller. On the contrary, P; from other tier will weaken the coverage
probability in the same reason. In the system, when the feedback error is reduced, the beamforming is
more accurate, so that the user can get the maximum gain without being exposed to the leakage.

Property 2. When P is large and A, > )j, j # 1, the p’ is increasing with A\; and decreasing
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When A, > J;, that is mainly all BSs are active, the interference will approach the upper bound.
We can find that the I,; in (7) will decrease as Aj. When other variables stay fixed, p. will reduce as
interference grows up. We can also conjecture that when A, is small, the p. will increase as A; because
the remain BSs are active by users, which is analyzed in [20]. Under this property, some interesting
insight into coverage probability is that the density of LPNs must depend on the amount of users.
Property 3. When B; > N;, the coverage probability is mainly influenced by the estimation error,
and converges into a constant value.

When B; > N;, € — 0, and the p! = 1 — F,(N;, K)), which is independent with B;. With this
assumption, the problem degenerates into the problem without limited feedback, which is analyzed in [26].
Obviously, the p® will increase as the estimation accuracy increase. The property is further analyzed with
the numeric result in Section 5.

3.2 Secrecy outage probability

Although the estimation error and the feedback error will influence the beamforming accuracy, the Eves
will not detect the impact of the error in the probability perspective. The SINR is derived as
Pilhighil?[Yie]

Iei + O'g ’

SINR; = (17)

For the passive Eve, it is difficult to calculate its instantaneous SINR at BS. Therefore, the secrecy
outage probability (SOP) is generally used to describe the security degree of a system from the viewpoint
of probability. Secrecy outage probability is given by the probability when the redundancy R, is lower
than the capacity of Eve’s channel. In the HCN, Eves are randomly distributed in the system. The
secrecy outage happens when the strongest Eve achieves the threshold:

p.=E,.1, (P (max SNR/! > 2fe — 1))
- ecl.

=E.p, <1 — J[ P(SNR{ < 2 — 1))

e€l.

1o ,161<Hp(|h < 2 Piéifeiafae)))? 18)

e€h

which is not easy to get the directly result. Since we derive the upper and lower bound to approximate
the secrecy outage probability.

Lemma 3. The upper bound of SOP is derived as follows:

28— 1)02

K
7 > ( 2/
P upper = 1 — €XP 77'[)\6/0 exp | — Pl s g A1/ (ko Pj) /o9 | dr | | (19)

j=1

which © = >N B(1 —2/ay, k+2/a; — 1).
And the lower bound can be defined as the nearest Eve to the BS. Therefore the lower bound can be
expressed as follows:

. o0 9Re ,
pls,lower = / 2mAexp | — (mﬁ Tt Z Aj 1/06] k’2 2/(1] 0| - 7'[)\@7"2(17“. (20)
0
According to [20], when \. < 1, the approximate result is express as
(2R, N

o0
pi %/O 27\ exp —W Z)\ 1/aj(ko P, 2/% Z@ dr. (21)
k=1
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Proof.  The proof is given in Appendix C.
Property 4. The p! is decreasing with R, and P;, while increasing with A. and P;.

Similarly, Property 4 can be derived from partial derivatives of various system parameters. As the
density of the Eve increases, the probability of its proximity to the BS increases correspondingly, causing
the secrecy outage probability rises. At the same time, since the channel and the user’s main channel are
independent of each other, the private signal strength at Eve is only related to the transmission power
of the transmitting BS, and is independent of the number of antennas. Further, when the power of other
BSs increases, the probability happening secrecy outage tends to decrease, because of the increasing
inter-layer interference.

4 Secrecy throughout maximization

In this section, we focus on the average secrecy throughput. We attribute this evaluation indicator to the
tradeoff between feedback overhead and data transmission in a fixed coherent time. A large amount of
channel feedback can improve the CSI quality, but reduce the time available for data transmission; while
a small amount of feedback time leads to poor beamforming performance, which reduces the reachable
confidentiality. Motivated by these facts, we are more concerned about designing coding parameters and
feedback parameters in the determined system to maximize the system’s secrecy throughput.

First, we define the average throughput of the target user as

K
Q=>" AQ (22)
i=1

The Qi represents the user’s secrecy throughput when access to tier-i. Recalling the protocol designed
in Section 2, the time belonging to feedback overhead is Ty ; = 2Bi [ .N;+B;/ Ryp. The first part represents
the time searching for the optima index in the codebook by exhaustive searching. It is related to the
time cost for a complex multiplication I. and the antenna number N;. The second part is the feedback
transmission time. When B; is small, the second part will play the major role to influence the time
overhead. On the opposite, the exponential growth of searching time will cost more when B; is large. So
we define the ¢, as

QZ =(Ry — Re)(1 — pi(Re))pZ(Rb)(TC —Tyi)- (23)

The optimization problem is formulated as

% Q s.t. 0 <Tp; < To; ph(Rp) > k5 plo(Re) < 5 (24)
where B = {Bj,Bs,...,Bgk} is the feedback length in every tier. However, the feedback length and
Ry, R, have complex interaction, for example, and the feedback length will determine the bounds of the
code rate and redundancy rate. The problem is intractable to solve directly. Such we divide the problem
into two subproblems and utilize an iterative and mutual searching algorithm to handle it. In particularly,
we first optimize the feedback length of each tier under the certain Ry, R, then search the optimal coding
parameter with fixed B. We present the subproblem and solutions in the following.

(1) The optimal B under fixed Ry, R.. According to Property 1, the change of B; has no influence
on other tiers without artificial noise. So we can find the optimal feedback length tier by tier. The
sub-problem is changed into

mBaix QL s.t. 0 <Ty; < T. (25)

For each tier, we can take the first order derivative of €2; on B; as

S5 = (= R0 = () (P 1)~ ) 38 ) (26)
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which 2ulfe) — 9By 2e A Fp(£4) is always positive for any B;. We can easily find that when B; — 0
0B 1—c

the derivative appears positive and when B; — B; max becomes negative. Because there must be at least

one zero point between 0 to B; max.

We can see that the sub-problem is a typical nonlinear programming problem, which is difficult to solve

the problem by an equation. Some proposed solutions can solve similar problems more effectively [16,17].
The most used heuristic search algorithm is the explicit enumeration method (EEM). Different from the
conventional heuristic search algorithm, the EEM algorithm can find an optimal solution effectively in
a small scale, and the complexity has advantages with the global search. Fortunately, we find that the
sub-problem is quite suitable for using the EEM. The sub-algorithm is described as Algorithm 1.

Algorithm 1 Sub-algorithm for solving problem (25)

Input: Current Rp and Re;

1: Initial B; max, Qgpt =0, Biopt = 1;
2: for Bi = 1, 2, ey Bi,max do

3: Compute 2, using Eq. (25);

4 if Q) > Qf then

5 update Qg = Q, Biopt = Bi;
6: end if

7: end for

Output: Optimal B; opt.

(2) The optimal R, and R, with fixed B. Based on above analysis, there is a complex interaction
between the optimal coding rate and the optimal feedback length, which greatly improves the difficulty
of solving the optimal problem. For this sub-question, after determining the feedback length of each layer
through Algorithm 1, the problem 1 is equivalent to

max @ st pe(Ry) > h3 plo(Re) <. (27)

According to Properties 1 and 5, with the increase of R, and R., the coverage probability and the
secrecy outage probability decrease. Under the condition of coverage constrain s and secrecy outage
constrain ¢, the maximum code rate Iy max and minimum redundancy rate R. max can be obtained by
solving the transcendental equation. While we can obtain a more simple form in the limited-interference
scenario with o = 4: 1o

K P;
= Ai}‘j(ﬁ) 9,
24/Tt\ ’

where ©; = Zgil B(1—1/2,k—1/2). According to the definition of the throughput, the R, must lower

Re,min = 1Og2 1+ (28)

than the code rate Rp. By taking the first-order derivative of 2 on R, we derive g’—}% as
K
o) i
OR = *ZAzpu(Rb)(l *CJ(Re))a (29)
¢ i=1

Py 1/2
Z;(:l )‘J(TJL) 9;

DLy and J(R.) is given by

where ¢ =

J(Re) =

In2 28 (R, — Re)) (30)

1
S S—
(2R —1)Y/? ( 2 (2R —1)

It is easy to figure out that J(R.) is positive for R. € (0, Ryp), and it is a decreasing function of R,
between 0 and Ry. When R, — 0, J(R.) — oo and when R, — Ry, J(Ry) — (2% —1)~'/2. Finally the
result of (J(Ry) is equal to the secrecy outage probability pi (Rp) which is smaller than 1. In summary,
the throughput 68—]% is bigger than 0 when R. — 0 and smaller than 0 when R. — Ry. In the same time,
it is the decreasing function of R.. So there is a maximization value between 0 and R;. Based above
discussion, we can present the optimal R, in Theorem 1.
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Theorem 1. For a fixed R;, the optimal R, maximizing the average secrecy throughput is

R min; R min > R ;
:opt _ e, e, e,opt (31)
’ Re,opt; Re,min < Re,opt < Rba
which R opt satisfies
K
Z AipZ(Rb)(l = (J(Reopt)) = 0. (32)
=1

Although we cannot derive the explicit formula of the R opt, but we can effectively calculate it through
the binary search method. Similarly, Ry max is hard to get the exact result because of the hypergeometric
functions in (13). Fortunately, the p’ is the monotonically decreasing function of R,. We can effectively
calculate Ry max that satisfies the pi(Rb,max) = Kk even the Ry op¢ using the traversing search algorithm.

So far, the optimal problem is transformed into two sub-problems, which is familiar with [27,28]. First
the system parameters are initialized in step 0. Then in step n, we calculate the optimal B[n] for a
given Ry[n — 1] and Re[n — 1], then use the traversing search algorithm to find the optimal R[n] and
R.[n] under B[n]. Repeating this process until the improvement of average secrecy throughput is smaller
than the precision threshold. So an iterative algorithm to calculate the optimal parameter is shown in
Algorithm 2.

Algorithm 2 Iterative algorithm for solving the problem (24)

1: Tnitial ARy, > 0, € > 0, Qopt = 0, Rp[0] = 2, Re[0] = 1, B[0] = {1,...,1}, n = 1;
2: while Q(B|[n|, Ry[n], Re[n]) — Q(B[n — 1], Rp[n — 1], Re[n — 1]) > € do
3: n=n+1;
Find B[n| using sub-algorithm for each tier;
while R, = Ry + ARy, and pi(R) > x do
Get the R, by solving (31);
Calculate 2 using (22);
if Q> Qopt then
9: Update Qopt =Q, Bi,opt = B, Rb,opt = Ry, Re,opt = Re;
10: end if
11:  end while
12: end while
Output: Optimal B(n], Ry[n], Re[n].

ARy, represents the accuracy requirement when solving the coding parameters. As indicated in [18],
this two-step iterative algorithm can effectively reach the local optimum of the problem. We show the
distance between the optimum result with the fixed feedback length scheme in Section 5.

5 Numerical results

In this section, we present some simulation results of the security performance of 2-tier HCN with limited
feedback. Considering the typical HCN parameters, where the density is set as A\ = m and
{2, A, A} = {4,10,5} A1, the transmit power is {P;, P»} = {30, 10} dBm. In particular, we set passing
loss @ = 4 and estimation error o2, = 0.1. Unless otherwise specified, we set {B1, B2} = {6,4} and the
transmit antenna is { N1, No} = {8,4}.

Figure 3 plots the average coverage probability of tier-1 and tier-2 vs. Bj with different antenna
numbers, which includes theoretical analysis and the simulation result. The Monte-Carlo simulation is
getting over 10000 times channel realization and corroborate the theoretical result. We did not calculate
when Bj is larger than 20 because of the ultra-high searching complexity. We can see that when B is
very small (for example B; = 2), the coverage probabilities for different antenna numbers do not have
memorable difference. While if the feedback length is larger than the antenna number, the difference is
more sizeable. When N; becomes larger, the performance gain obtained by adding antenna is small which
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shown by the comparison of N7 with 4, 10 and 10, 16. What’s more, although the growth of antenna
number will cause larger CSI error after feedback, it is also beneficial for users’ connect performance.

Figure 4 shows that the influence of the feedback length under different estimation errors. Different
from Figure 1, the coverage performance when feedback length is small becomes significant different. And
when B; increases, there is an upper bound of coverage probability. This is because that the feedback
CSI is quantized result after channel estimation. When estimation error is large, the quantized CSI is
only close to the estimation CSI but cannot approximate the real CSI. The simulation result proves the
Property 3.

As illustrated in Figure 5, the average secrecy throughput increases first and then decreases with Ry
and R. which is consistent with the previous analysis. We can analyze more intuitively that when R
is small, although the coverage probability is large, the multiplication is small; when R is large, the
coverage will drop very seriously, making the system throughput approach to 0, which is same as the
analysis of R.. Although the code rate has the maximum point, the constrain of the coverage and secrecy
outage probability limits the variation range of R, and R.. The AST under the constrain is shown below.

Figure 6 shows the trend of the average secrecy throughput of the target user. We should explain that
the throughput is small because we just consider throughput per time slot (10 ms). When the feedback
is small enough, the max average secrecy throughput have few growth within the antenna number. And
the system with more antennas maybe not better than the less one. With the development of feedback
length, the AST first increases and then decreases to 0. When B; comes to B max, the throughput fall
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to 0 quickly, and the number of antenna is even harmful to the AST. The reason is that the antenna
number have influences on the codebook searching time, which make the transmission time drop to O.
What’s more, we can see that the optimal feedback length is different between different antenna numbers,
which confirm our suspect. Therefore, we derive the optimal feedback and maximization throughput with
different antenna numbers in Figure 7.

In Figure 7, the optimal feedback length grows as the antenna number increases. However, when the
antenna is few (e.g., antenna number < 8), the optimal feedback length and max throughput grow in a
linear form. While the feedback length gradually grows slow when the number is large. In Figure 8, two
fixed feedback strategies are compared with the variable feedback strategy. It is obvious that the variable
feedback length has more reliability. What’s more, when the number of antenna rises, the searching
time will serious impact the efficiency of the system. In summary, the feedback transmission has a major
influence when feedback length is few, while the searching time has greater influence when feedback length
is large. Furthermore, the optimal feedback length becomes instant, the increased antenna will spend
more time to transmit data, make the throughput become lower. That is, it is not as many antennas as
possible that have benefit for the cellular network within a coherent time.

6 Conclusion

In this paper, we designed the secure transmission protocol of HCNs with limited feedback. Applying
the variety of feedback length and PLS key generation, the protocol can help the BS get more accurate
and secure CSI without channel reciprocity. The coverage probability and secrecy outage probability
provide the insights into the associated parameter such as antenna number and feedback length. At last,
we proposed an algorithm to maximize the average secrecy throughput with coverage and secrecy outage
constrain. The numeric results verify the property and security of the system. Possible future extensions
include proposing a more efficient way to protect the uplink feedback security, and compare the secrecy
performance with artificial noise aided secure transmission scheme.
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