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Dear editor,
A polynomial f(x) ∈ Fq[x] is called a permutation
polynomial (PP) over the finite field Fq if the as-
sociated mapping f : c 7→ f(c) from Fq to itself
is bijective. A PP f is called a complete permu-
tation polynomial if f(x) + x is a PP. PPs over
finite fields of even characteristic have wide ap-
plications, including cryptography, coding theory,
and communication theory. In many block ciphers
with substitution-permutation network structure,
the substitution box is usually a PP over F22k

for some positive integer k. To resist the differ-
ential attacks, the differential uniformity of this
polynomial should be as low as possible. How-
ever, finding such polynomials is difficult. Even
for most known differentially low uniform permu-
tations over F22k , their polynomial representations
are difficult to obtain ([1–8]). Thus far, only a few
classes of differentially low uniform PPs over F22k

of few terms have been constructed. Monomial
permutations with Gold exponents 2i+1, Kasami
exponents 22i − 2i + 1, Inverse exponents 2n − 2,
and the Bracken-Leander exponents 22k + 2k + 1
are differentially 4-uniform. Moreover, when k > 5
is odd, monomials with exponents 2k+1 + 3 and

2k +2
k+1

2 +1 were conjectured by Blondeau et al.

and finally verified by Xiong et al. [9] to be differ-
entially 8-uniform permutations. A class of differ-
entially 4-uniform permutation binomial, known
as the Bracken-Tan-Tan function, was also deter-
mined. However, differentially low uniform per-
mutation trinomials have not been found yet.

In this study, PPs of the form x2k+1+3+ax2k+2+
bx over F22k are determined. A class of permuta-
tion monomials, a class of permutation binomials,
and two classes of permutation trinomials are ob-
tained. All those monomials and binomials are
shown to be differentially 8-uniform for k > 5.
Moreover, there exists a subclass of complete per-
mutation binomials. For the permutation trinomi-
als, by simulations for small integers k, it seems
that their differential uniformity is not very high,
and is much better than that of previously found
permutation trinomials.

Determination of the PPs. We find that f(x) =

x2k+1+3 + ax2k+2 + bx ∈ F22k [x] permutes F22k if
and only if g(x) = x5 + (b + b + aa)x3 + [(b + b +
aa)(a+a)+ab+ba]x2+[(a+a)4+(b+b+aa)(a+

a)2+bb]x permutates F2k , where x
2k is denoted by

x for any x ∈ F22k . Furthermore, g(x) permutates
F2k if and only if g(x) = x5 for k ≡ 2 (mod 4),
or g(x) = x5 + ax3 + a2x, a ∈ F2k , for odd k.
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This result allows determining all PPs of the form

x2k+1+3 + ax2k+2 + bx over F22k . The monomial

f(x) = x2k+1+3 permutes F22k if and only if 4 ∤ k.
Other PPs with two or three terms are obtained in
the following two theorems based on k being even
or odd.

Theorem 1. Let k be a positive even integer
and a, b ∈ F22k be not both zero. Then, f(x) =

x2k+1+3+ax2k+2+ bx permutes F22k if and only if
k ≡ 2 (mod 4); b is a root of x2+t−2ωx+t−4ω = 0;
and a = tb for some t ∈ F ∗

2k , where ω ∈ F ∗
2k is a

primitive 3rd root of unity.

Sketch of the proof. f permutes F22k if and
only if k ≡ 2 (mod 4), and a and b satisfy











b+b+aa=0,

ab+ba=0,

(a+a)4+bb=0,

(1)

which implies that both a and b are nonzero.
Hence a = tb for some t ∈ F ∗

2k , and the follow-
ing equation can be derived:

{

b+b= t2bb,

t4(b+b)4=bb.
(2)

By (2), it holds that t12(bb)3 + 1 = 0. Therefore,
bb = t−4ωi and b+ b = t−2ωi, where ω ∈ F ∗

2k is of

order 3 and 0 6 i 6 2. Consequently, b and b are
exactly the roots in F22k of the following equation:

x2+t−2ωix+t−4ωi=0, i = 1, 2. (3)

Conversely, for any t ∈ F ∗
2k and i = 1, 2, Eq. (3)

has two different solutions in F22k \ F2k , namely
b and b. Set a = tb; then, a and b satisfy (1).
Therefore, f permutes F22k .

Theorem 2. Let k be a positive odd integer
and a, b ∈ F22k be not both zero. Then, f(x) =

x2k+1+3+ax2k+2+ bx permutes F22k if and only if
a and b satisfy one of the following two conditions:

(i) a = 0 and b = tω, for any t ∈ F ∗
2k and prim-

itive 3rd root of unity ω in F22k .
(ii) a = tω and b = t2 + εω2 for any t, ε ∈ F ∗

2k

and primitive 3rd root of unity ω.

Sketch of the proof. Since k is odd, 1, ω is
a basis for the vector space F22k over F2k . The
polynomial f permutes F22k if and only if a and b

satisfy

{

(b+b+aa)(a+a)+ab+ba=0,

(a+a)4+(b+b+aa)(a+a)2+bb=(b+b+aa)2.
(4)

Now, we consider the following cases.

Case 1: a = 0. In this case, Eq. (4) be-
comes bb = (b + b)2, which means b = tω or
b = t+ tω = tω2 for some t ∈ F ∗

2k .
Case 2: a 6= 0. In this case, the first equation

of (4) indicates a + b
a
∈ Fq. Hence, there exists

some element ε ∈ Fq such that b = a(a + ε) and
b + b = (a + a)ε. Then, the second equation can
be simplified as aa+ (a+ a)2 = 0, so that a = tω

or tω2 for some t ∈ F ∗
2k . Therefore, in this case,

all the solutions of (4) are

{

a= tω,

b= t2+εtω2,
and

{

a= tω2,

b= t2+εtω,
t ∈ F ∗

2k .

This completes the proof.
Theorem 2 provides a class of complete permu-

tation binomials f(x) = x2k+1+3 + ωx over F22k ,
where ω is a primitive 3rd root of unity.

On the differential uniformity. For any polyno-
mial f over F2n , the differential uniformity δ(f) of
f is defined as

δ(f)= max
a∈F∗

2n
,b∈F2n

#{x ∈ F2n | f(x+a)+f(x)=b},

where #S represents the size of a set S. The func-
tion f is called differentially δ(f)-uniform.

The monomial f(x) = x2k+1+3 is computed
to be differentially 4-uniform when k = 3. For
k > 5 being odd, f was shown to be differ-
entially 8-uniform in [9]. In fact, for the case
k ≡ 2 (mod 4), k > 6, f is also differentially 8-
uniform.

Theorem 3. Let f(x) = x2k+1+3, and let k > 5
be a positive integer such that 4 ∤ k. Then, f is a
differentially 8-uniform permutation over F22k .

Proof. To prove this theorem, it suffices to prove
that for any b ∈ F22k , the equation

(x+1)2
k+1+3+x2k+1+3=b (5)

has at most eight solutions. Herein we only need
to consider the case k = 2m with m odd. Let
ω ∈ F ∗

2k be of order 3; then, x2 + ωx + 1 is ir-
reducible over F2k . Let γ be one of its roots in
F22k ; then, 1, γ is a basis of the vector space F22k

over F2k . Denote by x = x2k for any x ∈ F22k as
before. Let x = y + zγ with y, z ∈ F2k ; then, we
have x = y + zγ = y + z(γ + ω), and thus

x+x=ωz and xx=y2+ωyz+z2.

Set x = y+zγ and b = s+tγ with y, z, s, t ∈ F2k ;
then, Eq. (5) can be rewritten as

{

y4+y+ω2z2(y2+y+1)+z4+1+s=0,

ω2z3+z+t=0.
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So x ∈ F22k is a solution of (5) if and only if
(y, z, u) ∈ F 3

2k is a solution of











ω2z3+z+t=0,

y2+y+1+u=0,

u2+(ω2z2+1)u+z4+s=0,

(6)

where the first equation has at most three distinct
solutions, and for each solution z, the third equa-
tion has at most two solutions u. Furthermore,
for each solution u, there are at most two solu-
tions y for the second equation. Hence, to prove
that the number of solutions of (6) is at most 8, it
suffices to prove that among the solutions of the
first equation, at most two are such that the third
equation also has solutions. For the case t = 0,
namely b = s ∈ F2k , the first equation becomes
ω2z3+z = 0, which has exactly two solutions, i.e.,
0 and ω2.

When t 6= 0, assume that the first equation has
three solutions z1, z2, and z3, for each of which the
third equation has solutions; then, we have

0=Trk1

(

zi
4+s

ωzi4+1

)

= Trk1

(

ω2+
ω2+s

ωzi4+1

)

= 1+Trk1

(

ω2+s

ωzi4+1

)

,

and thus Trk1(
ω2+s
ωzi4+1 ) = 1 for 1 6 i 6 3. From

the first equation, we can obtain (ωzi)
2 + 1 =

t
zi
; thus, for any 1 6 i 6 3, Trk1(

z2
i
(ω2+s)
t2

) =

Trk1(
ω2+s

(ωzi)4+1 ) = Trk1(
ω2+s

ωzi4+1 ) = 1. Therefore, we

have

Trk1

(

(z1+z2+z3)
2(ω2+s)

t2

)

=1,

which contradicts the fact that z1 + z2 + z3 = 0.
Hence the first equation of (6) has at most two so-
lutions such that the third equation has solutions,
so that the number of solutions of (6) is at most 8.

Next, we prove that there exists some (t, s)
such that Eq. (6) has eight solutions. Note
that the first equation of (6) can be written as
(ωz)3 + ωz + ωt = 0. As a result of Lemma 3.1
of [9], we can choose some t ∈ F2k such that this
equation has three distinct roots z1, z2, and z3
with Trk1(ωz1) = Trk1((ωz1)

−1) = Trk1(ωz2) = 0.
Further, according to Lemma 3.3 of [9], we can

find some s ∈ F2k such that Trk1(
z2
1

t2
(ω2 + s)) =

Trk1(
z2
2

t2
(ω2 + s)) = 1, so that for i ∈ {1, 2}, the

equation u2 + (ω2z2i + 1)u + z4i + s = 0 has two

roots ui1 and ui2 with Tr(ui1) = Tr(ui2) = 0.
Then, for each uij , the second equation of (6) has
two roots in y. Besides, for z = z3 it holds that

Trk1(
z2
3

t2
(ω2 + s)) = 0; thus, the third equation has

no solution. Therefore, for b = s + tγ ∈ F22k ,
Eq. (6) has exactly eight solutions. This completes
the proof.

The differential uniformity of all the permuta-
tion binomials obtained by Theorem 2 with k >

5 is also 8. However, for permutation trinomi-
als obtained by Theorems 1 and 2, determining
their differential uniformity is difficult. Using the
MAGMA software, their differential uniformity
was computed when k 6 7, revealing that their dif-
ferential uniformity is better compared with that
of all previously known permutation trinomials
over F22k , which have explicit polynomial repre-
sentations. We conjecture that the differential uni-
formity is equal to 12 and 10, respectively for tri-
nomials in Theorems 1 and 2 when k > 5.
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