SCIENCE CHINA
Information Sciences

. LETTER .

July 2020, Vol. 63 179204:1–179204:3
https://doi.org/10.1007/s11432-018-9569-2

Fault-tolerant control of energy-conserving networks
Hao YANG* , Zejun ZHANG, Chencheng ZHANG & Bin JIANG
College of Automation Engineering, Nanjing University of Aeronautics and Astronautics, Nanjing 211106, China
Received 7 June 2018/Accepted 9 July 2018/Published online 16 February 2020
Citation Yang H, Zhang Z J, Zhang C C, et al. Fault-tolerant control of energy-conserving networks. Sci China
Inf Sci, 2020, 63(7): 179204, https://doi.org/10.1007/s11432-018-9569-2

Dear editor,
Fault-tolerant control (FTC) aims at guaranteeing
a system goal to be achieved in spite of the existence of faults [1, 2]. For a network system, both
the self-dynamics of each individual subsystem
(when there is no coupling) and coupled-dynamics
can be faulty, and the FTC design should thus be
considered for the overall network system rather
than any individual subsystem [3, 4]. The main
idea behind most existing results on FTC for network systems is to comprehensively reconfigure
both the control laws of each subsystem and the
couplings among such systems. On the other hand,
port-Hamiltonian systems can effectively represent
the dynamics and kinematics of multiple bodies
and the interconnection among them from an energy point of view [5], and have thus been widely
used to model network physical systems. Energy
is one of the fundamental concepts in science and
engineering. Energy conservation means that a
system has no energy exchange with its environment. The system will be stable only if the energy is conserved. In [6, 7], the development of a
power-conserving network port-controlled generalized Hamiltonian system model is described with
regard to the energy conservation of physical network systems where each subsystem is modeled
using a port-Hamiltonian system and the interconnections satisfy the energy conserving property.
However, the conservation property will be destroyed in the presence of faults, and the energy
may increase (at an accumulating rate) from a
fault bringing external energy into the system, or
decrease (at a dissipating rate) resulting from a

fault extracting energy from the system. Motivated by this fact, this study focuses on the FTC
design, which aims at suppressing the change in
the energy of the system and maintaining its conservation, i.e., keeping the changing rate at 0, in
the presence of faults.
In this study, we consider a class of energy conservation network physical systems where some
subsystems have external actuators, and some interconnections have internal joint actuators. A
new cooperative FTC strategy is proposed for
comprehensively designing the external controls of
the subsystems and the internal controls at the interconnection ports. The key idea is to transfer
the energy’s changing rate using the internal controls and eliminate it using the external controls.
Such a strategy conserves the energy even when
subjected to faults.
Model and methodology. An undirected graph is
denoted as G = (M, E), where M = {1, 2, . . . , m}
is a set of nodes, E is a set of arcs, and (j, i) ∈ E
denotes an arc between node j and node i. A
path in G between node i0 and node ik , denoted as
(i0 , i1 )(i1 , i2 ) · · · (ik−1 , ik ), is a combination of arcs
(i0 , i1 ), (i1 , i2 ), . . . , (ik−1 , ik ), where nodes iι ∈ M
and arcs (iι , iι+1 ) ∈ E, ι = 0, 1, . . . , k − 1, k > 1.
If there exists a path from node j to node i, then
node i is said to be reachable from node j. The
connection behavior of a network system is described using an undirected graph, G, where node
i models subsystem i, and arc (j, i) indicates that
the subsystems i and j are neighbors of each other
in the sense that they are interconnected. N (i)
denotes a set of neighbors of subsystem i.
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Consider a network system that consists of m
port-controlled generalized Hamiltonian systems,
where subsystem i takes the following form:
∂Hi
(xi ) + gi (xi )ui
∂xi
+ζi (xi )fi + ψi (xi ),
∂Hi
(xi ),
ei = ζiT (xi )
∂xi

ẋi = Ji (xi )

ei ,

j∈N (i)

eij ,

j∈N (i)

X

T
(xi )
ζij

j∈N (i)
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∂Hi
(xi ). (4)
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If internal joint actuators exist at the interaction
port between subsystems i and j, fij is regarded as
the internal control inputs generated by the internal joint actuators with ζij (xi ) being the internal
input distribution matrix.
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An illustrative diagram of network systems.

The power conserving properties of the interconnections are satisfied as follows [7]:
fij = −fji ,
eij = eji .

P
Defining H = i∈M Hi , in the absence of external controls and faults, i.e., ui ≡ 0, ψi (xi ) ≡ 0,
it holds that
X ∂Hi
X
dH
=
ẋi =
eT
(7)
i fi = 0,
dt
∂xi
i∈M

where xi ∈ Rni are the states, and ui ∈ Rpi are the
external control inputs. The Hamiltonian Hi (xi )
is the total energy of subsystem i, Ji (xi ) is a skewsymmetric matrix associated with the topology of
subsystem i, and gi (xi ) denotes the external input distribution matrix. The term ζi (xi ) represents the distribution matrix of the flows. The
term ψi (xi ) ∈ Rqi covers the faults that will be
explained later.
The interaction port is represented by fi ∈ Rmi
and ei ∈ Rmi , where fi denotes the flows with
ei being the corresponding conjugated effort. As
illustrated in Figure 1, the interconnection terms
can be written as
X
ζi (xi )fi ,
ζij (xi )fij ,
(3)
X
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(5)
(6)

i∈M

which means that the energy is conserved for all
network systems.
However, such an energy conservation property
may be broken by the faults ψi (xi ), which are of
two kinds:
(1) Actuator faults, which come from the external actuators of subsystem i and/or the internal
actuators between subsystems i and j, j ∈ N (i),
which makes the terms gi (xi )ui and ζi (xi )fi deviate from the norm.
(2) Component faults, which result from unexpected changes in the components of subsystem i,
which can be regarded as additional external forces
that affect subsystem i and change its dynamics.
The above faults will increase or decrease the energy of the entire network system. More precisely,
when a fault ψi (xi ) occurs, we have the following:
X ∂Hs
∂Hi
dH
=
ẋs =
ψi (xi ),
(8)
dt
∂xs
∂xi
s∈M

i
where ∂H
∂xi ψi (xi ) can be regarded as the changing rate of the energy, called the “accumulating
i
rate” if ∂H
∂xi ψi (xi ) > 0, or the “dissipating rate” if
∂Hi
∂xi ψi (xi ) < 0.
Now, we define two sets of subsystems:
MC ⊆ M is the set of subsystems having external actuators and external control ports. It follows
that gi (xi )ui ≡ 0, ∀i ∈ M \ MC .
MI ⊆ M is the set of subsystems having internal joint actuators in its interaction ports. This
implies that for ∀i ∈ MI , there exists j, for
j ∈ N (i), such that fij can be designed.
Note that MC and MI have an intersection,
and the intersection set contains subsystems having both external and internal control ports.
The goal of FTC is to maintain the energy conservation property of all network systems i.e., keep
dH
dt = 0, in the presence of faults. In a fault-free
situation, it is assumed that ui = 0, ∀i ∈ MC ; i.e.,
there is no external control affecting the system
behavior. A fault diagnosis scheme of a network
system is not the main focus of the present study,
however, and is thus not considered herein; interested readers can refer to [8, 9] for more detailed
information.
Theorem 1. Consider a network system (1)–(4)
satisfying the power conserving properties (5) and
(6). Supposing that subsystem i0 is faulty, the energy conservation of the system can be maintained
if in G there exists a path between subsystem i0
and ir such that the following hold:
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(1) ir ∈ MC , and the right pseudo inverse of
gir (xir ) exists;
(2) i0 , i1 , . . . , ir−1 ∈ MI , ∀s ∈ {0, 1, . . . , r − 1},
fis is+1 is designable, and the right pseudo inverse
of ζis is+1 (xis ) exists.
In the following, the cooperative FTC law S is
introduced in Algorithm 1, which helps in designing the FTC controllers to maintain the energy
conservation of a faulty network system, and will
be used to prove Theorem 1 (see Appendix A).
Algorithm 1 Cooperative FTC law S
Task: Design an external controller uir to compensate the
effects of a fault.
Step 1: Once subsystem i0 is faulty, find the shortest path
between subsystems i0 and ir that satisfies conditions (1)
and (2) of Theorem 1. If r = 0, then design
n
o
ui0 = gi†0 (xi0 ) − ψi0 (xi0 ) ;
(9)

else, go to Step 2.
Step 2: Design

n
o
fi0 i1 = ζi†0 i1 (xi0 ) − ψi0 (xi0 ) .

(10)
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is covered by S as a special case.
Conclusion.
This study provided a faulttolerant cooperative control strategy for a class of
energy-conserving network systems that conserves
the energy even after a fault occurs.
The amount of energy will be consistently the
same throughout the system process if the FTC
scheme is applied immediately once a fault occurs.
However, the energy may change during a time delay of a fault diagnosis and FTC, as shown through
simulations (see Appendixes C–D). To suppress
such a change, a rapid fault diagnosis and FTC
schemes are required. Future work will consider
more general system models through a more detailed fault identification and accommodation design.
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