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Dear editor,

Increase in maritime activities with exclusive eco-
nomic zones leads to an increase in demands for
information security in maritime communication
networks. In maritime, all ships must install an
automatic identification system (AIS) to ensure
navigational safety, including eavesdropper ships
(ESs). Therefore, the navigation information of
the ships is easy for an operator to obtain via the
AIS. In the study of [1], the author proposed a
new AIS-based ad hoc network model and an AIS-
based ad hoc routing protocol for ship-to-ship and
ship-to-shore data communications. To enhance
the secrecy of wireless communications, physical
layer security (PLS) uses the characteristics of
wireless channels [2]. A relay-aided PLS is suited
for maritime networks. In [3], fountain code and
relay-aided PLS techniques were found to be suit-
able for wireless networks. In [4], the PLS in op-
portunistic relay selection networks over indepen-
dent and identically distributed Rayleigh fading
channels was studied.

We propose a location-information-assisted se-
cure transmission scheme in the space-ocean in-
tegrated network. The maritime network ensures
security by means of routing and the satellite pro-
vides maritime broadcast services. However, with
the aid of navigation information, we can use rout-
ing to avoid eavesdroppers. If interception by an
eavesdropper is unavoidable, the proposed scheme
can also limit the received information of eaves-
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droppers by using power optimization, which re-
duces the amount of the received encoded packets
of eavesdroppers. In addition to power optimiza-
tion, using multiple transmission links, the scheme
can also split the raw data into pieces and trans-
mit it. If the eavesdropper is not able to intercept
all the transmission links, it cannot receive enough
encoded packets to recover the message.

Model. In this study, we consider a multi-user
maritime communication scenario. If two ships are
close enough, then device-to-device (D2D) com-
munications are enabled. Under the proposed sce-
nario, one high-tower base station (HBS), multi-
ple relay ships (RSs), and a satellite (SAT) co-
operatively provide the services for maritime user
ships. In particular, the SAT provides broadcast
services for user ships. However, the eavesdroppers
can also receive fountain packets from the SAT.
Thus, the network control center (NCC) executes
the transmission scheme and manages the control
signals. The NCC can obtain the AIS informa-
tion and decoding situation of the user ship from
the AIS control center. According to the trans-
mission scheme, the NCC selects a secure relay
link to transmit signals and plans the routing of
D2D communication. Afterward, the control sig-
nal of the D2D network and the AIS information
can also broadcast together via SAT. More details
of the system model are referenced in Appendix A.

Algorithm development. The transmission
scheme can be divided into two phases: the re-
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laying phase and the D2D phase. In the model,
the relay links of HBS-RS are secured, and these
communication links therefore do not need to con-
sider security capacity. Moreover, the optimiza-
tion problem of the relay is divided into two sub-
problems (P1 and P2). The two subproblems are
solved as iterations between each other until the
result of the optimization problem converges. The
relay selection and power allocation are related to
the communication capacity and the security ca-
pacity of the relay link. The relay network is the
solution to the optimization problem below:
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In addition, to assess the security standardiza-
tion of the relay link, we define a standard. Ac-
cording to this standard of security, if the relay
link cannot ensure security, we will transmit only
one part of the fountain packets or refuse to trans-
mit fountain packet to the user-ship. In this way,
the eavesdroppers cannot receive sufficient foun-
tain packets to recover the original data. Thus,
the user ship can replenish the fountain packets
with the D2D optimization problem (P3):

P3:max Fj, (3)
PJ\Q
-
Fjg=0Cjg Pj.g; (4)

- logy (1 + rmy,g)

optional user ship: U; = rjnea[}( Fjg. (5)

The definitions of the notations in the optimiza-
tion problems are presented in Appendix B. After
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obtaining the solution to the optimization prob-
lems, the optimization problems of the relay phase
are solved as iterations between the subproblems
until all of the results of the subproblems converge.
The solution process of the optimization problems
can be seen in Appendix C. The detailed itera-
tive procedure of the relay phase is shown in Algo-
rithm 1.

Algorithm 1

1: while User matrix U is not empty do

2 Select N user ships from U;

3 Set U =U — U and x;, =0, Vi, n;
4: while z; n, pin, pr,; converge, Vi,n do
5: for n=1to N do

6: Update z; ,;

7 end for

8: while p; , pr,; converge, Vi,n do
9: for i =1to I do

10: for n=1to N do

11: Update Pr; and P; ;

12: end for

13: end for

14: end while

15: end while

16:  Update C; j;

17: if Ci,j > Cyp, then
18: Unot — Unot + U]';
19: end if

20: end while

In Algorithm 1, U*®! denotes the user ships se-
lected from U in one relay transmission phase;
Cin shows the security standardization of the relay
link; U"°" denotes the user ships that cannot re-
ceive sufficient fountain packets in the relay phase.
Here, according to the D2D optimization problem
(P3), users (U™°") can replenish fountain packets.

Performance evaluation. In this section, the
simulation setup and simulation results are demon-
strated for evaluating the proposed scheme. We
choose the AFbORS algorithm in [5] as the com-
pared scheme. More details of simulation parame-
ters are referenced in Appendix D. The number of
user ships is also a variable that ranges from 20 to
80. S denotes the number of ESs.

In Figure 1, we define a variable (Dgar) to
denote the number of fountain code packets by
satellite broadcast. Figure 1(a) shows that the
intercept probability of the proposed scheme de-
creases about 77% compared to that of the AF-
bORS scheme. In addition, better communication
security performance is achieved when the number
of users increases. From Figure 1(b), the recov-
ering proportion of the proposed scheme is lower
than that of the baseline scheme. If the satellite
only broadcasts a small number of fountain pack-
ets, the recovering proportion for eavesdroppers is
less than 0.07. Figure 1(c) shows that the pro-
posed scheme has a higher transmission efficiency
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Figure 1 (Color online) (a) Intercept probability comparison between the proposed scheme and baseline schemes;
(b) comparison of recovering proportion for eavesdroppers between the proposed scheme and baseline schemes; (c) trans-
mission efficiency comparison between the proposed scheme and baseline schemes; (d) comparison of secrecy capacity for

user ships between the proposed scheme and baseline schemes.

than other schemes. In the proposed scheme, the
user can effectively choose to route to acquire suf-
ficient fountain coded packets by the location in-
formation from the AIS system, which effectively
improves transmission efficiency of the HBS. In
Figure 1(d), the secrecy capacity of the proposed
scheme achieves approximately 32% improvement
compared to the baseline scheme.

Conclusion. We propose a scheme that presents
a maritime wireless network transmission scheme
in the integrated maritime-satellite networks. The
scheme dynamically uses routing to avoid eaves-
dropping. According to the location information
from AIS, to ensure that the eavesdropper can-
not receive enough fountain packets to recover the
original data, the transmitter selects multiple com-
munication links and then optimizes the transmit-
ting power. The simulation results show that the
proposed scheme achieves better performance in
both security and efficiency.
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