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Appendix A Model

The relay network link and SAT network are main networks and work in the same carrier frequency while the D2D network

works in different carrier frequency, which means that there is interference between the SAT network and the relay network.

Assuming the HBS has sufficient computing capacity and frequency resource, the HBS-RS link operates in the orthogonal

frequency division multiplexing (OFDM) mode and RS-user ship link operates in the frequency division multiple access

(FDMA) mode, which means that there is no interference between different relay links. All RSs and user ships are assumed

to be equipped with directional antennas to transmit signals and can accurately transmit signal with the help of the AIS

location information. The ESs can intercept encoded packets if the ESs is within the coverage of communication signals.

In addition, all ships are assumed to be equipped with omnidirectional antennas to receive signals. In this study, we

assume that the ESs and user ships have the same antenna gain. The ESs are near user ships. In addition, all the ESs

are non-colluding. The HBS, denoted as T, is equipped with Nant directional antennas and can support Nant RSs in

one relay transmission phase. There are J user ships in high seas wireless network, denoted as U = {Uj |j = 1, 2, 3..., J}.
Usel = {Useln |n = 1, 2, 3..., N} denotes the user ships selected from U in one relay transmission phase. Total number of the

selected users is less than Nant in one relay transmission phase. Unot = {Unotg |g = 1, 2..., G} denotes the user ships cannot

receive sufficient fountain packet in the relay phase. The RS, denoted as R = {Ri|i = 1, 2, 3..., I} can relay the message

from HBS to user ship. The ES denoted as E = {Es|s = 1, 2, 3..., S}.
In the proposed communication scenario, the large-scale fading caused by the path loss is modeled as

PL(dt,r) = d−ηt,r , (A1)

where η is the path loss exponent. Besides, the channel coefficients of small-scale fading remain constant during one fountain

packet and change independently among different fountain packet. dt,r is the distance between the transmitter and the

receiver. The channel coefficient is a circularly symmetric complex Gaussian random variable, namely CN (0, 1). Additive

Gaussian white noise (AWGN) is denoted as the variance N0. During one fountain packet, the received signal via direct

transmission (DT) is expressed as

yDTt,r =
√
Ptd

−η
t,r ht,rx+ n, (A2)

where Pt denotes the power of transmitter; ht,r denotes the rayleigh fading channel coefficients for the communication link

between the transmitter and the receiver; n is the AWGN power; x represents a fountain packet. Consequently, the received

signal-noise-ratio (SNR) of direct transmission (DT) can be defined as

γDTt,r =
PtHt,r

σn
, (A3)

where Ht,r = |ht,r|2d−ηt,r . σn is the AWGN power. Similarly, during one fountain packet, the received signal at relay ship

Ri in amplify-and-forward (AF) mode can be given by

yAFT,i =
√
PT,id

−η
T,ihT,ix+ n+ nS,i. (A4)

The received signal to interference plus noise ratio (SINR) at relay ship can be defined as

γAFT,i =
PT,iHT,i

σn + σnS,i

, (A5)
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where PT,i denotes the power of transmitter; dT,i is the distance between the HBS and the Ri; hT,i is the small-scale gain,

nS,i and σnS,i is the interference from the satellite. Meanwhile, the received signal at user ship Usel from Ri is expressed

as

yAFi,n =
√
Pi,nd

−η
i,nhi,nβiy

AF
T,i + n+ nS,n,

βi =

√
1

PT,iHT,i + σn + σnS,i

, (A6)

where βi is a scaling factor in AF mode. The nS,n is the interference from the satellite. Then the received SINR of Useln

and the received of Es can be written as

γAFi,n =
PT,iaT,iPi,nbi,n

Pi,nbi,n + PT,iaT,i + 1
, (A7)

γAFi,s =
PT,iaT,iPi,nbi,s

Pi,nbi,s + PT,iaT,i + 1
, (A8)

where aT,i =
HT,i

σn+σS,i
, bi,n =

Hi,n

σn+σi,n
, bi,s =

Hi,s

σn+σi,s
.

The Hi,s denotes the coefficient between Es and Ri. If the transmission link is secure, the Hi,s tends to zero. Based on

the formula above, the link capacity and the secrecy capacity are given by

RT,i = log2(1 + γAFT,i ), (A9)

Ci,n = log2(1 + γAFi,n )− log2(1 + γAFi,s ), (A10)

Cj,g = log2(1 + γDTj,g )− log2(1 + γDTj,s ), (A11)

where RT,i represents the link capacity between the HBS and the Ri, Ci,n represents the secrecy capacity of relay link and

Cj,g represents the secrecy capacity of D2D link between the jth user ship and Unotg .

Appendix B Algorithm Development

In the optimization problem of P1, the C1 is a transmitting power constraint for HBS, where PT,th is the maximum

transmitting power for HBS; C2 represents the minimal power requirements for the allocated power, where γTRth is minimal

SINR threshold for RS; and C3 constrains the value of variables.

In the optimization problem of P2, the C4 is transmitting power constraint for RS, where PR,th is the maximum trans-

mitting power threshold for RS; C5 means that the user ships can access no more than one RS; C6 represents minimal

capacity requirements of user ships, where CUth is minimal capacity for user ships; C7 represents maximum capacity require-

ments of Eavesdropper, where CEth is maximum capacity for eavesdropper; C8 ensures that the optimized security capacity

is higher than zero; C9 and C10 constrain the value of variables, where xi,n = 1 means that the user ships (Useln ) select RS

(Ri) as the relay node.

Appendix C Solving the Optimization Problem

Appendix C.1 Solving the Optimization Problem of relay Phase

The optimization problem of P2 is a non-convex and combinatorial problem. Therefore, we need to transform the original

problem into a convex problem by logarithmic approximation [1]. Then the transformed problem is solved by the Lagrangian

dual method. Next, based on the SCA method [2], we solve the problem with an iterative algorithm. Because the C9 also

is a non-convex constraint, we relax the integer variable xi,n ∈ [0, 1] into a constant variable. We use the logarithmic

approximation [1] as follow:

ln(1 + γAFi,n ) > θi,n ln(γAFi,n ) + βi,n. (C1)

that is tight at γAFi,n = γAFi,n when the approximation constants are chosen as:

θi,n =
γAFi,n

1 + γAFi,n

, (C2)

βi,n = ln
(

1 + γAFi,n

)
−

γAFi,n

1 + γAFi,n

ln
(
γAFi,n

)
. (C3)

By applying the logarithmic approximation and changing the variables by P̂T,R = lnPT,R, P̂R,Usel = lnPR,Usel , we

obtain the lower bound of the objective function as follow

I∑
i=1

N∑
n=1

xi,nRT,i >
I∑
i=1

N∑
n=1

xi,nR̂T,i, (C4)

I∑
i=1

N∑
n=1

xi,nCi,n >
I∑
i=1

N∑
n=1

xi,nĈi,n. (C5)
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where

R̂T,i =
1

ln 2

(
θT,i ln

(
γAFT,i

)
+ βT,i

)
,

Ĉi,n =
1

ln 2

(
θi,n ln

(
γAFi,n

)
+ βi,n

)
− CEth.

For solving the aforementioned questions, we introduce the Lagrangian dual method. The Lagrangian functions are given

as

LF1 = L(R̂T,i, e
P̂T,R ,µ,ω)

−
I∑
i=1

N∑
n=1

xi,nR̂T,i −
N∑
n=1

µn(PT,th −
I∑
i=1

xi,ne
p̂T,i )

−
I∑
i=1

ωi

N∑
n=1

xi,n(ep̂T,i −
γTRth σn

HT,i
), (C6)

LF2 = L(Ĉi,n, X, e
P̂
R,Usel ,λ, ξ,ϕ,φ)

−
I∑
i=1

N∑
n=1

xi,nĈi,n −
I∑
i=1

N∑
n=1

λin(PR,th − ep̂i,n )

−
N∑
n=1

ξn(1−
I∑
i=1

xi,n)−
I∑
i=1

N∑
n=1

xi,n(Ĉi,n − CUth)

−
I∑
i=1

N∑
n=1

xi,n(CEth − Ĉi,s), (C7)

where the parameters µ,ω,λ, ξ,ϕ,φ are the Lagrangian multipliers. By solving ∂LF1

∂e
p̂T,i

= 0, ∂LF2

∂e
p̂i,n

= 0 we can obtain the

optimal solutions as

pT,i =

[
N∑
n=1

θT,ixi,n

ln 2 (µn − ωi)

]+
, (C8)

pi,n =

[
xi,n

λin ln 2
{θi,n(1 + ϕin)F1 − θEi,nφinF2}

]+
,

F1 =
pT,iaT,i − 1

pT,iaT,i(pT,iaT,i + pi,nbi,n + 1)
,

F2 =
pT,iaT,i − 1

pT,iaT,i(pT,iaT,i + pi,nbi,s + 1)
, (C9)

∂LF2

∂xi,n
= −Ĉi,n + ξn − (Ĉi,n − CUth)− (CEth − Ĉi,s),

≈ −Ĉi,n + Ĉi,s, (C10)

where the
(
x+
)

is max {0, x}. The user ships tend to select the RS with the largest security capacity, the best selected RS

can be expressed as

xi,n = 1|i=minzi,n ,

zi,n = −Ĉi,n + Ĉi,s. (C11)

Finally, we calculate the Lagrange multipliers using the subgradient method.

µn [t+ 1] =

[
µn [t]− δµn [t+ 1]

(
PT,th −

I∑
i=1

xi,npT,i

)]+
,

ωi [t+ 1] =

[
ωi [t]− δωi [t+ 1] {

N∑
n=1

xi,n(pT,i −
γTRth (σn + σnS,i )

HT,i
)}
]+

,

λin [t+ 1] =
[
λin [t]− δλin

[t+ 1] (PR,th − pi,n)
]+
,

ϕin [t+ 1] =
[
ϕin [t]− δϕin [t+ 1] {xi,n(Ĉi,n − CUth)}

]+
,

φin [t+ 1] =
[
φin [t]− δφin

[t+ 1] {xi,n(CEth − Ĉi,s)}
]+

, (C12)

where t is the iteration step, and δ [t+ 1] is the step size in each iteration of subgradient method.
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Appendix C.2 Solving the Optimization Problem of D2D Phase

According to the problem (P3), by solving
∂Fj,g

∂Pj,g
= 0 we can obtain the optimal solution as

P optj,g = arg
Pj,g

(
∂Fj,g

∂Pj,g
= 0

)
, (C13)

∂Fj,g

∂Pj,g
=

σn(Hj,g −Hj,s)
ln 2(σn + Pj,gHj,g)(σn + Pj,gHj,s)

−
τ

log2(1 + κmj,g)
. (C14)

Then, by introducing the quadratic formula and power limitation, the optimal power allocation can be expressed as

P optj,g =

√
(σnHj,g − σnHj,s)2 +

4σnHj,gHj,s log2(1+κmj,g)(Hj,g−Hj,s)

τ ln 2

2Hj,gHj,s
−
σn(Hj,g +Hj,s)

2Hj,gHj,s
. (C15)

P optj,g =


P optj,g , if P optj,g ∈ (0, PU,th];

PU,th, if P optj,g > PU,th;

0, if P optj,g 6 0.

(C16)

We define a variable g =
log2(1+κmj,g)(Hj,g−Hj,s)

ln 2
, and prove the equations easily as follow:

∂P optj,g

∂g
> 0, (C17)

P optj,g > 0|log2(1+κmj,g)(Hj,g−Hj,s)>σnτ ln 2. (C18)

The mj,g is a constant, with the increasing of the log2(1 +κmj,g)(Hj,g−Hj,s), the P optj,g also increases. The Hj,g−Hj,s
is security gain of communication link, and the log2(1 + κmj,g) is gain of fountain package. The higher the gain of security

and fountain package are, the larger the optimal power P optj,g is. The Uj cannot be selected, if the P optj,g is less than zero.

Therefore, the log2(1 + κmj,g)(Hj,g −Hj,s) must be higher than the threshold value (σnτ ln 2). We can draw a conclusion

about the threshold value that if the user ship has more missing fountain packets, the threshold value is lower. The user

ship with lower threshold value is more likely to be selected, which is also an important criterion to select optimal user ship.

Appendix D Performance Evaluation

The relay node that maximizes the secrecy capacity of AF relaying transmission is viewed as the optimal relay. The carrier

frequency of relay network and D2D network are set as 2.5 GHz and 1.89 GHz. The bandwidth B is 10 MHz. The AWGN

power is defined as σn = BN0, where N0 is the AWGN spectral efficiency, and N0 = −174dBm/Hz. The maritime satellite

is assumed to be on the geosynchronous orbit of 36, 000km, and the parameters of the satellite is defined referring to [3].

We set PT,th = 49dBm, PR,th = 43dBm and PU,th = 41dBm. The path loss exponent η of maritime channel is defined

referring to [4], and the path loss exponent of satellite channel is 2. The number of directive antennas equipped in HBS

Nant is set to 3. We emulate transmission 104 times. Moreover, the total number of data packets denoted as K, which is

assumed to be 128. The fountain code selects LT codes [5]. The packet error rate (PER) can be defined as [6]:

FERn(γ) =

{
1, if 0 < γ < γpn;

anexp(−gnγ), if γ > γpn.
(D1)

where γ is received SNR and n denotes mode index. By referring to the fitting parameters in [7], the fitting parameters are

listed as follows:

an = 50.1222,

gn = 0.6644,

γpn = 7.7021. (D2)

In addition, we define four performance indexes to evaluate the performance of the proposed scheme.

Appendix D.1 Intercept probability for ES

we define the Meve as the number of data packets which are successfully decoded when all transmissions are complete. If

Meve equals to K, the eavesdroppers successfully intercept all messages. Otherwise, the intercept is failed. Hence, the inter-

cept probability is the ratio between the number of successful eavesdropping times and the total number of transmissions.

Appendix D.2 Recovering proportion for ES

this index is defined as the mean value of Meavesdropper \ K when the preset value numbers of transmission time are

reached.
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Appendix D.3 Transmission efficiency of HBS

this index is defined as the mean value of K(1 + σ)Nant \ DHBS when the preset value numbers of transmission time

are reached, in which DHBS denotes the number of fountain packets in average, in one relay phase. The σ is decoding

overhead.

Appendix D.4 Secrecy capacity for user ship

this index is defined as the mean value of secrecy capacity in one transport process.
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