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Appendix A Model

The relay network link and SAT network are main networks and work in the same carrier frequency while the D2D network
works in different carrier frequency, which means that there is interference between the SAT network and the relay network.
Assuming the HBS has sufficient computing capacity and frequency resource, the HBS-RS link operates in the orthogonal
frequency division multiplexing (OFDM) mode and RS-user ship link operates in the frequency division multiple access
(FDMA) mode, which means that there is no interference between different relay links. All RSs and user ships are assumed
to be equipped with directional antennas to transmit signals and can accurately transmit signal with the help of the AIS
location information. The ESs can intercept encoded packets if the ESs is within the coverage of communication signals.
In addition, all ships are assumed to be equipped with omnidirectional antennas to receive signals. In this study, we
assume that the ESs and user ships have the same antenna gain. The ESs are near user ships. In addition, all the ESs
are non-colluding. The HBS, denoted as T, is equipped with Nt directional antennas and can support N%"* RSs in
one relay transmission phase. There are J user ships in high seas wireless network, denoted as U = {Uj|j = 1,2,3..., J}.
Usel = {Uz®'|n = 1,2,3..., N} denotes the user ships selected from U in one relay transmission phase. Total number of the
selected users is less than N%™t in one relay transmission phase. U™t = {U;“’t|g =1,2...,G} denotes the user ships cannot
receive sufficient fountain packet in the relay phase. The RS, denoted as R = {R;|i = 1,2,3...,1} can relay the message
from HBS to user ship. The ES denoted as E = {Es|s =1,2,3...,S}.
In the proposed communication scenario, the large-scale fading caused by the path loss is modeled as

PL(dy,) =d; " (A1)

t,r

where 7 is the path loss exponent. Besides, the channel coefficients of small-scale fading remain constant during one fountain
packet and change independently among different fountain packet. d¢ , is the distance between the transmitter and the
receiver. The channel coefficient is a circularly symmetric complex Gaussian random variable, namely CA/(0,1). Additive
Gaussian white noise (AWGN) is denoted as the variance Ny. During one fountain packet, the received signal via direct

transmission (DT) is expressed as
Y =1/ Pud; ' he x4, (A2)

where P; denotes the power of transmitter; h¢ » denotes the rayleigh fading channel coefficients for the communication link
between the transmitter and the receiver; n is the AWGN power; x represents a fountain packet. Consequently, the received
signal-noise-ratio (SNR) of direct transmission (DT) can be defined as

pr _ PtHir
b

’Yt,r - (A3)

On

where H¢,r = |ht,r|2d;;7. on is the AWGN power. Similarly, during one fountain packet, the received signal at relay ship
R; in amplify-and-forward (AF) mode can be given by

y?f = mhﬂﬂ? +n+ng;. (A4)

The received signal to interference plus noise ratio (SINR) at relay ship can be defined as

Pr;Hr;
47 = Prafins (A5)
on + O'nsyi
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where Pr; denotes the power of transmitter; dr ; is the distance between the HBS and the R;; hr; is the small-scale gain,
ng; and ong ; is the interference from the satellite. Meanwhile, the received signal at user ship Use from R; is expressed
as

yzn = \/Pz nd h’L nIBzy?E +n+ns,m

1
Bi = , (A6)
PriHr;+on+ong;

where f3; is a scaling factor in AF mode. The ng , is the interference from the satellite. Then the received SINR of Usel
and the received of Es can be written as

Priar,; Pinbin

AF
Yion = ) (A7)
P; nbin + Priar; +1
7AF Priar i P; nbi s (A8)
1,8 b
P; nbi s + Priar; +1
_ _Hr; . Hin . _  His
where ar; = Z0c— bin = o bis = 50—

The H; s denotes the coefficient between Es and R;. If the transmission link is secure, the H; s tends to zero. Based on
the formula above, the link capacity and the secrecy capacity are given by

Rr; =log2(1+ ’7745): (A9)
Ciyn = loga(1+7{4%) —logz(1 + ), (A10)
Cjg = loga(1+ 1) —loga(1 + 7,20, (A11)

where Rt ; represents the link capacity between the HBS and the R;, C; , represents the secrecy capacity of relay link and
Cj,4 represents the secrecy capacity of D2D link between the jth user ship and Ugmt.

Appendix B Algorithm Development

In the optimization problem of P1, the C1 is a transmitting power constraint for HBS, where Pr;; is the maximum
transmitting power for HBS; C2 represents the minimal power requirements for the allocated power, where ’yg;lR is minimal
SINR threshold for RS; and C3 constrains the value of variables.

In the optimization problem of P2, the C4 is transmitting power constraint for RS, where Pg ¢, is the maximum trans-
mitting power threshold for RS; C5 means that the user ships can access no more than one RS; C6 represents minimal
capacity requirements of user ships, where C’U is minimal capacity for user ships; C7 represents maximum capacity require-
ments of Eavesdropper, where CZ 7, 1s maximum capacity for eavesdropper; C8 ensures that the optimized security capacity
is higher than zero; C9 and C10 constrain the value of variables, where x; , = 1 means that the user ships (Uze) select RS
(R;) as the relay node.

Appendix C Solving the Optimization Problem
Appendix C.1 Solving the Optimization Problem of relay Phase

The optimization problem of P2 is a non-convex and combinatorial problem. Therefore, we need to transform the original
problem into a convex problem by logarithmic approximation [1]. Then the transformed problem is solved by the Lagrangian
dual method. Next, based on the SCA method [2], we solve the problem with an iterative algorithm. Because the C9 also
is a non-convex constraint, we relax the integer variable x; , € [0,1] into a constant variable. We use the logarithmic
approximation [1] as follow:

In (1+’7z ) 03,7 In(7;] F)JF:an (C1)

that is tight at 'yf‘f = 'yz p I when the approximation constants are chosen as:

1A
Gi,n = LnAF’ (CQ)
1+ ’yi,n
N ~AF _
Bin =In (1 + 'yff) - LAF In ('yff) . (C3)
1+ ’yi,n
By applying the logarithmic approximation and changing the variables by PT,R = InPr R, IADRVUsez = InPpg yser, we

obtain the lower bound of the objective function as follow

I N I
Z Z wi,nRT,z Z Z zz,nRT s (C4)

i=1n=1 i=1n=1
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where

Ry, = ﬁ <9T,i In (7741:> + 5T,i> ,

= ﬁ <9i,n In (’y{?‘,f) + Bz,n) - CtEh'

For solving the aforementioned questions, we introduce the Lagrangian dual method. The Lagrangian functions are given
as

Ci,n

LF1 = L(Rp,eT R, p,w)

I N R N I A
_ Z Z Ii,nRT,i - Z l”’n(PT,th — in!nePT,i)
n=1 i=1

i=1n=1
I N TR
~ g
3w 3 (P = 0 T, (C6)
= o= Hri

LF2 = L(Cin, X, e R X € 0, ¢)

I N A N )
> @inCin = D> Nin(Pran — €P)

i=1n=1 i=1n=1
N I I N
=2 6= win) = > @in(Cin — Cin)
n=1 i=1 i=1n=1
I N
- Z Z $i,n(CgL - Ci,s): (07)
i=1n=1
where the parameters p, w, A\, &, @, ¢ are the Lagrangian multipliers. By solving ;Lpgl =0, 88LﬁF2 = 0 we can obtain the
&PT,i ePin
optimal solutions as
N 0 +
T,i%i,n
pri= _Taemnn , (CS)
¢ LZI 1n2(,u,nwi)]

+

T

Pin = |:)\ 1,1’;;2 {ez,n(l + Sozn)Fl - 9§n¢1nFQ}:| )
in

prar; — 1

F1 = ’
pr,i07,:(PT,i0T,5 + Pinbin + 1)
o PTiaT i 7 (CQ)
pT,:07,i(PT,i0T,i + Pinbis + 1)
OLF?2 N N N
= _Cz‘,n +&n — (Ci,n - Ctl{l) - (Cgl - Ci78)7
0%in
~ — Ai,n + é’i,sv (Clo)

where the (z+) is max {0, x}. The user ships tend to select the RS with the largest security capacity, the best selected RS
can be expressed as

Tin = 1|i:minzi’n7
Zim = —Cim+ Cis. (C11)

Finally, we calculate the Lagrange multipliers using the subgradient method.

I +
pn [t +1] = [un [t] = O [t + 1] (PT,th - Zl‘ml’mﬂ )
1=1

N
wi[t+1] = {wi [t] — 0w, [t + 1] {Z i (DT, —
n=1

ﬁR(a;;ans,,z) )}} "
Nin [t + 1] = [Nin [t] = 8x,,, [t + 1] (Proen = pin)] T,

pin [t 411 = [pin [ = Su [t+ 1] fin (Cin — CHN]

Din 6411 = [91n 1] — b9, [t + 1] {os,n (O, — Cro)}] (C12)

where ¢t is the iteration step, and 6 [¢ + 1] is the step size in each iteration of subgradient method.



Yuzhou FU, et al. Sci China Inf Sci 4

Appendix C.2 Solving the Optimization Problem of D2D Phase

According to the problem (P3), by solvmg J 2 = (0 we can obtain the optimal solution as
5g

OF;
P! = arg (7”9 = 0) , c13
S AT ( )
OFjq _ on(Hj,g — Hjs) T

OPj 4 ~ In2(on + P 0 Hi,g)(0n + PjgHjs)  logy(1+ kmyg)
Then, by introducing the quadratic formula and power limitation, the optimal power allocation can be expressed as

(C14)

donHj gHj slogo(I+rmy o) (Hj g—Hj s)
Pf’pt: \/(O’nHLg—O'nH',s)Q“F g 1 QTanQ L4 Ld _ O'n(Hj7g+H‘ ) (015)
79 2H; gHj 2H;  H;s
t . t
t P, if Pﬁ’;t € (0, Py inl;
O .
R Y B 10
. opt
0, if Pj,g <0.
We define a variable g = 10g2(1+nmjii)2(Hj’g_Hj’S), and prove the equations easily as follow:
PPt
195, (C17)
dg
t
P]?p > 0|10g2(1+fcm]- g)(Hj g—Hj s)>0pnTIn2" (CIS)
The m; 4 is a constant, with the increasing of the logy (1 +kmy,¢)(Hj g — Hj ), the POM also increases. The Hj 4, — Hj s

is security gain of communication link, and the log, (1 + kmj, g) is gain of fountain package The higher the gain of security
and fountain package are, the larger the optimal power P {; is. The U; cannot be selected, if the Pom is less than zero.
Therefore, the logy (1 + kmj ¢)(Hj g — Hj s) must be hlgher than the threshold value (05,7 In2). We can draw a conclusion
about the threshold value that if the user ship has more missing fountain packets, the threshold value is lower. The user
ship with lower threshold value is more likely to be selected, which is also an important criterion to select optimal user ship.

Appendix D Performance Evaluation

The relay node that maximizes the secrecy capacity of AF relaying transmission is viewed as the optimal relay. The carrier
frequency of relay network and D2D network are set as 2.5 GHz and 1.89 GHz. The bandwidth B is 10 MHz. The AWGN
power is defined as o, = BNp, where Ny is the AWGN spectral efficiency, and Ng = —174dBm/Hz. The maritime satellite
is assumed to be on the geosynchronous orbit of 36,000km, and the parameters of the satellite is defined referring to [3].
We set Prip = 49dBm, PR, = 43dBm and Py, = 41dBm. The path loss exponent n of maritime channel is defined
referring to [4], and the path loss exponent of satellite channel is 2. The number of directive antennas equipped in HBS
No"t s set to 3. We emulate transmission 10* times. Moreover, the total number of data packets denoted as K, which is
assumed to be 128. The fountain code selects LT codes [5]. The packet error rate (PER) can be defined as [6]:

1, if 0 <~ < vYpn;

. (D1)
anerp(—gn7y), if ¥ = vpn.

FERn(y) = {

where 4 is received SNR and n denotes mode index. By referring to the fitting parameters in [7], the fitting parameters are
listed as follows:

an = 50.1222,
gn = 0.6644,
Ypn = 7.7021. (D2)

In addition, we define four performance indexes to evaluate the performance of the proposed scheme.

Appendix D.1 Intercept probability for ES

we define the Mcye as the number of data packets which are successfully decoded when all transmissions are complete. If
Meye equals to K, the eavesdroppers successfully intercept all messages. Otherwise, the intercept is failed. Hence, the inter-
cept probability is the ratio between the number of successful eavesdropping times and the total number of transmissions.

Appendix D.2 Recovering proportion for ES

this index is defined as the mean value of Mcgyesdropper \ K when the preset value numbers of transmission time are
reached.
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Appendix D.3 Transmission efficiency of HBS

this index is defined as the mean value of K(1 + o)N® \ Dyps when the preset value numbers of transmission time
are reached, in which Dy pg denotes the number of fountain packets in average, in one relay phase. The o is decoding

overhead.

Appendix D.4 Secrecy capacity for user ship

this index is defined as the mean value of secrecy capacity in one transport process.
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