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Dear editor,
Differential cryptanalysis, which was proposed by
Biham and Shamir in [1], is a type of statistical
attack to block ciphers. The resistance of ciphers
to this type of attack is quantified by the cryptographic property named the differential uniformity of its substitution box, which is a vectorial
Boolean function. To have a good resistance to
the differential attack, the differential uniformity
of the function should be as low as possible. In
this sense, the best functions are those differentially 2-uniform functions, which are also called
APN (almost perfect nonlinear) functions. There
are very few known APN functions, and they may
have potential drawbacks. In recent years, increasing attention has been given to differentially
4/6-uniform permutations (see [2–5] and references
therein). Another key property of vectorial functions is the nonlinearity, which is characterized by
the Walsh transforms of the functions. To resist a
linear attack [6], the function should have a high
nonlinearity.
An important problem that then arises is
whether there are relationships between the two
major cryptographic properties, say the differential uniformity and the nonlinearity, of vectorial
functions. This question seems to be quite difficult to answer. All known APN functions seem

to have rather good nonlinearity, but this parameter does not have a positive lower bound before
Carlet’s work. Chabaud and Vaudenay [7] found
an inequality for the fourth moment of the Walsh
transform, which is an equality when the function
is APN. This result was generalized recently by
Carlet in [8], where he succeeded in characterizing
general vectorial functions with differential uniformity at most δ, for any positive even integer δ, using the Walsh transform. Moreover, he obtained
a very good lower bound for the nonlinearity of
APN power functions.
In this study, using the Walsh transform, we
characterize the differential support of any vectorial function, which is defined to be the set of
all the positive integers in the differential spectrum of the function, neglecting the multiplicities. This can help people to better understand
the differential properties of vectorial functions.
Moreover, the equalities in the characterization
are much simpler than in Carlet’s result, when
the function has a small cardinality of differential support. In particular, we characterize differentially two-valued (n, m)-functions by the fourth
moment of the Walsh transform. Based on that,
we deduce an upper bound for the nonlinearity
of differentially two-valued (n, m)-functions, which
is always better than the covering radius bound,
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and is also better than the Sidelnikov-ChabaudVaudenay bound, at least for most cases.
Characterizing differential support. For any
(n, m)-function F : F2n 7→ F2m , any a ∈ F∗2n and
b ∈ F2m , we denote
δ(a, b) = |{x ∈ F2n | Da F (x) = b}|,

(1)

where Da F (x) = F (x + a) + F (x), and for any set
S, its cardinality is denoted by |S|.
The differential uniformity δ(F ) of F is defined
as
δ(F ) =

max

a∈F∗
, b∈F2m
2n

δ(a, b),

and F is said to be differentially δ(F )-uniform.
The differential spectrum of F is the multiset consisting of all the integers δ(a, b) with their multiplicities. It is easy to see that δ(F ) is always
an even positive integer, which is at least 2n−m if
n > m, and is at least 2 otherwise. The differentially 2-uniform functions are also called almost
perfectly nonlinear (APN). The nonlinearity of a
vectorial (n, m)-function F is defined as
NL(F ) = 2n−1 −

1
max
WF (u, v),
2 u∈F2n ,v∈F∗2m

where for any u ∈ F2n and v ∈ F∗2m , WF (u, v) is
the Walsh transform of F , say
X
m
n
WF (u, v) =
(−1)T r1 (vF (x))+T r1 (ux) .
x∈F2n

The following theorem was obtained by Carlet
as a characterization of the differential uniformity
of vectorial functions using the Walsh transform.
Theorem 1 ([8, Theorem III.3]). Let n, m and
δ be positive integers, with δ even,Pand let F be
an (n, m)-function. Let φδ (X) = j>0 Aj X j be
a polynomial over the real number field such that
φδ (X) = 0 for X = 2, 4, . . . , δ and φδ (X) > 0 for
every even X ∈ {δ + 2, . . . , 2n }. Then, it holds
that
X
2n (2n − 1)A0 +
2−j(m+n) Aj ((WF2 )⊗(j+1) (0, 0)
j>1

−2

(2j+1)n+jm

) > 0,

(2)

where (WF2 )⊗(j+1) is the convolutional product of
WF2 iterated j + 1 times. Moreover, this inequality
is an equality if and only if δ(F ) 6 δ.
We find that, in fact, the Walsh transforms can
describe more on the differential spectrum. We
now give our definition of the differential support
for any (n, m)-function.
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Definition 1. The differential support DS(F ) of
any (n, m)-function F is defined to be the set
{2 6 i 6 2n | ∃ (a, b) ∈ F∗2n × F2m s.t. δ(a, b) = i}.
In other words, as a set, the differential support
is the differential spectrum without multiplicities
and the zero. With this new notation, Theorem 1
means that DS(F ) ⊆ {2, 4, . . . , δ} if and only if relation (2) holds with equality for some polynomial
φδ (X) such that φδ (X) = 0 for X = 2, 4, . . . , δ,
and φδ (X) > 0 for every even X ∈ {δ + 2, . . . , 2n }.
This result characterizes the differential uniformity
of F , say δ(F ) 6 δ. In the following theorem, we
give a more detailed description of DS(F ), which
generalizes Carlet’s result.
Theorem 2. Let F be an (n, m)-function, S =
{2, 4, 6, . . . , 2n }. Let I ⊆ S and ΨI (x) = Πi∈I (x −
P|I|
i) = j=0 Bj xj . If DS(F ) ⊆ I, then it holds that
2n (2n − 1)B0 +

|I|
X

2−j(n+m) Bj ((WF2 )⊗(j+1)(0,0)

j=1

−2

(2j+1)n+jm

) = 0.

(3)

Moreover, DS(F ) = {2, 4, . . . , δ −2, δ} for some δ if
and only if Eq. (3) holds for I = {2, 4, . . . , δ −2, δ},
but not for any proper subset of I.
With this theorem, we can more efficiently characterize some functions with small-sized differential support, such as the differentially two-valued
functions, whose δ(a, b) takes two values only,
say δ(a, b) ∈ {0, 2s } for some positive integer s,
or DS(F ) = {2s }. For instance, power (n, n)functions with quadratic exponents or Kasami exponents are differentially two-valued. Differentially two-valued functions can also be seen as a
generalization of APN functions; a basic study of
them can be found in [9].
For APN functions F over F2n , it is well known
and proved by Chabaud et al. [7] that
X
WF4 (u, v) = 3 · 24n − 23n+1 .
u,v∈F2n

Thanks to Theorem 2, we can generalize this result
to differentially two-valued (n, m)-functions.
Theorem 3. Let F be a differentially two-valued
2s -uniform (n, m)-function for some positive integer s; then, one has
X
WF4 (u, v) = 23n+m +2s (23n+m − 22n+m ).
u∈F2n ,v∈F2m

Remark 1. Note that in Theorem 3, we only
need the convolutional product of WF2 iterated
2 times to characterize differentially two-valued
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2s -uniform (n, m)-functions, while Theorem 1 requires the convolutional product of WF2 iterated
2s−1 + 1 times.
Example 1. Considering differentially 4-uniform
(n, m)-functions F with DS(F ) = {2, 4} (note that
one must have m > n − 1), according to Carlet’s
result (Theorem 1), if DS(F ) = {2, 4}, then (let
φ4 (X) = (X − 2)(X − 4)) one has
(WF2 )⊗3 (0, 0) +3 · 2n+m+1 (WF2 )⊗2 (0, 0)
− 23n+2m+3 − 24n+2m (2n − 2) = 0
(WF2 )⊗2 (0, 0)

4n

(4)

3n+1

and also
6= 3 · 2 − 2
(because
F is not APN). However, using Theorems 2 and 3
in this study, one concludes that DS(F ) = {2, 4}
if and only if Eq. (4) holds and
(WF2 )⊗2 (0, 0) 6= 3 · 24n − 23n+1 ,
5 · 23n+m − 22n+m+2 .
Hence, our result gives more characterizations of
the differential support of vectorial functions.
A famous upper bound for the nonlinearity of
any (n, m)-function F is the covering radius bound
n

NL(F ) 6 2n−1 − 2 2 −1 ,

(5)

which is achieved by bent functions that satisfy
n
WF (u, v) = ±2 2 , ∀ u ∈ F2n , v ∈ F∗2m . Another
well-known bound is the so-called SidelnikovChabaud-Vaudenay (SCV) bound for m > n − 1:
NL(F ) 62

n−1

−

1
2

r

3 · 2n − 2 − 2

(2n − 1)(2n−1 − 1)
.
2m − 1

When m = n − 1, the two bounds are the same.
For m > n − 1, the SCV bound is better than the
covering radius bound, but it can only be achieved
when m = n is odd [7]. As a byproduct of Theorem 3, we can obtain an upper bound for the
nonlinearity of differentially two-valued functions
as follows.
Corollary 1. Let F be a differentially twovalued 2s -uniform (n, m)-function. Then, one has
r
1 4 22n+m −1 + 2n+m+s (2n − 1)
n−1
NL(F ) 6 2
−
.
2
2m −1
Note that
r
1 4 22n+m − 1 + 2n+m+s (2n − 1)
n
s
∼ 2 2 + 4 −1 ,
2
2m − 1
n → ∞,
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no matter what m is. Hence, our bound in Corollary 1 is always better than the covering radius
bound (see (5)) for differentially two-valued vectorial functions.
When m > n − 1, it can be easily seen that our
bound in Corollary 1 is better than the SCV bound
if m is not very large, for instance m = n−1, n, . . ..
Generally speaking, when s > 3, then our bound
is always better than the SCV bound. Indeed, it
can be deduced easily by
22n+m − 1 + 2n+m+s (2n − 1)
> 22n + 22n+s
2m − 1
= 22n (2s + 1)
and
2

(2n − 1)(2n−1 − 1)
< (3 · 2n )2
3 · 2n − 2 − 2
2m − 1
= 9 · 22n .
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