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Dear editor,

Controlling the propagation through immuniza-
tion has applications in a number of fields [1]. A
key facilitator for malware and attacks dissemi-
nation is the interconnectivity between networks,
systems and devices. Therefore, our essential is
to ‘break’ the interconnectivity structure of net-
works through immunized nodes, in order to make
the remaining networks more resilient to exter-
nal attacks [2]. An increasingly large number of
research in complex networks (e.g., wireless sen-
sor networks, peer-to-peer networks) are focusing
on developing efficient and robust security mech-
anisms to protect them from malicious attacks.
While most of them have been dedicated to design-
ing immunization strategies to prevent attacks in
deterministic networks, there are other factors led
to uncertain networks we need to consider in real-
world applications [3]. To deal with those prob-
lems, we propose an eigenvalue-based node immu-
nization scheme that is designed to prevent mal-
ware attacks or viruses (these two terms will be
used interchangeably in this study) from spread-
ing in real-world networks.

System modeling. We abstract an undirected
network with uncertainty as a probabilistic graph
(or a uncertainty graph) G = (V, E, P), where V
is a set of vertices and E is a set of edges. P is a
set of real number within [0, 1] and it means the
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probability that edges exist. If edge (u,v) ¢ E, we
set pu,» =0, and if p,, = 1, we can say that it is
a deterministic edge and it exists in any situation.
Each edge (u,v) in E is independent and with the
existence of probability p, .. Here, a uncertainty
graph can be regarded as the basis in many deter-
ministic graphs. For example, let G = (v, E) be
the sample graph of G, we denote it as G CaQ@G.
Given G and G, we always have E C E. If G has
m uncertainty edges in all (i.e., |[E| = m), then
we have 2" sample graphs [4]. The probability of
observing any sample graph G, is

Pr(éi): H Puv H (1_pu,1))' (1)

(u,v)€E~i (u,v)¢E~1

Expected eigenvalue (EE). As we known, the
largest eigenvalue X is closely related to the con-
nectivity of networks, and the larger A means the
tighter connection of network. The malicious at-
tacks or viruses can spread from one node to other
neighboring nodes through the connections. In an
effort to reduce the impact of node attacks, we will
adopt the measure of the largest eigenvalue which
reflects the vulnerability of networks [5].

Here, we introduce the concept of expected
eigenvalue to be the eigenvalue of uncertainty net-
works. The expected eigenvalue of the uncertainty
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network G can be denoted as
N ~ ~
EE(G) =Y Pr(G;)\(G)), (2)
j=1

where G ; is a sample network of G, N is the num-
ber of sample networks of G, and )\(éj) is the
largest eigenvalue of G -

Fraction of infected nodes (FI). In SIS
(susceptible-infective-susceptible) epidemic model,
let 8 and o be the infection rate and recovery
rate of virus, respectively, and 7 be the epidemic
threshold, which plays a key role in the design of
immune strategies. Since if /0 < 7, the infection
will die out over time, while 8/o > 7, the infec-
tion will survive and become an epidemic. The
largest eigenvalue A is closely related to the epi-
demic threshold 7, where 7 = 1/ [5]. Therefore,
we can use A to explore the immune strategy to
judge the importance of nodes.

Let p;+ be the probability that node ¢ will not
receive infection from its neighbors at time ¢, then
we have

pit = H (1= Big—1), (3)

iEN(3)

where N (i) is the neighbor set of ¢, ¥; ; is the in-
fection probability of ¢ at time ¢, which can be
formulated as

iz =1— (1 —=Yit—1)pit — Ui t—1pit (4)

In our model, we first raised the issue of study-
ing the spread of outbreaks in uncertain networks.
As we known, the spread of an outbreak is due to
the transmission of the epidemic from one node to
its neighbors, and it depends entirely on whether
there is a connection between the nodes. In un-
certain networks, whether the edge exists is de-
termined by its probability. Therefore, we need
to combine the network structure of different sam-
ple networks to design solutions. For a sample
network G;, the fraction of infected nodes can be
calculated as follows:

> Vit

FI(G;,t) = “h_k (5)

where 7 is the number of nodes in G, 2?21 V¢ is
the number of infected node at time t, and n — k
refers to the number of nodes remaining after re-
moving k nodes. For the purposes of discussion,
all nodes are initialized to be infection status in
simulation section.

Representative instance. Most problems for
large-scale uncertain graphs are very expensive,

Sci China Inf Sci

March 2020 Vol. 63 139101:2

therefore, we propose to extract a representative
instance G* C G instead of all samples él (1 =
1,2,...,N). Then, the deterministic algorithm on
G* can effectively deal with the problem on un-
certain network G. To ensure accuracy, the repre-
sentation instance G* should retain the underlying
structure of the uncertain networks. Node degree
is one of the most basic properties of the graph
structure. By keeping the degree of each node,
we can capture the essence of uncertain graph and
accurately approximate other properties.

The criterion for extracting a representative in-
stance is to preserve the expected degree of each
node. So, our goal is to find a representative in-
stance G* where the degree of node 7 in G* is as
close as possible to the expected degree of node i
in G. The expected degree of node ¢ in G is the
sum of the probability of all links of 7. It can be
expressed as

deg(i, G) = Z Di,j- (6)

(i,5)€E,JEN (1)

Let dis(i, G;) be the difference between the de-
gree of node 7 in sample network G; and the ex-
pected degree of ¢ in GG, we have

dis(i, G;) = degg, (i) — degg (i). (7)

Then, the total discrepancy of éj can be ex-
pressed as

dis(Gy) = 3 |dis(i, G)l. (8)
icv
Our goal is to get a representative instance G*
which satisfies

G* = argmaxg - qdisg . 9)

Simulation. The comparison results of our pro-
posed graphCom and deepGreedy algorithms with
degree centrality (Appendix A), betweenness cen-
trality and netshield [6] algorithms are shown in
Figure 1. To evaluate the feasibility and effective-
ness of our approach, we verified it from simulation
network to actual network, from small network to
large network. Since the epidemic threshold in a

deterministic graph satisfies 7 = % Here, let s

be the normalized virus strength, we have s = )\g
where § and o are the infection rate and the re-
covery rate, respectively.

The network density usually determines
whether the internodes are closely connected, and
it can be represents as the ratio of the number
of edges to the maximum number of edges of the
network. And that means high degree nodes will
be more vulnerable to infection. Here, the factors
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of network centrality, eigenvalue and its corre-
sponding eigenvector of network are fully taken
into consideration. We introduce representative
score (RS) to measure the importance of nodes,
and the representative score RS(j,G*) of j in G*
can be denoted as

0,
| 0deg(j,G*)
den(G*)

deg(ja G*) =0,
[, 7€V, den(G*) £ 0,
(10)
where deg(j, G*) is the node degree of i, and 6 is
the corresponding eigenvector of the largest eigen-
value. den(G*) is the density of G*, which can be
written as

RS(j, G") =

2|E|

den(G*) = m .

(11)

Many studies have been done to remove uncer-
tainty by selecting representative instances from
uncertain networks. For example, average de-
gree rewiring (ADR) and approximate b-matching
(ABM) algorithms are proposed to capture the un-
derlying properties of probabilistic networks well.
In this study, we propose a new average degree
rewiring (NADR) for eliminating the repeatability
and instability caused by random selection, which
by evaluating the best selectable edges.

In a probabilistic graph, the probability of each
sample network Pr(G}) is determined by the num-
ber of edges. However, when the number of un-
certain edges exceeds 2000, the result will default
to 0 based on the requirement of calculation accu-
racy. Therefore, for larger networks, sampling to
compute EE is not feasible. It is sensible to se-
lect representative instance to remove uncertainty
in place of sampling. The comparison of graph-
Com and other algorithms is based on the rep-
resentative instance extracted from the uncertain
network. The details are shown in Figure 1. With
the increase of the number of immune nodes £, the
decline trend of largest eigenvalue is found to sug-
gest that the proposed algorithm has a significant
advantage.

Conclusion. This study provides the follow-
ing key contributions: (1) We formally define and

model immunization problem in networks with un-
certainty. (2) We adopt the EE and FI security in-
dicators to reflect the strength and the effect of at-
tacks, respectively. (3) To address the complexity
problem of sample-based network representation
methods when the scale of the uncertainty net-
work is large, we remove the network uncertainty
by selecting a representative instance, and the rep-
resentative instance maximizes the retention of the
underlying properties of the probabilistic network.
(4) We propose graphCom and deepGreedy algo-
rithms, based on the feature of reducing the largest
eigenvalue in the network, to minimize the pro-
posed measure EE and FI. The effectiveness of
our method is demonstrated by comparing with re-
lated algorithms in both simulation and real-world
networks.
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