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Appendix A The Deterministic Blind Signature

We apply the pseudorandom function to this transformation so that the correctness of our concrete SA-SCF-PECKS scheme

can be guaranteed. The transformed blind signature scheme is also correct, (one-more) unforgeable and perfectly blind in

the standard model. Besides, the scheme is efficient and round-optimal. We first present the deterministic blind signature

scheme, then prove that this scheme is a secure blind signature in the standard model briefly.

Appendix A.1 Deterministic Blind Signature Scheme (deBS)

• KeyGendeBS(1λ):

- It generates parameters PdeBS = (p, g, ĝ, G, Ĝ, T, e, F 1, F 2), where G, Ĝ are two groups with prime order p. g, ĝ are

the generators of group G and Ĝ, respectively, and F 1, F 2 are two different pseudorandom functions (PRFs) for the

user and the signer respectively. The bilinear map e : G× Ĝ→ T is used.

- It selects h̄, x, y
$←− Z∗P , kS

$←− {0, 1}λ, computes (H, Ĥ, X̂, Ŷ ) = (gh̄, ĝh̄, ĝx, ĝy), and lets (pkdeBS = (H, Ĥ, X̂, Ŷ ),

skdeBS = (kS , h̄, x, y)) as signer’s public/private key pair.

- It selects value kU
$←− {0, 1}λ, and sets kU as user’s secret key.

• User-Request(PdeBS , kU , pkdeBS ,m):

- It returns ⊥ if H = 1G or e(H, ĝ) 6= e(g, Ĥ);

- It computes r ← F 1
kU

(m), and Com = gmHr;

- Finally, it returns (ξ = Com, st = (m, r)).

• Signer-Issue(PdeBS , skdeBS , ξ) :

- It first computes a′ ← F 2
kS

(Com), and sets σ̄ = (A′, B′, C′) = (ga
′
, (gxCom)

a′
y , H

a′
y );

- It finally returns σ̄ to the user.

• User-Process(PdeBS , kU , pkdeBS , σ̄, st):

- It returns ⊥ if A′ = 1G or e(C′, Ŷ ) 6= e(A′, Ĥ);

- It sets B′ = B′C′−r;

- It returns ⊥ if e(B′, Ŷ ) 6= e(A′, X̂ĝm);

- It computes a← F 1
kU

(r), and returns σm = (A,B) = (A
′a, B

′a).

• VerifydeBS(PdeBS , pkdeBS ,m, σm):

- It returns 0, if e(B, Ŷ ) 6= e(A, X̂ĝm);

- It returns 1, otherwise.
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Appendix A.2 Analysis of deBS

Theorem 1. deBS is a secure blind signature scheme in the standard model.

Proof. Firstly, the deBS scheme is correct. From the algorithms above, we have Com = gmHr, B′ = (gxCom)
a′
y =

g
a′x
y Com

a′
y = g

a′x
y (gmHr)

a′
y and C′ = H

a′
y . Then, in User-Request we have B′ = B′C′−r = g

a′x
y (gmHr)

a′
y H

−a′r
y =

g
a′x
y g

a′m
y . So, if (A′, B′) is valid, then it satisfies e(B′, Ŷ ) = e(A′, X̂ĝm). Besides, it is easy to show that deBS is

deterministic (satisfies our definition). Combining Lemma 1 and 2, the proof is complete.

Lemma 1 (One-More Unforgeability). deBS is (one-more) unforgeable if the Blind Signature One More (BSOM) as-

sumption (see in [1]) is intractable and the functions F 1, F 2 are pseudorandom.

Proof. The construction I for a single message in [1] has been proven unforgeable based on the BSOM assumption.

The only difference between deBS and that scheme is that the randomly chosen values r, a′, and a in [1] while in deBS

are generated by the pseudorandom functions F 1, F 2. For the property that the output of pseudorandom function is

indistinguishable from the real randomness. We can easily prove deBS is also unforgeable.

Lemma 2 (Blindness). deBS is perfectly blind if the functions F 1, F 2 are pseudorandom.

Proof. For the pseudorandomness of functions F 1, F 2, we can easily follow the proof in [1] to prove deBS is also perfectly

blind. We omit the details here for the sake of space.
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Appendix B A Brief Review to Previous schemes

We take a brief review to Fang et.al ’s SCF-PEKS scheme [2] and Zhang et al.’s PECSK Scheme [3] here, as shown in Table

B1 and Table B2.

Table B1 Fang et.al ’s SCF-PEKS scheme [2]

System Setup: generate related parameters as Param = (g,G,G1, p, e, h);

e : G× G→ G1, p is the prime oder of G, G1, g is a generator of G;

h : {0, 1}∗ → Z∗p is a collision resistant hash function, and keyword w ∈ Z∗p.

Key Generation: Server: choose rs,1
$←− Z∗p, rs,2

$←− G∗;
compute s = grs,1 , let pkS = (s, rs,2), skS = rs,1.

Querier: choose rq,1
$←− Z∗p, rq,2

$←− G∗;
compute q = grq,1 , let pkQU = (q, rq,2), skQU = rq,1.

Data Owner Server

(Param, pkS , pkQU , w) (Param, skS)

Encryption:

choose ro,1, ro,2
$←− Z∗p;

compute Cw,1 = gro,1 ; temp = h(e(s, rs,2)ro,1 );

Cw,2 = (q · g−w)
ro,2
temp ; Cw,3 = e(g, g)ro,1 ; ciphertext Cw−−−−−−−−−−−−−−−−→

Cw,4 = e(g, rq,2)ro,2 ; Test:

let Cw = (Cw,1, Cw,2, Cw,3, Cw,4). compute temp = h(e(Cw,1, rs,2)rs,1 );

check if e((Cw,2)temp, d
Tw

)(Cw,3)
r
Tw = Cw,4;

if yes, output “1”;

Querier otherwise, output “0”.

(Param, skQU , w)

Trapdoor generation:

choose r
Tw

$←− Z∗p; trapdoor Tw−−−−−−−−−−−−−−−−→
compute d

Tw
= (rq,2 · g

−r
Tw )

1
rq,1−w ;

let Tw = (r
Tw

, d
Tw

).

Table B2 Zhang et al.’s PECSK Scheme [3]

System Setup: initialize parameters as Param = (p,G1, G2, G3, e,H1, H2);

e : G1 ×G2 → G3, p is the prime order of G1, G2, G3;

H1 : {0, 1}∗ → Z∗p, H2 : G3 → Z∗p.

Key Generation: let m be the fixed number of keywords in the encryption algorithm;

choose p0, p1, ..., pm
$←− G1, g

G1,1
, g
G1,2

$←− G1, g
G2

$←− G2;

rq
$←− Z∗p, and compute q = (g

G2
)rq ;

let pkQU = (g
G1,1

, g
G1,2

, g
G2
, q, p0, p1, ..., pm), skQU = rq .

Data Owner Server

(Param, pkQU ,W = (w1, ..., wm)) (Param)

Encryption:

choose ro,1, ro,2
$←− Z∗p;

construct polynomial as: ciphertext CW−−−−−−−−−−−−→
F (x) = ro,1 · (x−H1(w1)) · · · (x−H1(wm)) + ro,2; Test:

= θ0 + θ1x+ ...+ θmx
m; compute

choose ro,3
$←− Z∗p, compute C0 = (g

G2
)ro,3·ro,2 ; S1 =

∏m
i=0 e(Ti, Cq,i);

C1 = H2(e(g
G1,2

, g
G2

)(θ0+θ1+...+θm)·ro,3 ); S2 = e((g
G1,1

)rt , C0);

for i = 0 to m, Cq,i = qθi·ro,3 ; S3 =
∏m
i=0 e(Cp,i, q

rt ) =
∏m
i=0 e(p

θi·rq·ro,3
i , qrt );

for i = 0 to m, Cp,i = p
θi·ro,3
i ;

letCW = (C0, C1;Cq,0, Cq,1, ..., Cq,m;Cp,0, Cp,1, ..., Cp,m). check if H2(S1/(S2 · S3)) = C1

if yes, output “1”;

Querier otherwise, output “0”.

(Param, skQU , Q = (w′1, ..., w
′
m))

Trapdoor generation:

choose rt
$←− Z∗p; trapdoor TQ−−−−−−−−−−→

computeT0 = (g
G1,2

)1/rq · ((g
G1,1

)(H1(w′1)0+...+H1(w′s)
0)/rq·s · p0)rt ;

T1 = (g
G1,2

)1/rq · ((g
G1,1

)(H1(w′1)1+...+H1(w′s)
1)/rq·s · p1)rt ;

...

Tm = (g
G1,2

)1/rq · ((g
G1,1

)(H1(w′1)m+...+H1(w′s)
m)/rq·s · pm)rt ;

let TQ = (T0, T1, ..., Tm, (gG1,1
)rt , qrt ).
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