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Abstract Owing to the novel proof-of-work based consensus algorithm, bitcoin has been the most suc-
cessful decentralized cryptocurrency so far. In bitcoin system, parties (miners) compete to create blocks
by doing publicly verifiable proofs of sequential work (proof-of-work) and the probability that a party wins
the competition is proportional to the amount of computational power that he has invested. Note that its
security holds under honest majority assumption in terms of the amount of computational power. In this
paper, we provide the formal analysis of bitcoin backbone protocol in the non-flat model. Precisely, we re-
think and redefine the model of computing puzzles to capture the real-world protocol execution, where each
party owns different amount of computational power and does sequential computations towards a puzzle
independently. Fortunately, our work obtains the better results in analyzing the security of bitcoin backbone
protocol, which can reflect the real-world protocol execution better, without any additional assumptions but
the honest majority assumption. Finally, we show that a robust public transaction ledger can be built on
top of bitcoin backbone protocol in our model securely.
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1 Introduction

Bitcoin system [1] is the first fully decentralized public transaction ledger (blockchain) maintained and
extended by the parties via a consensus protocol under honest majority assumption. In Nakamoto’s
rigorous design, the selection of winner is implemented by solving a computational puzzle, which is a
moderately hard hash inequality [2,3]. And the opportunity of a party to be winner is related to the
amount of computational power that he has invested. For achieving consistency among the honest parties,
a final confirmed block is the one that has been at a deep enough position in the honest parties’ local
chains. For making the chain grow at a stable rate in the permissionless setting, it introduces a difficult
target recalculation mechanism.

The core of bitcoin system, bitcoin backbone protocol, has been extracted and analyzed in the recent
studies [4-6]. However, these analyzes are in the flat model, where all parties hold equal amount of
computational power that they are allowed to make the same number of parallel queries to a hash function
modeled as a random oracle per round (during which the computational power of each party is used up
and then the round is increased by one). This is inconsistent with the real-world protocol execution, where
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each party owns different amount of computational power and does sequential computations towards a
puzzle independently.

Although, it has been stressed that the non-flat model can be achieved by clustering several flat model
parties into a virtual entity that with higher computational power [4-6]. However, this method is not
precise to denote a real-world party’s hashing power. Indeed, in a given period of time (a round), an
honest party will not stop mining until he spends all of the computational power out and this means
that the honest chains (the chains kept by the honest parties) may be increased by more than one blocks
in one round. Notice that the hashing power of a party with computational power m is denoted as
1 —(1—p(k))™ [4], which means that the party does m parallel computations towards a puzzle and his
local chain can be extended with at most one block even if he succeeds more than one times in one round
(p(k) is the mining hardness function with security parameter k). That contradicts to the fact that he
should do m sequential computations. Furthermore, as described in [4], this method brings an asymmetry
that while the honest parties will not create more than one valid block per round, the adversary may use
all its computational power and potentially compute more than one valid blocks. So this method in [4-6]
reduces the hashing power of honest parties and has to depend on an additional strong assumption that
o =+ > (1+6)\3 (parameters § > 0,\ > 1), which means that, in one round, the probability that
at least one honest party succeeds (o) is greater than the probability (1) that exactly one honest party
succeeds, which is greater than that of all the corrupted parties (3’). More formally, it not only requires
that n > 2t (the honest majority assumption), but also requires that n —p(n—t)2 > ((1+6) +1)t, where
n is the number of parties and ¢ of them is controlled by the adversary.

1.1 Our contributions

In this paper, based on the model in [4], we formally discuss bitcoin backbone protocol in the non-
flat model, where each party owns different amount of computational power. In our model, the parties
share a synchronous communication network and the (fully) adaptive adversary controls a subset of
parties. A party P; holds computational power C; implies that he can make C; sequential computations
towards a puzzle per round. The ratio of overall computational power controlled by the honest parties is
lfr‘l)\, (N € (1,400)) that captures the honest majority assumption.

It is true that an honest party with higher computational power can be treated as several clustered flat
model parties as the adversary does. But the clustered parties should work together like the corrupted
parties (controlled by the adversary) [4-6], rather than being independent with each other. For the above
motivation, the main step of our work is to explore the real-world protocol execution deeply and give a

more accurate estimate of the honest parties’ hashing power.

In our model, to capture the real-world protocol execution, the amount of computational power is
measured by the number of computations towards the puzzles per round. Now we can formally describe
the bitcoin backbone protocol that consists of three algorithms called chain validation, chain comparison
and proof-of-work. The definitions of these three algorithms are similar to that in [4], except that (1) in
chain validation algorithm, the parameter ctr in each block records the number of computations towards
this block and its validation is related to the computational power of its creator, (2) in chain comparison
algorithm, the local best chain is the one that consists of the most amount of computational power among
the set of valid chains, and (3) in proof-of-work algorithm, each party extends local chain independently
by computing a hash function and continues this process until his computational power is used up.

Furthermore, considering the computational power that has been invested in blocks, we redefine the
security properties. Chain growth means that the computational power of the honest parties’ local
chains should grow linearly to the number of rounds. Chain quality treats the parties’ contributions as
the computational power that they have invested in the chains held by the honest parties. Common
prefix argues that the chains held by the honest parties enjoy the ever-growing computational power and
share a common part.

As the first step of our analysis, we specify the environment of protocol execution. To avoid considering
the variety of overall computational power in the permissionless setting, we divide protocol execution into
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some defined sets named standard execution with proper size, where the collective contributions of the
honest parties and adversary do not deviate too much from their expectations, no lucky parties and
no bad events occur with respect to the hash functions. Further, we prove that, with overwhelming
probability, almost all polynomially bounded (with security parameter k) executions are standard and
the chains held by the honest parties enjoy the three defined fundamental security properties.

The non-flat model allows us to describe the hashing power of the honest parties accurately. The
corrupted parties controlled by the adversary make sequential computations towards the puzzles and
extend local chains jointly, which is consistent with the models of [4-6]. And we realize that each honest
party should be treated as the adversary. Concretely, after each computation, each party either updates
local state, broadcasts the newly-mined block and continues to search the next answer or updates the
local state and continues to extend it, and repeats this process until his computational power is used up.
As a result, we get the expected contributions of the honest parties rather than the probability of success
in one round.

Main results. Putting all the above together, we succeed in analyzing bitcoin backbone protocol in
the non-flat model under honest majority assumption. Concretely, we give a more precise description of
the honest parties’ mining process, which is closer to the real-world protocol execution than the related
studies [4-6]. As a result, the expectation of the honest parties’ contributions («) becomes bigger and the
adversary’s contributions () remain unchanged. So we obtain the higher chain growth rate g = (1 — )«
(parameter ¢ € (0,1)) and chain quality 4 = (1 — §)5; (parameter 6 € (0,1)), and the faster consensus
among the honest parties. We stress that the honest majority assumption (N > 1) is necessary or p will
be bigger than 1, which means that the best chain in the network is controlled by the adversary.

For the application, we prove that a robust public transaction ledger, with security properties as
persistence and liveness, can be built upon any blockchain protocol, with security properties as chain
growth, chain quality and common prefix, in our non-flat model successfully.

1.2 Related work

The peer-to-peer system leads us to the permissionless setting, where messages are delivered via an
unauthenticated network and parties can join or leave freely, such as the designed systems [7,8]. Obviously,
it is crucial that these systems are designed to be secure against the adversarial behaviors. Byzantine
agreement protocol tolerates a certain ratio of adversary and gets consensus among a fixed small group,
such as PBFT [9], and some follow-on studies consider the performance and scalability [10,11]. However, in
the permissionless setting, the above systems cannot resist against the sybil attack in that the adversary
can spawn lots of parties and control majority of parties easily. Nakamoto proposed the first fully
decentralized system [1] under honest majority assumption. Note that honest majority means that more
than half of overall computational power in the network are controlled by the honest parties.

Considering the security of blockchain protocol, Nakamoto [1] provided initial arguments about pre-
venting double-spending attack. Ref. [12] analyzes how bitcoin system uses broadcast mechanism to
propagate transactions and blocks in the network. Ref. [13] extends Nakamoto’s analysis to deal with
(bounded) delays.

Recent studies [4-6,14] have focused on the analysis of bitcoin backbone protocol, and three funda-
mental security properties of blockchain protocol, chain growth, chain quality and common prefix, are
well defined. However, they only consider the flat model, where all parties are equal to hold the same
amount of computational power. Bitcoin backbone protocol is extracted and analyzed formally in the
static setting [4], and then proved in an asynchronous network [5], where the adversarial delay is a small
prior bounded delay with A < n—lp. Ref. [14] proceeds to prove that blockchain is secure against the long
delays with A > an' Ref. [6] considers the recalculation of difficult target in the permissionless setting.

Additionally, on the other hand, the bitcoin mining protocol has been proved to be incentive-
incompatible [15,16]. Namely, the best strategy for rational parties is withholding their solutions for
some period of time, rather than announcing them immediately, which leads to parties coalitions and
reduces system decentralization. Refs. [17,18] aim to design protocols, where the mining process is more
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collaborative and the parties are encouraged to solve puzzles together rather than compete. Owing to
the fact that proof-of-work based protocols execute securely at the cost of consuming a huge amount
of non-recyclable physical resources, another line of research intends to propose the resource-friendly
protocols, such as the proof-of-stake based ones [19,20].

Chaum et al. [21] proposed the first e-cash system, where a central bank is responsible for issuing and
withdrawing coins, and a number of studies optimize it for better performance such as [22-24]. With the
popularity of bitcoin, a multitude of cryptocurrency systems are proposed [25,26] and actually, they are
based on the same consensus protocol—the bitcoin backbone protocol.

1.3 Outline of the paper

The rest of this paper is organized as follows. In Section 2, we give preliminaries. In Section 3, a
high overview of our analysis is presented. In Section 4, we show the formal security analysis of bitcoin
backbone protocol and the comparison among the related studies. A concrete application of blockchain
and the conclusion are presented in Sections 5 and 6, respectively.

2 Models and definitions

The formal cryptographic models of blockchain protocol that follow Canetti’s formulation of real-world
protocol execution [27,28] have been studied in [4-6]. In this section, we extend their models to be non-
flat model, where the amount of computational power held by each party corresponds to the real-world
protocol execution.

2.1 Models

Employing elements from [27, 28], protocol executes in a multiparty setting and is driven by an envi-
ronment program Z. The adversary A can spawn and corrupt parties at any time adaptively, reorder
messages and spoof the source of messages. We introduce two functionalities Fygr and Fyin to de-
scribe the communication between parties and the process of mining new blocks in the course of protocol
execution.

Communication model. The parties share a synchronous communication channel and messages
delivery is achieved by a diffusion mechanism Fygr. Fngr works in round and each party is allowed to
get messages from Fngr at any time. Formally, when Fygr receives an instruction to diffuse a message
m from party P;, it inspects and sends m to the other parties, and then decides if P; completes this
round. At any time, A is allowed to get messages and specify the contents of the honest parties’ receiving
tapes. When all the parties complete the current round, Fngr increases round by one.

Mining model. In order to describe the mining process of real-world protocol, we assume that each
party has access to a functionality Fyn (Figure 1). Formally, Fyn maintains a local list H and a party
P; with computational power C; is allowed to make C; queries to Fyn. For each query, P; can get the
answer with probability p. Note that at each query, Fyn returns the successful or failed message to P;
and waits for the next query.

2.2 Blockchain protocol in the non-flat model

Blockchain. We use the notations similar to those in [4] to describe the blockchain protocol and show
how to decide the amount of computational power that a party has invested.

Blockchain is a sequence of blocks connected by hash values. The rightmost block denotes the head
of chain head(C) = (h,x,ctr,TS) and each party extends chain C by producing a valid block as B =
(W', 2, ctr', TS), where h’ is the hash of head(C), 2’ is records (transactions), ctr’ € N records the
number of queries that a party has done towards this block and TS’ is timestamp. Block B is valid if
(H(ctr’,G(h',2")) < T) A (ctr’ < C), where H(-) and G(-) are hash functions with outputs in {0, 1}*, T
is the current difficult target and C' denotes the computational power of B’s creator.
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FUNCTIONALITY Fuin

1. Setup.

(a) The adversary A with computational power C, and honest party P; with computational power C;, where
i€ {l,...,n}} and Z:L:’Ll C; > Cq (n}, is the number of honest parties at round 7).
(b) Security parameter k and PoW parameter p.
2. Upon receiving (Mining, h, C;, P;,r) from P;, where h € {0,1}*, record (P;,C;,b = 0,r) and proceed as follows. (P;
can make C; sequential queries in this round).
e Stage 1
(a) If b < Cy,
e with probability p, selects a pair (w,h’), where w,h’ € {0,1}*, w is answer and b’ < T (T is the current
difficult target). Set b =b+1 and H = H U {(w, ')}, update (P;, C;,b,r) and H, send (Mining, (w,h’),b,r) to
P; and turns to Stage 2. (P; succeeds to create a block);
e with probability 1 — p, set b = b+ 1, return (Mining, L,b,r) to P; and turn to Stage 2. (P; fails to create
a block).

(b) Else, abort and return (Mining, 1) to P;. (P; fails to create a block).
e Stage 2
(a) Upon receiving (Mining, k', b, P;,r) from P; at round 7, turn to Stage 1. (P; continues to mine blocks).
3. Upon receiving (Verify, w, h) from P;.
o If (w,h) € H, then return 1.

e Otherwise, return 0.

Figure 1 Mining functionality Fyn-

Notations. The chain is denoted as C. len(C) is the length of C and CI'% denotes the result by pruning
the K rightmost blocks for that K € N and K < len(C); if K > len(C), then C'¥ = € is an empty string.
C1 < C2 means that C; is a prefix of Co. We use C := CB to denote that B extends C. Com(B) = ctr and
Com(C) = Zie:nl(c) Com(B;) denote the amount of computational power in B and C, respectively. We use
(different) computational power to denote (different) amount of computational power and honest chain
to denote the chain kept by an honest party when the context is clear.

The bitcoin backbone protocol II. The bitcoin backbone protocol is executed by arbitrary num-
ber of parties over an unauthenticated network. Each party tries to create a valid block by solving a
computational puzzle independently. Here, we avoid specifying the type of values that the parties try
to insert into blocks and the type of chain validation they preform (beyond checking for its structural
properties with respect to the hash functions G(-), H(-)), and the way they interpret the chain. These can
be handled by three external functions as V'(+), I(-) and R(-), which are specified by the application that
runs on top of II. Bitcoin backbone protocol II is supported by three algorithms called chain validation,
chain comparison and proof-of-work, and the detailed description is shown in Appendix A.

2.3 Desirable security properties

Three fundamental security properties have been well defined as chain growth, chain quality and common
prefix [4,5,29]. Before giving our redefinitions, we give some useful terms.

Definition 1 (Round). Round is the elementary unit of protocol execution. In our model, all parties
complete the current round means that each party has used up the corresponding number of queries to
JFuin and then the current round is increased by one.

Definition 2. {VIEWQ%IZ“’“COYH“ (2)}ef0,13+ 18 a random variable ensemble that describes the view
of party P in protocol IT under the environment Z and adversary A, with input z € {0,1}*. Com,, =
{Comj, },en and Com, = {Com,, } ey are computational power held by the honest and corrupted parties
activated by Z at round r, respectively. We use VIEWQ%?“COYH” for short.
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Table 1 The parameters and symbols used in our analysis®

Parameter Description

k Security parameter

A The proportion of honest parties in number

N The proportion of honest parties in the amount of computational power
) The advantage of honest parties, (A > 1715)

(A, s) Determines how the amount of computational power fluctuates across rounds

e Determines the amount of computational power in a valid block

© The distance between variable and expectation in standard execution
K’ The number of consecutive blocks for recalculating difficult target

t The number of consecutive rounds for chain-growth property

l The number of consecutive blocks for chain-quality property

K The number of consecutive blocks for common-prefix property

a) k,s,K’,t,l, K are positive integers and \,\',d, A, e, ¢ are positive reals, where A € (0,+00), A’ € (1,+0c0), d,&, €
(0,1), A€e[l,40)and 0 <e+ o <1—-6<1.

Definition 3 (Chain growth property). Consider protocol II, chain growth property states that for any
two honest parties P, and P, with VIEngﬁozmh"com“ = C; and VIEWﬁff%mh’Com” = Cy at round r
and rg, respectively, it holds that Com(C3) — Com(Cy) > ¢ - t, where t = ro — 11 > 0 and ¢ is the lower
bound of chain growth rate.

Definition 4 (Chain quality property). Consider protocol II, chain quality property with parameters
€ (0,1) and I € N states that for any honest party P with VIEWﬁ:i??’“Coma = C at round 7 and
any large enough [ consecutive blocks of C with computational power C, the total computational power
contributed by the adversary A is at most u - C.

Definition 5 (Common prefix property). Consider protocol I, common prefix property with parameter
K € N states that for any honest party P; with VIEWﬁff%mh"Com” = (C; at round r; and P, with

VIEngﬁ%mh’Coma = Cy at round 7y, where P; and P, can be the same party and ro — 71 > 0, it holds
that Com(Cy) > Com(Cy) and C[X < C,.

2.4 Application: robust public transaction ledger

A robust transaction ledger Ily, is a protocol maintaining a ledger £ of transactions ordered in the chain C.
Informally, during protocol execution, the winner collects a set of valid transactions as = {tx1,...,tx,}
from the network that is to be packed into the newly-mined block and then broadcasts the corresponding
block. The other parties validate the received blocks and choose the valid one to extend local chains.
As described in [4], £ servers as an immutable bulletin board that each party has opportunity to post
messages and everyone can read all the messages. The bulletin board should satisfy two security properties
as persistence and liveness.

Definition 6 (Persistence). With parameter K € N, if a block that contains transaction tx is at least
K blocks away from the end of a ledger broadcasted by an honest party, then tx is stable and in the same
position of the honest parties’ local ledgers.

Definition 7 (Liveness). With parameters w, K € N, if a valid transaction is given as an input to the
honest parties continuously for w consecutive rounds, then the honest parties will broadcast it in a block
that more than K blocks away from the end of their ledgers.

3 Overview of the analysis
In this section, based on the parameters and symbols in Table 1, we give a high overview of our analysis.

Precisely, we divide protocol execution into some disjoint sets of consecutive rounds that with defined
characteristics and analyze the three security properties with respect to a set.
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Notations. Protocol execution is denoted as F, which is a set of consecutive rounds. The number

of parties is n” = nj + ny at round r, where n; and n; denote the number of honest and corrupted

+ = \ > 0. Party P; with computational power C;. Com” = Comj, + Com|, denotes the

parties, and

total computa%ional power in the network at round r, where Comj, and Com! are held by the honest

Com; N 1 _ T
Com!” > 15 P= 2
is successful probability of each query to Fyn. We use negl(-) to denote the negligible function, whose

output is smaller than the inverse of any polynomial poly(+).

and corrupted parties, respectively. For honest majority assumption, we have

Definition 8 ((A,s)-respecting environment). For any set of consecutive rounds S and |S| < s, a
sequence {Com" },cs is (A, s)-respecting if it satisfies that max,cs{Com"} < A min,cs{Com"}.
Definition 9 (Valid block). The block B is valid if (1 — 5)% < Com(B) < (1+ 5)%, where € € (0, 1).
Definition 10 (Good round). The round r is good if there are no invalid blocks created during 7.
The following lemma tells us that there is no lucky party that can create much more blocks than
expectation.
Lemma 1. Let E be an execution, then during round r € E, with probability negl(k), there is a lucky
party can create a block B with Com(B) < (1 — 5)%.
Proof.  Suppose that party P extends chain C to C’ with block B at round r successfully and Com(C’) =
Com(C) + L. Let J = {1,2,..., L} be the index set that P has queried. Then we have |J| < (1 —¢)
that implies B is a guessed block, which occurs with probability exponentially small in k.

1
p

Corollary 1. Let E be an execution, then during round » € E, with probability negl(k), the number
of blocks created by the adversary is more than p x Comy,.

Proof.  Suppose-towards a contradiction-that, for some round r € F, the number of adversary blocks is
M > %, which implies that at least one block B with computational power smaller than (1 — 5)%.
Following from Lemma 1 B is a guessed block.

Proposition 1. With overwhelming probability, almost all rounds are good.

Proof. By Lemma 1, for any round r, with overwhelming probability, the computational power invested
in each block is at least (1 — E)%. Note that the adversary may create a block with computational power
much more than (1 + 5)% by gathering all the computational power and this block will be discarded by
the honest parties.

The following lemma shows that, in our model, choosing the valid chain with the most amount of
computational power is equal to choosing the longest valid chain in the network.

Lemma 2. Let E be an execution, an honest party P with local best chain C at round r € E. Then,
with overwhelming probability, C is the longest valid chain in the network.

Proof. Suppose-towards a contradiction-that, there is a valid chain C’ that len(C') > len(C) and
Com(C’") < Com(C). Based on the definition of valid block, there is at least one block B € C’ with
Com(B) < (1 — 5)%, which occurs with probability negl(k), so that C’ is invalid.

Two main parameters. In our model, it is direct to quantify the parties’ contributions as com-
putational power that they have invested. For the honest parties, they try to extend local best chains
independently, so that, at each query, the honest chains can be increased by at most one block. During
one round, each party queries Fyn sequentially to extend local chain, so it is potential that the honest
chains are increased by more than one blocks in the synchronous network. For the adversary, he makes
sequential queries to Fyn in one round. Given above, we show two main parameters o, 8 that denote
the contributions of the honest and corrupted parties per round, respectively.

Without loss of generality, let {(P;,C;) : i € {1,2,...,n}}} be the set of honest parties with corre-
sponding computational power at round r and ¢ = max{C; : ¢ € {1,2,...,n}}}. For j € {1,2,...,c}, we
define two variables X7 and C} ; as follows. At round r, if at leat one honest parties succeed at the j-th
query, then X7 =1, otherwise X[ = 0. If X[ =1, then set C} ; = ¢} ; = max{Com(B],) : 1 < s < nz’j},
where s is the index of blocks created at the j-th query and nj, ; is the total number of honest parties of

the j-th query; otherwise, C} ; = 0. For an execution £, let X(E)=3cE 2521 i - With respect to

the adversary, we define the similar variables V" and Cy ;, and let Y/(E) =} 5 Zfzmlna Ch -
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(1) a= Z;zl Chj= ijlPr[Xj’-” = 1] - ¢}, ;. It is the expected computational power contributed by
the honest parties at round r.

(2) B = Zcoma Cyp,= Z?OT”Pr[Y 1]- ¢y ;- It is the expected computational power contributed by
the corrupted partles at round 7.

Note that « and 3 capture the essence that each honest party does sequential computations towards
a puzzle and extends local chain, independently. However, the corrupted parties can collude and make
full use of their computational power. For convenience, we consider the following bounds:

C

n 1-—
E[C]]=a =Y (1-(1-p"hs cWZ Pha s 12 comy, (1)

hu =
= 1+ pn 14 pcd

where the last inequality follows from the definition of valid block, ¢ = max{n}'h 51 << ¢} and
Z;Zl nj, ; = Comy,. For the adversary, we have

Comy,
r l4e s _14+e 14pd
=p= Zp e < (1+¢€)-Com, = Y ~Comh§1_€~ v (2)

where the third equality follows from the relation between Comj and Com], and the last inequality
follows from the lower bound of «.

Standard execution. This notion divides protocol execution into some sets of consecutive rounds
with specific characteristics. During a given execution E, the parties perform Bernoulli trials and succeed
with fixed probability, so that the valid blocks with fixed computational power in expectation. In this
way, we consider an execution E is standard as the following definition.

Definition 11 (Standard execution). An execution E in (A, s)-respecting environment is standard, if,
for any set of consecutive rounds S C F, the followings are satisfied:
(a) (1 — e) Ja<|S|<|E| <1+ e) "/(a+B) (K =6 and K’ = 2016 blocks in bitcoin system);
(b) each round r €S is good;
(€) 1 =p)alsS| < X(S) < (1 +¢)alS|and (1 -¢)B|S| <Y (S) < (1+¢)B|S];

(d) no msertion, no copies and no predictions occur with respect to the hash functions.

Theorem 1. With overwhelming probability, almost all polynomially bounded executions E in (A, s)-
respecting environment are standard.

Proof.  (a) We limit the size of an execution. In the permissionless protocol, it is necessary to recalculate
difficult target for a new epoch. For convenience, we consider executions with proper size (e.g., an epoch),
where there is no difficult target recalculation point. Note that, an epoch is selected to be long enough,
and we set the size of F with upper bound KT/ /(a + ) and lower bound % /a such that there is no
difficult target recalculation point and at least one valid block is stable during E. With overwhelming
probability, the protocol execution can be divided into such sets of consecutive rounds.

(b) The blocks created during an execution should with reasonable computational power. By Propo-
sition 1, we have that a round is good with overwhelming probability.

(¢) We show that for each execution, the distance between the variable and its expectation is reasonable.
By the definitions of « and 3, we have that E[X(S)] = «|S] and E[Y(S)] = 5|S]. By Chernoff bound,
with probability at least 1 — e~ (5D we have (1 — ¢)a |S| < X(S) < (1 + @) |S| and (1 — ¢)3]S| <
Y(S) < (1+¢)BS].

(d) We show that insertion and copy imply collision towards the hash function. Suppose that blocks By
and By are two consecutive valid blocks, then a valid block Bg is inserted into By and By or Bs extends
another chain successfully. That implies that B connects to two distinct blocks, so that a collision occurs.

With the security of hash function, it happens with probability at most e~*(*). Prediction means one
can predict the output of hash function, with the security parameter k, we have that it happens with

probability 2% .
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4 Analysis of bitcoin backbone protocol 11

In this section, we show our detailed security analysis of the bitcoin backbone protocol II presented in
Section 2.

4.1 Achieving chain growth property

Chain growth property states that the computational power of chains held by the honest parties grows
with a lower bound.

Lemma 3. FE is a standard execution in (A, s)-respecting environment, suppose that, at the beginning
of round r € E, an honest party holds chain C” with computational power C". Then, at the beginning of
round r +1 € E, the computational power of honest parties’ local chain satisfies C"+t! > C" + 2521 Chj
Proof.  First, suppose ¢ = 1 that means each honest party can make at most one query to Fyn during
round r. Observe that the corrupted parties can choose to hide or broadcast the newly-mined blocks, so
that the honest parties’ chains will increase with at least C ;| = ¢}, | if at least one honest blocks created
and C} ; = 0 for the worst case.

For the induction step, we assume that the inequality is true for ¢ — 1, then we have that C™*1 >
c" + Z 1 Ch ;- If no honest parties succeed at the c-th query, it holds that crtl > Cr 4+ Z§=1 b
Note that 1f at least one honest party succeeds at the c-th query, every party will receive these newly-
mined blocks (an adversary block maybe included ) and extend local chain by one of them, so that
> Cn 4+ Y G+ = O 5, Gy
Lemma 4. F is a standard execution in (A, s)-respecting environment, suppose that, at the beginning
of round r1 € F, an honest party holds chain C; with computational power C. Then, at the beginning
of round 71 +t¢ € E (¢t > 0), each honest party’s local chain with computational power Cy > C; +
DA D
Proof.  From Lemma 3, the honest parties’ chains increase by at least Z;:l h,; during one round. So
it holds that Cy > Cy + Y./ Y26, € - for t > 0.

r=ry

Theorem 2. F is a standard execution in (A, s)-respecting environment, for any two rounds ry, 7y € E,
two honest parties with VIEWP“COH”“CO"’“ Cy and VIEWP2’C°H”“C°m“ Co at 71 and 79, respectively.
Then with probability at least 1—e —2H it holds that Com(Cg) Com(Cy) > g-t, where rg =71 =1 >0
and g = (1 - p)a
Proof.  Suppose that, at the beginning of round r1, an honest party holds chain C; with computational
power C; and at the beginning of round ro = ry +¢ (¢ > 0), an honest party holds chain Cy with
computational power Cy. We have that Pr[Cy — C; > g-t] > 1 — e 1),

For any round r € E, we have E[C}] = a (in Section 3). Let W be the total amount of computational
power contributed by the honest parties during ¢ consecutive rounds in expectation, we have W = «a - t.
By Chernoff bound, we have Pr[3)71 7! Y Chy < (=] < e~ From Lemma 4, we have

T™=7"1

Cy > Cr+ Z::f:l > 51 C, ;- Thus,
Pr[C; — C1 < Z:iil ! 25 G < Q=W < e )
implies that
Pr[Co—Cy = (1—p)W] =1 —e U,

Let g = (1 — p)
4.2 Achieving chain quality property

Chain quality property states that the ratio of computational power contributed by the adversary in a
continuous part of the honest parties’ local chains has an upper bound.
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Lemma 5. FE is a standard execution in (A, s)-respecting environment, and then any I € N consecutive
c

blocks with computational power C' of a chain are created in at least 1B consecutive rounds.

Proof. Gathering all the resources in the network, the expected computational power that a chain
increased is o + 8 per round. Let S = {r/,...,r*} C F be a set of consecutive rounds, during which the
I consecutive blocks are created.

Towards a contradiction that |S| < a%—,@ Let C = ) .gC", where C" denotes the increased com-
putational power during round r. It implies that at least one C" (r € S) satisfies the inequality
C" > (14+¢)(a+ ). However, by Chernoff bound, it holds that Pr[C" > (1+¢)(a+f)] < e~ (r € S).
Theorem 3. FE is a standard execution in (A, s)-respecting environment, for any honest party P with
VIEWQ%IZH’“COHI“ = C at round 7 € F and any ! € N consecutive blocks of C with computational power
C. Then with probability at least 1 —e~(®) it holds that the computational power contributed by the
adversary is at most p - C, where pn = (1 —§)5; < (1 —0)2.

Proof. Let C = By ... Bey(c) be a chain held by an honest party P at round r. For any [ € N (large

enough) consecutive blocks B,, ..., B, with computational power C. We assume that B, and B, are
created by the honest parties at round 7, and r,, respectively (r, = 1 if B, is the genesis block).
S = {ry,...,ru} C FE is the set of consecutive rounds that these [ blocks create, then |S| > aL-irB
(Lemma 5).

Let X (5) and Y (S) denote the computational power contributed by the honest and corrupted parties
during S. By Chernoff bound, with overwhelming probability, we have that

1+e 14pd
Y(S)<(1+80)5|S|<(1+90)'1—_5' Xp alS|
1+ 1+e 1 1
2 = als] < (1-d)5; - X(9) )

The first inequality follows from the definition of standard execution (part (c)), the second one follows
from (2) and the last one follows from 0 < e+ ¢ < 1—0 < 1. Note that the equality comes from the fact
that p¢’ < 1, so 1+ pc’ = 1. Then, we have

Y(S) _Y(S)

H:T<m<(1—5)%<(1—5)2. (4)

4.3 Achieving common prefix property

Common prefix property ensures that the honest parties’ local chains share a common part by pruning
the last K € N blocks and enjoy the growing amount of computational power. We first analyze two
possible cases that may cause the honest parties’ local chains diverge.

Case 1. For some consecutive queries, more than one honest parties succeed and the newly-mined
blocks with the same computational power at the same query.

Case 2. At some time, the adversary broadcasts a forked hidden chain that is better than the honest
parties’ local chains.

First, based on the synchronous network and chain comparison algorithm, the honest parties extend
local chains with the same computational power, which means that the chains held by honest parties
with the same amount of computational power and (different) blocks.

Second, by the honest majority assumption, the adversary extends a hidden chain independently, the
hidden chain cannot be better than the honest parties’ local ones. It implies that the computational
power of the hidden chain is smaller than the honest parties’ when considering a period of time.

Recall the definition of best chain that the honest parties will not choose a chain that is worse than
their local chains at any time as stated in Lemma 6. Then we prove that with overwhelming probability,
the honest chains will not diverge by more than K blocks because of Case 1 and the hidden chain kept
by the adversary for a long time cannot be better than the public best chain (Case 2).

Lemma 6. F is a standard execution in (A, s)-respecting environment, and an honest party holds the
best local chain C; with Com(Cy) = Cy at round 1. At round ry (ro = 71,71, 72 € E), the computational
power of honest parties’ local chain is C5. Then with overwhelming probability, it holds that Cy > C;.
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Proof. At round r1, C; with computational power C1 is a local chain of an honest party, which means
that all the chains are held by the honest parties with computational power C;. If no valid blocks
are broadcasted during r; to r2, which means that no honest parties succeed during these rounds (the
adversary may hide the newly-mined blocks), then we have Cy = Cy. On the contrary, the honest parties
will update local chains to hold a better local state. So we have that Cs > C}.

Lemma 7. FE is a standard execution in (A, s)-respecting environment. Assume that two honest parties
adopt two distinct chains C; and Cs at round r € E. Then with overwhelming probability, C; and Cs
cannot diverge by more than K € N blocks in Case 1.

Proof.  Consider the last common block of C; and Cy that are created by an honest party at round r*
(r* =1 if no such block). Let S = {j : * < j < r} C E be a set of consecutive rounds. Note that if an
honest party succeeds at a query during S, there must be more than one honest parties succeed at the
same query (Case 1). Let Q ={Q; :i € Z={1,...,q}} be the set of queries during S. For convenience,
we consider the condition that if one honest party succeeds at the i-th (i € Z) query, exactly another
honest party succeeds at the same query.

Let variable @Q; = 1 if there are new blocks created at the ¢-th query, otherwise, @; = 0. We claim that
Y1 ,Qi > K. Let pf =Pr[Q; = 1] = ("27) pre(1— p)"i%_Q, where nfl is the number of honest parties
for the i-th query during S. Then we set R = {v1,v2,...,vk,...} C Z as the set of indexes of successful
queries and we have

Pr[Z?ﬂ Qi 2 K| =[licppi - HieZ/R(l —p;)-

Lemma 8. F is a standard execution in (A, s)-respecting environment. Assume that C; is held by an
honest party and Cs is broadcasted by the adversary at round r € E. With overwhelming probability, we
have Com(C;) > Com(Cs) (Case 2).

Proof. Consider the last common block of C; and Cs that is created by an honest party at round
r* (r* = 1 if no such block). Let S = {i : 7* < i < r} C E be a set of consecutive rounds. Towards
contradiction, we claim that X (S) < Y(S). There is no “bad events” occurred in the standard execution,
so that the diverge parts of C; and Cq are created during S. By inequality (3), we have that X (S) > Y'(S).

Theorem 4. F is a standard execution in (A, s)-respecting environment, for any two honest parties
with VIEWﬁff(grl’L’Com“ = C; and VIEWﬁffgII’L’Com“: Cy at round r1,79 € E (ro > r1), respectively.
Then, with probability at least 1 — e~ it holds that Com(Cz) > Com(C;) and C{K = Cay, where
K eN.

Proof.  Consider two chains C; and Cy with computational power C; and Cy held by honest parties Py
and P, at the corresponding rounds r and re (r; < ro). Following from Lemma 6, we have Cy > C.
Following from Lemmas 7 and 8, we have that C; and Cy cannot diverge with more than K blocks.
Consequently, with the probability at least 1 — e~ (%) we have (Cy > C1) A (C{K < C9).

4.4 More discussion

In the real-world, protocol (e.g., bitcoin system) executes in the permissionless setting, where the over-
all amount of computational power varies with the parties join or leaves the network, and the parties
communicate with each other through an asynchronous network, where the messages are delivered with
delays. What’s more, the protocol is executed by the non-flat parties who hold the different amount
of computational power and the security holds under honest majority assumption. Refs. [4-6] analyzed
bitcoin backbone protocol in the flat model. As analyzed in Section 1, in addition to the honest majority
assumption (denoted by HMA), a stronger assumption (denoted by SA) is required in their models [4-6].
To show a clear line of problem-solving process, we show the comparison of the execution environments
of the analytical models between [4-6] and ours (Table 2).

As shown in Table 2, our study improves the analytical model to be non-flat and proceeds the problem-
solving into the next step, and extends the study [4] directly. We succeed in analyzing bitcoin backbone
protocol in the non-flat model under honest majority assumption.
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Table 2 The execution environments of analytical models

Environment Ref. [4] Ref. [5] Ref. [6] Ours
Permissionless setting No No Yes No
Asynchronous network No Yes No No

Non-flat parties No No No Yes

Assumptions HMA and SA HMA and SA HMA and SA HMA

Table 3 The comparison of results between [4] and ours

Parameter Ref. [4] Ours
_ _a(n=?t (n—1)
HPoHP off = s a>
HPoA B =qt B =qt
CGR g =(1-p)’ g=(10—-¢pa
cQ p=0+35)e5 p=0-9345

"= o —a?), B, g and i’ to denote

the corresponding parameters in [4]. For convenience, we measure contributions of parties by the com-
putational power that they have invested uniformly. Formally, we use o/ = o - % = % and
B8 =p"- % = gt to denote the expected amount of computational power contributed by the honest par-

ties and the adversary in one round [4], respectively, where n is the number of parties and ¢ of them can

To compare the results with [4] more clearly, we use o' (v

be controlled by the adversary, and ¢ denotes the number of hashing queries that a party can perform
per round. Further, based on the relations that Com; = ¢(n —t) and Com] = ¢t, we can get that
a = Z§=1 b 2 —1_,_11)0/ - Comj, = ql(Z;ct/) and 3 = qt, where ¢/ = max{n}"‘%j, 1 < j < ¢} is the maximum
number of honest parties at the j-th query of round r and satisfies Com; = Z§=1 ny, ;= qgn—1t). As a

result, we have that a > o/, and 8 = ".

In security analysis, we can see that the hashing power of the honest parties (denoted by HPoHP)
is improved (o > ') obviously and the hashing power of the adversary (denoted by HPoA) remains
unchanged as expected (8 = ). As a result, we obtain the higher lower bound of chain growth rate
(denoted by CGR) with g = (1 —p)a>g¢ = (1 frga)o/’, the higher chain quality (denoted by CQ) with

uw=(1-9) 822; <@ = (1+ %)L, where 822? = —L- < 1 is honest majority assumption, and the
h h

quicker consensus among honest parties (a fewer time to create K valid blocks). The detailed comparison
of results between [4] and ours is presented in Table 3.

From the results, our proposed model is workable and meaningful. However, our model is not perfect
in that we divide the execution into several sets, analyze the parties’ actions in a relative static setting
and consider the synchronous network. In the following work, we will extend our work by combing with
the models in [5,6] and ultimately achieve security analysis of the backbone protocol in a model that is
indistinguishable from the real-world protocol execution.

5 Application

In this section, we introduce a concrete application of blockchain. Formally, we show that a robust public
transaction ledger Ilpr, can be established upon the blockchain protocol II securely.

5.1 Transaction ledgers

A transaction ledger can be extracted as a vector of transaction sequence as £ = {z1,..., 2y}, where
x; = {tx1,...,tx,} is a set of transactions packed in a block B;. Note that the position of transaction
tx; € x; inledger Lis (i,7). A transaction txé is the deliver of coins from the payer’s accounts named input
transactions to the payee’s accounts named output transactions and it is valid such that Valid(txz-) =1
if (1) the issuer (payer) is the owner of the input transactions, i.e., he owns the secret keys sk that
match with the accounts of input transactions, and (2) there is no transaction tx’ that conflicts with
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txz-, ie, txz- and tx’ have the same input transactions. Ledger £ is valid if each transaction is valid that
{Valid(tx}) = 1li=1,...,m;j =1,...,n}.

A robust transaction ledger protocol Iy, can be realized by instantiating the backbone protocol IT [4].
Formally, each party can fetch messages from the network that contains transactions z and chains C,
then validates and obtains the current valid ledger £, and the party P with computational power C
executes protocol IT to compete and extend ledger £ via packing the valid transactions 2’ C x into the
newly-created block. The functions V(-), R(-) and I(-) that specifies the parties’ actions are instantiated
as follows.

e Content validation function V(-). V(£) =1 if and only if each vector z; € L is valid, such that
{Valid(txé) =1i=1,...,m;j=1,...,n}.

e Chain reading function R(-). If V(£) = 1, then R(C) = L.

e Input contribution function I(-). I(L,z) takes the current ledger £ and a set of transactions x
receives from the network as inputs and outputs £ := L||a’, where 2’ is the largest valid subsequence of
2 (such that 2’ C x) with respect to the transactions in £. Note that I(-) is executed by the parties who
win the current competition.

5.2 Constructing a robust public ledger from blockchain

We now prove that, based on the backbone protocol II, we construct a secure transaction ledger pro-
tocol Ilpy,. Precisely, we prove that the three defined security properties of bitcoin backbone protocol
(Subsection 2.3) guarantee the two properties of public transaction ledger (Subsection 2.4).

Theorem 5. F is a standard execution in (A, s)-respecting environment, with parameter K € N,
persistence property holds with probability at least 1 — e~ (%),

Proof. Let C; be a chain held by an honest party P; at round r; € E and tx be a valid transaction
packed in block B. Assume that B is at least K deep in Cq, thus B € CHK. Towards a contradiction, let
Cs be a chain held by an honest party P> at round m and B ¢ CQrK.

By Theorem 4, we have that CgK = C4, where C} is the local chain held by P» at round r2 (19 > r1), and
CHK =< C}. So we have that B € 02”( and tx € CQrK7 which happened with probability at least 1 — e~ (%),
Theorem 6. F is a standard execution in (A, s)-respecting environment, with parameters K € N and

_ 2K(1te) —Q(K)

(1—p)ap’ ’
Proof. ~ With the chain growth property (Theorem 2), after w consecutive rounds the length of honest

liveness property holds with probability at least 1 — e

parties’ chains will be increased with at least 2K blocks.

Assume that a valid transaction tx is an input of honest parties for at least w rounds. The chain
quality property (Theorem 3) guarantees that at least one of the blocks in CI¥ is created by an honest
party, where C is an honest party’s local chain. Then tx would be in this block and at a position that is
at least K blocks away from the end of honest parties’ ledgers. What’s more, honest parties will drop a
block if a conflicting transaction tx’ is included successfully by the adversary.

6 Conclusion

In this paper, we extend the studies of [4-6] to analyze bitcoin backbone protocol in the non-flat model.
Our main work is modeling each honest party’s mining process as the way of the adversary in previous
studies and then getting the expectation of the whole honest parties’ hashing power. Compared with
previous studies, our model is closer to the real-world protocol and we get the better results in secu-
rity analysis of bitcoin backbone protocol without any additional assumptions but the honest majority
assumption.
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