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Abstract The upcoming fifth generation (5G) cellular network is required to provide seamless access for

a massive number of Internet of Things (IoT) devices over the limited radio spectrum. In the context of

massive spectrum sharing among heterogeneous IoT devices, wireless security becomes a critical issue owing

to the broadcast nature of wireless channels. According to the characteristics of the cellular IoT network,

physical layer security (PHY-security) is a feasible and effective way of realizing secure massive access. This

article reviews the security issues in the cellular IoT network with an emphasis on revealing the corresponding

challenges and opportunities for the design of secure massive access. Furthermore, we provide a survey on

PHY-security techniques to improve the secrecy performance. Especially, we propose a secure massive access

framework for the cellular IoT network by exploiting the inherent co-channel interferences. Finally, we discuss

several potential research directions to further enhance the security of massive IoT.
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1 Introduction

With the explosive growth of Internet of Things (IoT), a massive number of IoT devices desire to access

wireless networks for realizing various advanced applications, e.g., smart city, industry automation, and

remote medicine [1–3]. It is predicted that over 75.4 billion devices will be linked to the Internet all

over the world by 2025, which means a nearly 500% growth for the ten years compared to 15.4 billion

in 2015 [4, 5]. As shown in Table 1, among commonly used wireless access techniques, i.e., Bluetooth,

Zigbee, WiFi, LoRa, and cellular, cellular is the best choice to provide wireless access with quality

of service (QoS) guarantees for a massive number of IoT devices over a wide range [6]. Hence, the

third generation partnership project (3GPP) has already identified the cellular IoT as one of the main

application cases of 5G, and issued a specification for cellular IoT in Release 13 in 2015 [7]. In that

specification, cellular IoT is categorized as the narrowband IoT (NB-IoT) for fixed and low-rate scenarios

and LTE-machine (LTE-M) or enhanced MTC (eMTC) for mobile and high-rate scenarios.

In general, the cellular IoT has the characteristics of massive connectivity, low power, and wide cov-

erage. To support massive connectivity over limited radio spectrum, IoT devices should share the same

spectrum. As a result, massive access is susceptible to eavesdropping owing to the broadcast nature of

wireless channels [8,9]. Traditionally, upper layer cryptography techniques are adopted to guarantee wire-

less security [10, 11]. With the fast development of information techniques, the eavesdropping capability

of malicious nodes is increasingly strong, resulting in much more complicated cryptography techniques.
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Table 1 Comparison of wireless access techniques for IoT networks

Bluetooth Zigbee WiFi LoRa Cellular

Spectrum Unlicensed Unlicensed Unlicensed Unlicensed Licensed

Connectivity Small Medium Large Massive Massive

Range Short Short Medium Long Long

Power Low Low High Low Low

Delay Short Short Short Short Short

Security Low Medium Medium Medium High

Mobility Not Not Not Yes Yes

Cost Low Low Low High Low

Table 2 Comparison of cryptography and PHY-security techniques

Advantages Shortcomings

Cryptography
(1) Low overhead (1) Need extra secure channel for key exchange

(2) Independent of channel conditions (2) High complexity for encryption

PHY-security
(1) Absolute security (1) High overhead for channel information acquisition

(2) Independent of eavesdropping capability (2) Extra resource consumption for security enhancement

Because most of IoT devices are simple nodes with limited computational capability, the complexity

of cryptography techniques might be unaffordable. In this context, as a compliment of cryptography

techniques, physical layer security (PHY-security) techniques are applied to the 5G cellular IoT net-

work [12,13]. Generally speaking, PHY-security explores the random characteristics of wireless channels,

e.g., fading, noise and interference, to make the information transmission rate greater than the capacity

of the eavesdropping channel, and hence the eavesdropper cannot decode the interception signal [14–16].

Even with limited computational capability, PHY-security is able to provide secure communications for

a massive number of IoT devices. Thus, PHY-security is particularly appealing to the 5G cellular IoT

network [17–19]. The comparison of cryptography and PHY-security techniques is given in Table 2.

From an information-theoretical viewpoint, the essence of PHY-security is to increase the capacity of

the legitimate channel and to decrease the capacity of the eavesdropping channel simultaneously, and

hence maximizes the secrecy rate [20–22]. Inspired by that, many effective physical layer security tech-

niques have been proposed [23–25]. In [26], a survey of PHY-security techniques for multiuser wireless

networks was given. Multiple-antenna PHY-security techniques over multiple access channels were dis-

cussed in [27]. Moreover, a variety of relay-based PHY-security techniques were investigated in [28]. Com-

pared to general wireless networks, the cellular IoT faces severe and complicated co-channel interference

owing to massive connectivity over limited radio spectrum. Hence, it makes sense to exploit the originally

harmful co-channel interference to enhance the secrecy performance according to the characteristics of

massive access in the cellular IoT network. Commonly, B5G cellular IoT network is suggested to adopt

the grant-free random access scheme for avoiding high overhead [29–31]. To be specific, the IoT devices

can access B5G cellular network without a grant to transmit or a prior scheduling assignment. Owing to

grant-free random access, an operation for user detection and channel estimation should be performed

at the base station (BS) before data transmission [32–34]. Therefore, the co-channel interference would

affect the schemes for user detection, channel estimation and data transmission, and then determines

the secrecy performance. Because the co-channel interference would interfere with both the legitimate

and eavesdropper nodes, it is possible to coordinate the co-channel interference from the perspective of

improving the overall performance of the cellular IoT through spatial beamforming [26, 27]. However, it

is not a trivial task to coordinate the co-channel interference in the scenario of massive access. This is

because the BS should have enough degrees of freedom and accurate channel state information (CSI). Yet,

in the scenario of massive IoT, it is difficult to obtain accurate CSI about a massive number of legitimate

IoT devices [35]. Especially, the eavesdroppers may attack the channel estimation by sending the same

pilot sequence, which significantly decreases the accuracy of channel estimation [36]. On the other hand,

the CSI about the eavesdropper is hard to be acquired in practical systems [37]. Thereby, it is desired to
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Figure 1 (Color online) A typical massive access scenario in the cellular IoT network.

coordinate the co-channel interference based on partial CSI, namely robust beamforming [38–40].

In general, one can hardly guarantee secure communications of a massive number of IoT devices with

limited wireless resources, incurring a great deal of challenging issues in the design of PHY-security

schemes for the cellular IoT network. Obviously, the traditional secure schemes cannot be applied to the

cellular IoT network directly owing to the constraint on the computational capability at the IoT devices.

Thus, it is desired to design the PHY-security schemes according to the characteristics and requirements of

the cellular IoT network. In this article, we first investigate the security issues in the cellular IoT network

with massive access, and point out the fundamental challenges for guaranteeing communication security.

Then, we provide a survey of several effective physical-layer techniques to realize secure massive access,

with an emphasis on revealing their performance advantages and limitations. Furthermore, we propose

a secure massive access framework for the cellular IoT network by exploiting the inherent co-channel

interference. Finally, we discuss several potential research directions to further enhance the security of

massive IoT.

2 Challenging issues in secure massive access

The broadcast nature of wireless channels enables massive access over limited radio spectrum, but also

incurs information leakage. As a result, there exist many challenging issues for realizing secure massive

access, especially in the cellular IoT network with simple nodes. On the one hand, it is not a trivial task

to support massive access owing to limited wireless resources [41]. On the other hand, massive access

leads to a high interception probability owing to severe co-channel interference [42]. In what follows, we

first give a brief introduction of massive access in the 5G cellular IoT network, and then analyze the

potential security issues in massive access.

2.1 Massive access in cellular IoT

In the cellular IoT network, there usually exist a massive number of heterogeneous IoT devices distributed

over the whole cell, as shown in Figure 1. Owing to the sporadic characteristics of IoT applications, only

a part of IoT devices are active during a certain data frame [43]. Thus, the BS should first detect

which devices are active, and then performs data transmission. However, the conventional multiple

access protocols, e.g., ALOHA, which limit the number of access devices and require a high signalling

overhead, are no longer really fit for the massive access systems [44, 45]. To solve this problem, the

grant-free random access protocol is widely applied in the massive access systems [46, 47]. Specifically,

each device is assigned with a unique pilot sequence for activity detection and channel estimation. At

the beginning of each data frame, the active devices send their pilot sequences to the BS over the uplink
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Figure 2 (Color online) A three-node PHY-security model.

channels simultaneously. Because only a part of devices are active, the received signal at the BS is sparse.

Therefore, some effective sparse signal processing methods, e.g., compressive sensing (CS), can be utilized

to detect the active devices and estimate the corresponding channels [48,49]. Especially, if the number of

BS antennas is large enough, the detection probability asymptotically approaches 1. Thereby, the active

devices can be detected perfectly in B5G cellular IoT network, as the BS deploys a large-scale antenna

array. However, for the channel estimation, even with a large-scale antenna array, the BS has difficulty

in obtaining accurate CSI. This is because the CSI accuracy is mainly dependent of the quality of the

received signal [50]. In the context of massive access, it is impossible to assign orthogonal pilot sequences

to the devices, resulting in a high co-channel interference and a low signal-to-interference-plus-noise ratio

(SINR) [51]. Consequently, the BS obtains a low-precision CSI, which seriously affects the performance

of data transmission in sequence.

Once the active devices and the corresponding CSI are determined, the BS starts to exchange the data

with the devices in the rest of a data frame. Because the 5G cellular network is suggested to work in

a time division duplex (TDD) mode, a data frame consists of both uplink and downlink transmissions.

To support efficient massive access over limited radio spectrum, the data transmission usually employs

non-orthogonal communication schemes, e.g., non-orthogonal multiple access (NOMA) [52–54] and sparse

code multiple access (SCMA) [55–57]. Generally speaking, in the uplink stage, the active devices transmit

the signals concurrently, and the BS performs successive interference cancellation (SIC) for mitigating

the co-channel interference. In the downlink stage, the BS broadcasts the superposition coded signal,

and the devices may carry out SIC on the received signal independently.

2.2 Security issues in massive access

As shown in Figure 2, if the eavesdropper is or pretends to be a node, it is also able to receive the

interested signal. Thus, the information might be eavesdropped by the malicious nodes. Especially in

the cellular IoT network, the transmission rate is usually very low, leading to a high risk of information

leakage. In the following, we analyze potential security issues in three stages of massive access, including

activity detection and channel estimation, uplink data transmission, and downlink data transmission.

2.2.1 Activity detection and channel estimation

As mentioned above, at the beginning of a data frame, the active devices send pilot sequences over the

uplink channels for activity detection and channel estimation. The estimated CSI is used for signal

decoding in the uplink and signal precoding in the downlink. Thus, the CSI accuracy has a great

impact on the secrecy performance of PHY-security techniques [58]. In order to increase the interception

probability, the eavesdropper may send the jamming signal or even the pilot sequence to decrease the

CSI accuracy [59]. The influences of the two active attacking ways are as follows.
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• Jamming signal [60]: The eavesdropper sends a random jamming signal during the stage of activity

detection and channel estimation. The jamming signal would interfere with all active devices’ pilot

sequences. As a result, the CSI accuracy about all devices is reduced, and the secrecy performance of

the cellular IoT network is degraded accordingly.

• Pilot sequence [61]: The eavesdropper sends the same pilot sequence as that of the targeted device.

This way may degrade the secrecy performance more severely. On the one hand, it decreases the CSI

accuracy owing to co-channel interference. On the other hand, it leads to a high information leakage

because there is a composition of the eavesdropping channel in the estimated CSI.

As a result of active attacking from the eavesdropper, the BS has low-precision CSI about the IoT

devices. In a worse case, the BS may obtain false CSI. This is because if the eavesdropper sends the

pilot sequence with a high power, the estimated CSI is dominated by the eavesdropping CSI. In this case,

the quality of the received signal at the eavesdropper is higher than that at the legitimate device, which

causes a high interception probability. Moreover, the accuracy of eavesdropping CSI plays a great role in

the secrecy performance of PHY-security techniques. However, the acquisition of eavesdropping CSI has

the following challenging issues.

• Internal node [62]: If the eavesdropper is an IoT node, the BS may obtain partial eavesdropping CSI

at the stage of activity detection and channel estimation. However, the accuracy of eavesdropping CSI

is still low owing to severe co-channel interference.

• External node [63]: If the eavesdropper is an external node, the BS cannot obtain eavesdropping

CSI directly. Especially, if the eavesdropper hides itself, the BS may not have any eavesdropping CSI.

The design of PHY-security schemes requires both legitimate and eavesdropping CSI. However, the

BS only has partial CSI or even no CSI in practical systems. Thus, it is a challenging issue to design

effective secure schemes.

2.2.2 Uplink data transmission

In the stage of uplink data transmission, the IoT devices simultaneously send the data signals to the BS

over the uplink channels. Meanwhile, the eavesdropper also receives the signal, and tries to decode it. In

the scenario of massive access, there exists severe co-channel interference, resulting in a low information

transmission rate. If the information transmission rate is less than the capacity of the eavesdropping

channel, the eavesdropper can decode the signal correctly. In order to guarantee information security,

it is necessary to decrease the quality of the received signal at the eavesdropper and to increase the

quality of the received signal at the BS. However, because the IoT devices are usually simple nodes with

limited computational capacity, it seems overburdened to conduct complicated signal precoding at the

IoT devices for improving the secrecy performance. Therefore, the secure schemes are usually performed

at the BS. For uplink data transmission, because the BS is at the receiving side, there exist the following

security issues.

• Short-distance interception [64]: The BS is normally deployed at the center of the cell, and thus the

edge-device has a long access distance. However, the eavesdropper might be close to the targeted device,

namely short-distance interception. Thus, the received signal at the eavesdropper is stronger than that at

the BS, giving rise to information leakage. Especially for the edge-device, there is a high eavesdropping

probability.

• Short-packet transmission [65]: Because the IoT applications are in general sporadic with a low

data amount, it is common to utilize the short-packet transmission technique. As is well known that

short-packet transmission leads to a high decoding error probability. Especially in the uplink stage, the

signal decoding would suffer severe co-channel interference from all the other active devices’ signals, which

further decreases the transmission reliability. In order to satisfy the requirements on the transmission

reliability, it is desired to decrease the transmission rate. However, a low transmission rate may result in

a high interception probability.

• Limited interference mitigation capability [66]: With the goal of enhancing the secrecy performance,

the BS should resort to some interference mitigation schemes, e.g., zero-forcing (ZF) and successive
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interference cancellation (SIC). These interference mitigation schemes all require accurate CSI. However,

because the BS only has partial CSI, the performance of interference cancellation at the BS is limited.

In the cellular IoT network, the IoT applications may have various quality of service (QoS) require-

ments, which substantially increases the processing complexity at the BS. Especially when the BS only

has low-precision CSI, there is a high interception risk for the IoT applications.

2.2.3 Downlink data transmission

In the stage of downlink data transmission, the BS broadcasts messages over the downlink channels.

Owing to massive access over limited radio spectrum, non-orthogonal multiple access schemes are usually

adopted, resulting in severe co-channel interference and thus a high interception risk. In general, in

order to enhance wireless security, the BS carries out precoding on the signals to be transmitted [67].

For instance, the BS can perform spatial beamforming to decrease or even avoid information leakage.

However, owing to the characteristics of massive IoT, there are still numerous critical issues as follows.

• Capability-constrained IoT device [68]: In the cellular IoT network, most of IoT devices are simple

nodes with limited power supply and computational capability. Thus, it is tough for the IoT devices to

conduct complicated signal processing, e.g., SIC. In this context, there exists high residual interference

at the IoT devices even with spatial interference cancellation at the BS.

• Unavailable artificial noise [69]: Artificial noise (AN) is a commonly used method to confuse the

eavesdropper, and thus improves the secrecy performance. The AN signal is usually transmitted in the

null space of the legitimate channel, so as to avoid the interference to the IoT device. However, because

the BS only has partial CSI about the legitimate channels, the use of AN would interfere with the IoT

devices inevitably. Moreover, there are no enough spatial degrees of freedom at the BS to transmit the

AN signals for supporting massive access.

• Cooperative eavesdropping [70]: Multiple malicious nodes may cooperatively eavesdrop to enhance

the interception capability. For example, they can combine the received signals to improve the quality of

the eavesdropping signal. Thus, for simple IoT devices, there is a high interception risk.

For downlink data transmission, it is usual to exploit the powerful capability of the BS to assure secure

communications. However, in the cellular IoT network with massive access, the BS may not have enough

spatial degrees of freedom to combat the eavesdropping.

3 PHY-security techniques for massive access

As mentioned above, massive access in the cellular IoT network faces a variety of challenging issues. Thus,

it is desired to adopt effective PHY-security techniques to realize secure massive access. Although there

already have been a variety of PHY-security techniques, they might be not applicable in the cellular IoT

network directly. In the sequel, according to the characteristics of the cellular IoT network, we introduce

several feasible and powerful PHY-security techniques.

3.1 Pilot design

In the 5G cellular IoT network, pilot sequences are sent from the IoT devices to the BS for activity

detection and channel estimation at the beginning of a data frame [71]. For ease of design, Gaussian

distributed pilot sequences are widely applied in the most of previous relevant studies [72], yet they have

a weak capability of anti-interference and anti-jamming. In the cellular IoT network, on the one hand,

channel estimation suffers severe co-channel interference from the other IoT devices. On the other hand,

the eavesdropper may transmit the jamming signal to further decrease the accuracy of channel estimation.

Thus, the traditional Gaussian distributed pilot sequence might be not suitable for the secure cellular

IoT networks. In order to obtain accurate CSI, it is imperative to design new pilot sequence.

Intuitively, to improve the accuracy of channel estimation under strong interference condition, it is

likely to utilize coded sequences. Especially, if the coded sequence is randomly generated at the BS
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and IoT device based on the same seed, it is expected to solve the problem that the eavesdropper

obtains the targeted device’s pilot sequence. Note that the use of coded sequence requires to design the

corresponding detection and estimation methods. As a first attempt, the Reed-Muller (RM) sequence is

applied to construct deterministic measurement matrices and extract attributes of sparse signals in [73].

Because active detection and channel estimation in massive access is a sparse signal processing problem,

the RM sequences can be used as the pilot sequences.

3.2 Massive MIMO

From an information-theoretic viewpoint, the essence of PHY-security is to increase the quality of the

legitimate signal and decrease the quality of the eavesdropping signal. Intuitively, multiple-antenna

techniques can achieve the both goals simultaneously by making use of the spatial degrees of freedom.

For example, if the legitimate signal is transmitted in the null space of the eavesdropping channel, the

eavesdropper cannot receive any signal. However, because the BS may not have eavesdropping CSI, there

always exists information leakage to the eavesdropper. In such an adverse but practical scenario, it makes

sense to adopt the massive MIMO techniques [74].

In fact, massive MIMO is a candidate technique of 5G wireless network. Thus, it is natural to use

the massive MIMO techniques to enhance the security of the cellular IoT network. Specifically, in the

massive MIMO systems, because the large-scale antenna array at the BS has a high spatial resolution,

the information leakage can be reduced remarkably. Especially, if the number of BS antennas is large

enough, the information leakage asymptotically approaches zero [75]. Thus, even without eavesdropping

CSI, it is possible to realize secure communications. Meanwhile, the large-scale antenna array can provide

a high array gain for improving the quality of the legitimate signals [76]. Moreover, owing to a large

spatial degrees of freedom, the massive MIMO systems can admit great quantities of IoT devices. Hence,

massive MIMO has a great potential of guaranteeing secure massive access.

3.3 Resource allocation

There are multiple kinds of available resources in the cellular IoT network, e.g., time, frequency, space

and power. It is clear that the resource utilization plays an important role in massive access. On one

hand, a massive number of IoT devices compete the limited wireless resource for efficient access. On

the other, these resources have different effects on the quality of the received signals at the IoT devices

and the eavesdroppers. Thus, it is imperative to allocate these wireless resource from the perspective

of optimizing the secrecy performance of massive access [77, 78]. For instance, power allocation is a

commonly used PHY-security technique in secure communications [79]. However, it is not a trivial task

to allocate the wireless resource in the cellular IoT network with massive access, because the secrecy

performance, e.g., secrecy rate, is in general a sophisticated function of wireless resources. To solve this

problem, it is likely to choose some indirect performance metrics. As mentioned above, a key problem of

secure massive access is to transform the originally harmful co-channel interference as an effective security

enhancement tool. Thus, under a constraint of the maximum interference to the IoT devices, one can

allocate the wireless resources by maximizing the interference to the eavesdroppers. Hence, it is possible

to derive feasible resource allocation strategies for secure massive access in the cellular IoT networks.

3.4 User clustering

Because most of IoT devices are simple nodes with limited computational capability, the use of com-

plicated PHY-security techniques at the IoT devices seems out of the question. However, as analyzed

earlier, the IoT devices face a series of security issues in all stages of massive access. In this context, it is

likely to improve the secrecy performance through multiple-device cooperation [80]. Specifically, multiple

IoT devices form a cluster, and an IoT device with a high computational capability is selected as the

head. The communication between the BS and the IoT devices is forwards by the head. The benefits

of user clustering lie in two-fold. First, user clustering can effectively reduce the overhead for activity

detection and channel estimation. Second, user clustering can effectively enhance wireless security by
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Figure 3 (Color online) A secure massive access protocol in the cellular IoT network.

using advanced PHY-security techniques at the head. Moreover, even if there is not a strong IoT device in

a cluster, it is also likely to decrease the interception probability by performing cooperative beamforming

within multiple simple IoT devices.

4 Design of secure massive access

In above, we introduce the security challenges in massive access of cellular IoT and provide several

feasible and effective secure schemes. In this section, we give a simple example for the design of secure

massive access for cellular IoT from a comprehensive viewpoint. A typical massive access scenario as

shown in Figure 1 is considered, where a large number of IoT devices with sporadic traffic access the

cellular IoT network through a BS equipped with a large-scale antenna array in the presence of multiple

eavesdroppers. Thus, during a transmission interval, only a part of IoT devices have data to transmit.

According to the characteristics of IoT applications, a short data frame of duration T is utilized in the

cellular IoT network, as shown in Figure 3. At the beginning of a framework, the active IoT devices

send RM sequences of τP symbols over the uplink channels suffering jamming from the eavesdroppers. A

reconstruction algorithm based on compressive sensing is run at the BS for activity detection and channel

estimation. If the number of BS antennas is sufficiently large, e.g., 256, the BS can detect the active

devices correctly, but only partial CSI. Then, the active devices transmit short packets of τU symbols

over the uplink channels, and the BS recovers the transmitted packets from the received signal. Finally,

the BS broadcasts the signal over the downlink channels, and the IoT devices decode the desired signal

based on the received signal. For enhancing the security of massive access in the cellular IoT network,

the following PHY-security techniques are adopted.

(1) Frame structure optimization: Because a short data frame is often employed in the cellular IoT

network, it is necessary to distribute the limited duration to the three stages. In fact, the durations of

the three stages carry weight to the secrecy performance. For example, a longer duration for channel

estimation may obtain accurate CSI, but reduces the duration for information transmission. Thus, the

frame structure optimization can effectively improve the secrecy performance.

(2) Co-channel interference exploration: Because the BS only has partial legitimate CSI and no eaves-

dropping CSI, it is impossible to confuse the eavesdroppers by sending the AN signals. Fortunately, the

severe co-channel interference caused by massive access can be explored to confuse the eavesdroppers.

Besides, the use of co-channel interference does not consume extra transmit power and spatial degrees of

freedom. Thus, it is appealing in the cellular IoT network.

(3) Robust beamforming: In the presence of partial legitimate CSI, robust beamforming can be con-

ducted at the BS to guarantee the secrecy performance in the worst case. Especially when there exists a

high decoding error caused by short packets, robust beamforming can effectively enhance the transmission

reliability over the legitimate channels, and thus improves the secrecy performance.

In Figure 4, we show the performance gain of the proposed secure massive access scheme over a fixed

one from the perspective of maximizing the sum secrecy rate. Note that the proposed scheme obtains

legitimate CSI based on an optimized frame structure, and then explores co-channel interference for

security enhancement by using robust beamforming. The fixed scheme divides the frame length for three

stages equally, and then adopts match filtering (MF) beamforming designed based on estimated CSI. It

is seen that the proposed scheme performs better in the whole SNR region. Moreover, the performance
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Figure 4 (Color online) Performance comparison of the proposed scheme and a fixed scheme.

gain increases as the SNR increases. Thus, the proposed scheme looks really promising for supporting

secure massive access in the cellular IoT network.

5 Future research directions

Secure massive access in the 5G cellular IoT network has not been well addressed, and it will continue to

be a critical issue in the B5G wireless networks. There are all sorts of challenging problems that needs to

be addressed cover a wide range of disciplines including communication theory, information theory, and

signal processing. In the following, we list some initial ideas to solve the remaining problems.

5.1 Adaptive anti-eavesdropping

As discussed above, eavesdropper CSI is critically important for the design of PHY-security techniques.

However, because the eavesdropper hides itself well, it is not easy to obtain eavesdropping CSI. If there

is no eavesdropping CSI, it is impossible to adopt adaptive anti-eavesdropping schemes, resulting in a

poor secrecy performance. In order to further improve the secrecy performance, it is required to acquire

eavesdropping CSI by some means. For instance, the eavesdropping may send the jamming signal to

confuse channel estimation. In this case, the BS can obtain partial eavesdropping CSI through channel

estimation. Moreover, it is possible to estimate eavesdropper CSI when the eavesdropper sends out the

intercepted information.

5.2 Asymmetric secure schemes

In the cellular IoT network, there are plenty of IoT applications with different security requirements.

For example, the BS may broadcast some common signal, which has a low security level. But when the

BS sends the confidential signal, it is necessary to provide high security guarantee. Intuitively, if the

cellular IoT network adopts the secure scheme regardless of security requirements, there would be a high

waste of limited wireless resources. Thus, it makes sense to utilize asymmetric secure schemes according

to the security requirements of IoT applications for realizing secure massive access with limited wireless

resource.

5.3 Distributed secure access

In current wireless networks, the BS is equipped with a co-located antenna array. However, because the

IoT devices usually distribute over the whole cell, the co-located antenna array easily causes the problem

of short-distance interception. Moreover, there exists a severe near-far effect in the scenario of the co-

located antenna array. Owing to these problems, the B5G wireless networks are suggested to adopt a
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distributed multiple-antenna architecture or even a cell-free architecture. By distributing the antenna

units over the cell, it is likely to shorten the access distance, and thus solve the problem of short-distance

interception.

5.4 Convergence of PHY-security and upper-bound cryptography techniques

Owing to complex propagation environments and heterogeneous performance requirements, it is difficult

to provide security guarantee only by PHY-security techniques or upper-bound cryptography techniques.

In future wireless networks, it is indispensable to design a hybrid secure scheme by combing PHY-security

and upper-bound cryptography techniques. Thus, the cellular IoT network can achieve the benefits of

the both secure techniques, so as to realize secure massive access in various scenarios.

6 Conclusion

This article gave a review of secure massive access from both theoretical and technical perspectives.

First, we provided an introduction of massive access in the 5G cellular IoT network, with an emphasis

on revealing the challenging issues. Then, we revealed a variety of effective PHY-security techniques,

which may significantly improve the secrecy performance of massive access. Afterwards, we proposed a

feasible and effective design method for secure massive access and showed the performance gain through

numerical simulation. Finally, some potential research directions were discussed.
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