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Dear editor,
The discrete logarithm problem is a classical prob-
lem in mathematics and widely used in cryptogra-
phy [1–4]. The pre-computation of discrete log-
arithms of factor base is a crucial and extremely
expensive step in many algorithms solving discrete
logarithms. In finite fields of small characteristics,
one can use the Möbius transformations and the
Frobenius endomorphism to generate relations be-
tween elements of factor base [5]. To improve the
efficiency, it is interesting to find a subset of trans-
formations sufficient to recover the discrete loga-
rithms of factor base, especially in special fields. In
this study, we focus on the Artin-Schreier exten-
sion K = Fp2 [x]/(xp−x−1) for prime p. We prove
that the linear system of degenerate relations de-
rived from transformations in the Borel set is not
sufficient to compute the logarithms of factor base.
We use a subset of non-degenerate relations to re-
cover the logarithms of factor base, which reduces
the heuristic complexity from O(p6) [6] to Õ(pω)
where ω 6 2.38 is the matrix multiplication expo-
nent over a ring. Our algorithm does not depend
on the heuristic of smooth numbers, and it will
find a primitive element of multiplicative group
K∗. We base the correctness of our algorithm on
a heuristic which has been verified for finite fields
of size within 10000 bits.

Preliminaries. The Artin-Schreier extension is

modeled as K = Fp2 [x]/(xp − x − 1), where Fp2

is a quadratic extension of prime field Fp. Denote
by η ∈ Fp a quadratic non-residue of Fp and by
g ∈ Fp2 a square root of η. It is noted that gp = −g
since the minimal polynomial of g is x2 − η. Also,
for any u ∈ Fp2 , we can represent u as u = u1+u2g
where u1, u2 ∈ Fp are unique. It is easy to find
such a pair (η, g) and express all elements of Fp2

in the form u1 + u2g with u1, u2 ∈ Fp. We denote
by ζ a (p+1)-th primitive root of unity in Fp2 , and
by ζα ∈ Fp2 an arbitrary (p+1)-th root of α ∈ F∗

p.
The complexity of algorithms is estimated by the
number of arithmetic operations in Z/(p2p − 1)Z,
or rings of similar sizes.

Assume that ρ is a primitive generator of the
multiplicative group K∗. For arbitrary u ∈ F∗

p2 ,
we have

up2−1 = 1 ⇒
(

1 + p2 + · · ·+ p2(p−1)
)

| logρ u.

Exploiting the Pohlig-Hellman technique [7], we
can obtain the logarithms of elements in K∗ by
solving the problem in F∗

p2 and K∗/F∗
p2 separately.

Because the logarithms of elements in F∗
p2 are quite

easy to calculate, we focus on the problem in the
subgroupK∗/F∗

p2 and set log u = 0 for any u ∈ F∗
p2

in the rest of the study. We note that the loga-
rithms of elements in K∗/F∗

p2 lie in Z/NZ where

N = 1 + p2 + · · ·+ p2(p−1).
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After operating the Möbius transformation
(a b
c d) ∈ GL2(Fp2) to the identity xp − x =
∏

α∈Fp
(x+ α), we obtain

(

ax+ b

cx+ d

)p

−
ax+ b

cx+ d
=
∏

α∈Fp

(

ax+ b

cx+ d
+ α

)

.

Let X = x mod (xp − x− 1), then

AX2 +BX + C

≡ (cX + d)
∏

α∈Fp

[(a+ αc)X + (b+ αd)], (1)

where A = apc − acp, B = apc − acp + bpc −
bcp + apd − adp, and C = apd − bcp + bpd − bdp.
Apparently, transformations in the same coset of
PGL2(Fp2)/PGL2(Fp) derive equivalent relations.
We call these relations with apc−acp = 0 degener-
ate and those with apc− acp 6= 0 non-degenerate.

The Frobenius endomorphism of K leads to the
relations:

(X+µ1g+µ2)
pi

=

{

X+µ1g+µ2+i, if 2 | i;

X−µ1g+µ2+i, if 2 ∤ i,
(2)

for arbitrary µ = µ1 + µ2g ∈ Fp2 .
By taking logarithms on both sides of (1) and

(2), we may obtain a linear system to recover the
discrete logarithms of factor base.

The linear system of degenerate relations. The
degenerate relations, where aqc− acq = 0, are de-
rived from transformations in the Borel subgroup

{(

a b

0 d

)∣

∣

∣

∣

∣

a, b, d ∈ Fp2 , ad 6= 0

}

.

We claim that the linear system of relations gen-
erated by transformations in the Borel subgroup
holds a kernel of dimension >

p−3
4 .

Theorem 1. Given K = Fp2 [x]/(xp − x − 1),
the linear system generated by the degenerated
relations of (1) where aqc − acq = 0 and the
Frobenius relation (2) holds a kernel of dimension
>

p−3
4 . That is, these relations generated by trans-

formations in the Borel subgroup and the Frobe-
nius endomorphism are not sufficient to recover
the discrete logarithms of linear factor in subgroup
K∗/F∗

p2 .

The proof of Theorem 1 is given in Appendix A.

Remark 1. Theorem 1 shows that the case of
Artin-Schreier extensions is quite different with
that of Kummer case [8].

Computing the primitive root and the DLs of

linear factor base. We apply the Möbius transfor-
mation with ap+1 6= cp+1 to the identity xp+1−1 =
∏p

k=0(x − ζk), then we get that over K,

X2 + (1 + t+ tp)X + t+ tp+1 − sp+1

=

p
∏

k=0

(X + t− ζks), (3)

where

t =
apb− cpd

ap+1 − cp+1
, s =

ad− bc

ap+1 − cp+1
.

Actually, the relation is determined by (t, sp+1)
which goes though Fp2 × Fp.

With consideration of the Frobenius endomor-
phism, it can be verified directly that the relation
determined by (t, sp+1) is equivalent to the one
determined by (t + α, sp+1) for arbitrary α ∈ Fp.
Therefore, we can obtain Lemma 1.

Lemma 1. In Artin-Schreier extension modeled
above, the linear system with all non-degenerate
relations can be obtained by operating the Möbius
transformations of

{(

1 βg

0 ζα

)
∣

∣

∣

∣

∣

β ∈ Fp, ζp+1
α = α ∈ F∗

p

}

,

and the Frobenius endomorphism to x in the iden-
tity,

xp+1 − 1 =

p
∏

k=0

(x+ ζk).

Remark 2. Lemma 1 describes the representa-
tive transformations that generate the linear alge-
bra of non-degenerate relations. If we move to the
identity factorization of xp −x, then the represen-
tative set of transformations will be

{(

v 1

1 v

)(

1 βg

0 ζα

)∣

∣

∣

∣

∣

β ∈ Fp, α ∈ F∗
p

}

,

where v(6= ±1) is an arbitrary (p+1)-th root of 1.

According to Lemma 1, the linear system of
non-degenerate relations is

log(X2 +X + βg − β2g2 − α)

=

p
∑

k=0

log(X + βg + ζkζα) (4)

with β ∈ Fp. Since we attempt to find relations
between discrete logarithms of linear factors, it is
required that the polynomial at LHS is reducible.
Let

X2+X+βg−β2g2−α = (X+µg+ν+1)(X−µg−ν)

for µ, ν ∈ Fp, then we get

{

β = −µ(2ν + 1),

α = µ2g2 − β2g2 + ν2 + ν.
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We only require p linear independent relations
to recover the discrete logarithms of linear fac-
tor that are not conjugate, and then compute the
remaining logarithms through the Frobenius rela-
tions. The point is how to select p pairs of (µi, νi)
or (βi, αi) for i = 0, . . . , p−1 such that their corre-
sponding relations constitute a linear system with
1-dimensional kernel.

We set ν = 1, µ runs over Fp, and multiply p at
both sides of (4). We obtain that

log(X + µg) + log(X − µg + 3)

=

p
∑

k=0

log(X + 3µg + 1 + ζkζα̂), (5)

where α̂ = −8µ2g2 + 2. We can use (2) to reduce
the number of variables to p.

It can be verified numerically that for those
p < 599, the kernel of linear system (5) is 1-
dimensional over Z/N ′Z whereN ′ is the composite
of large factors. Therefore, we make Heuristic 1.
Heuristic 1.

dim(ker System (5)) = 1 over Z/N ′Z,

with N ′ | N and N ′ is free of factors 6 p2.
Exploiting Pohlig-Hellman technique, we can

construct a method to recover the linear factor dis-
crete logarithms under Heuristic 1.

The experimental evidence of Heuristic 1 is
given in Appendix B.

Proposition 1. Assume that Heuristic 1 holds.
There exists an algorithm with cost Õ(pω) that
computes the discrete logarithms of linear factors
modulo N , and a primitive element of K∗/F∗

p2 .
Here ω 6 2.38 is the exponent parameter of fast
matrix multiplication over rings.

The proof of Proposition 1 is given in Appen-
dix C.

Conclusion and Future work. We focus on the
pre-computation of discrete logarithms over Artin-
Schreier extensions: the factor base logarithms.
We developed an efficient algorithm to compute
the discrete logarithms of linear factor base to-
gether with a primitive element, based on a con-
vincing heuristic.

There are still a few problems we have not work
out. Our heuristic seems solid from the experi-
mental aspect. However, a theoretical proof would

be more encouraging if one can exploit the spe-
cial structures of the linear algebra in our algo-
rithm. Another issue is that whether there ex-
ist more efficient techniques for the descent phase,
which would perfect the whole algorithm for dis-
crete logarithm problems over Artin-Schreier ex-
tension. We leave it to the future work.
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