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Dear editor,
With the advent of big data, an increasing number
of people are storing their data on remote cloud
servers. Cloud storage services enable users to flex-
ibly maintain and access their data via mobile or
wireless networks. However, despite these bene-
fits, cloud storage deprives users of physical con-
trol over their data, which poses new challenges
in data security [1–4]. Data integrity protection is
one of the most important of these security chal-
lenges.

In existing public data integrity verification
schemes, users are free from the burden of data
verification as an external third-party auditor
(TPA) is employed to periodically verify data in-
tegrity. However, most existing public data in-
tegrity verification schemes incur excessive storage
overhead and data processing costs on the user
side. These schemes utilize homomorphic linear
authentication, where each data block is accom-
panied by an authenticator of equal size. More-
over, in these schemes, the user must compute
an authenticator for each data block; thus, too
many public key cryptographic operations are re-
quired to process the data. To solve these prob-
lems, we employ a cryptographic primitive indis-
tinguishability obfuscator (iO) [5] to design a pub-
lic data integrity verification scheme; specifically,
users’ secret information will be embedded into

an obfuscated program and hidden from the cloud
server. Numerous cryptographic applications have
recently been constructed based on iO [6–8].

The proposed data integrity verification scheme
comprises three elements: a cloud user, a TPA,
and a cloud server. The cloud user uploads his
data files to the cloud server for storage. Users pe-
riodically audit their files to ensure data integrity.
However, users are generally provided with lim-
ited computation resources; the TPA have both
professional expertise and abundant resources with
which they perform audit operations. Thus, users
will refer to the TPA to check the integrity of their
data; however, users generally wish to keep their
data secret from the TPA. Moreover, the cloud
server is assumed to be self-interested in the pro-
posed scheme; hence, it may be compromised by
outside attackers (usually for profit). For example,
the cloud server may maliciously delete data files
and claim that the data are intact.

Here, we present an overview of our data in-
tegrity verification scheme. We assumed that the
TPA could verify a signature using a hash value of
the user’s data to perform an audit. The server
was assumed to be semi-trusted in our scheme,
as it may forge a proof to deceive the TPA. We
employed iO to resist such misbehavior from the
server. In addition, we applied the punctured pro-
grams technique to guarantee the security of our
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scheme; specifically, we introduced a puncturable
pseudorandom function (PRF) that uses the hash
value of the user’s stored data as an input. Thus,
the TPA will verify the signature on the output
of the PRF to check data integrity. Moreover, to
resist replay attacks launched by the server, a ran-
dom element will be selected as the challenge and
sent to the server by the TPA.

In our scheme, a user first generates an obfus-
cated program that embeds his/her signing key
and the key for the PRF and uploads it to the
server. Next, the user calculates the PRF with a
hash value of user’s data and forwards the output
of the PRF to the TPA. Following this, the user
sends his/her data to the server, and the server
executes the obfuscated program upon receiving a
challenge message from the TPA. Only when the
outsourced data is preserved and intact will the ob-
fuscated program produce a signature on the data.
Finally, the TPA checks the data integrity by ver-
ifying the validity of the signature. Note that the
obfuscated program is dependent on the security
parameters, user’s signing key, and PRF key, and
will not be changed with the change of subsequent
inputs. Thus, to generate this obfuscated program
requires a one-time cost.

For more details on iO and puncturable PRFs,
please refer to Appendixes A and B.

The definitions of the proposed data integrity
verification scheme are as follows.

Definition 1. The proposed data integrity ver-
ification scheme consists of the following three al-
gorithms.

Setup(1λ). Taking the security parameter λ as
input, this randomized algorithm outputs the se-
cret key sk and the public parameter pp.

Store(sk, F ). This algorithm takes a data file
F and secret key sk as input, generates an au-
thentication information h on F and a tag t, and
sends tuples (t, h) and (t, F ) to the TPA and cloud
server, respectively.

Audit(pp, chal, F, h). The inputs of this algo-
rithm are pp, a challenge message chal, a data file
F , and authentication information h. The cloud
server computes the response message Prf using F

and chal. Following this, Prf is sent to the TPA
by the cloud server. Finally, the integrity of F

is checked by verifying Prf with pp and h on the
TPA side. If verification is successful, the algo-
rithm outputs 1, which indicates that the server
has maintained the file F ; otherwise, the algorithm
outputs 0.

Correctness. For all public parameters pp and
secret keys sk generated by Setup(1λ), (t, h) gen-
erated by Store(sk, F ), files F , and challenge mes-

sages chal, the algorithm Audit(pp, chal, F, h) out-
puts 1 with respect to valid responses Prf.

Our construction. As previously mentioned, our
basic scheme comprises three elements: a cloud
server C, a TPA, and a cloud user U . To define
a collision resistant hash function H : {0, 1}∗ →
{0, 1}l and a puncturable PRF f : {0, 1}l →
{0, 1}λ, let S be a secure deterministic signature
scheme.

Setup(1λ). Within the security parameter λ,
the system parameters are generated by the cloud
user U as follows:

(1) Select a puncturable PRF keyK for f , and a
random verifying/signing key pair (svk, ssk) for S;

(2) Generate one circuit AuditK,ssk as described
in Figure 1 and compute P = iO(AuditK,ssk),
where Sig is the signature algorithm of S and r

is a random element chosen by the TPA.
The public parameter is pp = (svk,P), and the

secret key is sk = (K, ssk).

AuditK,ssk:

Input: F , r.

Constants: K, ssk.

Compute h = f(K,H(F )) and output

σ = Sigssk(h‖r).

Figure 1 Audit circuit AuditK,ssk.

Store(sk, F ). U stores the data file F with
his/her secret key as follows:

(1) Select a random element name as the
identifier of the data file F and compute h =
f(K,H(F ));

(2) Send the tuples (name, h) and (name, F ) to
the TPA and C, respectively.

Audit(name, r, F, svk, h). There are three steps
included in this algorithm:

(1) To audit the data file F , the TPA sends a
challenge message (name, r) to C, where r is a ran-
dom element for each audit chosen by the TPA;

(2) Upon receiving (name, r), C first looks up
the stored files and obtains the file F . Next, C
computes the response proof Prf = P(F, r) and
sends the TPA the proof;

(3) When the TPA receives Prf, it checks the
integrity of F by using svk to verify Prf.

If verification is successful, the algorithm out-
puts 1.

Correctness. For a challenge message (name, r),
the valid response proof σ = Sigssk(h‖r) output by
the obfuscated program P is a signature on h‖r.
Thus, the accuracy of the basic scheme follows that
of S.

Remark. If the outsourced data file is split into
multiple blocks, the storage overhead of existing
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schemes is approximately double the file size. In
contrast, only the data file itself is needed to be
maintained by the cloud server in our scheme.

Furthermore, our scheme protects the privacy
of the data file (an appealing feature); as the hash
value of the data is input to a keyed PRF, the TPA
cannot extract the file contents without the key for
the PRF.

In addition to access, the user may want to
update their data after moving them to the
server. Supporting dynamic updates in an audit-
ing scheme includes inserting, deleting, and mod-
ifying stored files. Our proposed scheme can ef-
ficiently support block level updates before mov-
ing it to the server. To update one data block,
the cloud user needs only to re-evaluate the punc-
turable PRF on the hash value of the data and
send it to the TPA.

Security. The security of our scheme includes
authenticity and retrievability, which can be de-
fined as in [9]. Authenticity requires that the
server can always be detected by the user if it de-
viates from honest behavior. Retrievability guar-
antees that if a malicious server passes verification
with non-negligible probability, it can access all
data; moreover, the data can be retrieved from
the server in polynomial time.

Assuming S is a deterministic signature scheme
that satisfies existential unforgeability, f is a se-
cure puncturable PRF, iO is a secure indistin-
guishability obfuscator, and H is a collision resis-
tant hash function, our scheme satisfies authentic-
ity and retrievability.

Conclusion. We propose a public data integrity
verification scheme by applying iO, which relieves
users of the huge costs of calculating authenti-
cators and significantly reduces storage overhead.
Without splitting the data file into blocks, the
cloud user in our scheme needs only to evalu-
ate a puncturable PRF on their entire data set.
Compared with existing data integrity verification
schemes, the computation overhead of our scheme
is significantly reduced on the user side. In addi-
tion, verification overhead on the TPA side in the
majority of existing schemes increases noticeably
with the size of audited data file; our scheme is
effective regardless of file size. Finally, the privacy

of user data will be maintained, thereby protecting
the data against potential breaches from the TPA.
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