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Dear editor,
The past several years have witnessed that people
deeply rely on online services, such as shopping,
transportation, and medical services. At the same
time, privacy leakage has been a hot topic in so-
cial networks [1,2]. Morever, the increasing appli-
cations of location based services (LBSs) indeed
make our lives more convenient. However, LBSs
also lead to significant privacy leakage. On the
one hand, location information of a single point is
sensitive. On the other hand, location trajectories
can excavate more sensitive information despite lo-
cation. In this regard, location privacy-preserving
mechanisms have been extensively studied, such as
Dummy, spatial confusion [3, 4], encryption tech-
nology [5, 6], differential privacy (DP) [7, 8] and
references therein.

It is noted that the user demand based services
can also be utilized to obtain sensitive informa-
tion. In this study, a malicious attacker can infer
private information such as living habits, health
status, and beliefs from the user demand. For ex-
ample, after searching for a house, it is likely that
solar energy, house insurance and other house re-
lated ads are pushed to the user. In more sensitive
situations, the privacy implicated by user demand
should be protected, i.e., malicious data mining
with respect to the user demand should be pro-

hibited. We aim to propose a framework and the
key enabling techniques to achieve this goal.

Inspired by the famous marketing strategy of
‘beer and diaper’ [9], we incorporate the associa-
tion rule and DP into our system model and mech-
anism design. Consider a case that, a single mom
needs to search for stores selling diapers for her
illegitimate child, while she is unwilling to expose
that she has a child, i.e., keeping no search history
revealing her child, how can she find the stores
using her smart phone? i.e., how to protect this
privacy led by user demand disclosure? Recall that
beer and diaper can be linked in the essence of pop-
ular shopping habit. According to this interest-
ing association relationship, it is more likely that
the store selling beer also places diapers around.
Therefore, it is reasonable to search for beer rather
than diaper, and beer itself is less sensitive than di-
apers. Nevertheless, the searching results may not
satisfy her demand, i.e., only beer, which we deem
as the quality-of-service (QoS) loss. As an aim to
address user demand privacy in more generalized
application scenarios, the motivation of this work
focuses on designing a framework and techniques
which can strike a balance between user demand
privacy and QoS loss. To this end, we propose
UMBRELLA: a user demand privacy preserving
scheme based on association rules and DP in so-
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cial networks.

Basically, the association rules can be catego-
rized into two types. The first type is commonly
known as support, which is the probability that
several data associations occur. The other is the
confidence representing the conditional probabil-
ity of different data sets. In the above case, diaper
is replaced by beer thanks to the high confidence
between diapers and beer. In addition to the as-
sociation rule, we also leverage Laplace noise to
further obfuscate the real demand and the replace-
ment, which is known as DP. To the best of our
knowledge, this is the first work that studies the
user demand privacy and QoS in social networks.

System framework. Our model can be mainly di-
vided into three layers, namely entity layer, strat-
egy layer, and evaluation layer, respectively.

• Entity layer mainly involves users, service
providers and attackers. A user sends a ser-
vice request to a service provider, and the service
provider returns the result to the user. Attack-
ers directly attack the service providers to obtain
the query content. It is possible that the service
provider is untrustworthy. In addition, the at-
tacker may also intercept the communication be-
tween users and service providers.

• Strategy layer mainly establishes mathemati-
cal model by combining association rules and DP
technology. The quantitative indicators of associ-
ation rules are the support degree and confidence
level. The DP is performed via Laplace mecha-
nism, i.e., adding noise to the confidence.

• Evaluation layer analyzes and optimizes the
system performance in terms of mathematical for-
mulation and optimization, e.g., game theory and
convex optimization, to strike a balance between
privacy and QoS.

The main focus of our work is on the strategy
layer and the evaluation layer.

Association rules and DP. The form of the as-
sociation rule is: X → Y , where both X and Y
are item sets, X ∩ Y = φ, and φ is an empty set,
showing X can infer to Y . X is named the con-
dition of the rule, and Y is called the conclusion.
Let S be the support of the rule X → Y repre-
senting the ratio of X and Y to all transactions in
the database, i.e.,

S(X,Y ) = Pr(XY ) =
number(XY )

number(AllSamples)
. (1)

Define C as the confidence of the rule X → Y
which represents the ratio of X and Y to transac-

tions Y , i.e.,

C(X → Y ) = Pr(X |Y ) =
Pr(XY )

Pr(Y )
. (2)

In our system model, we assume that strong as-
sociation rules are available from advanced date
mining techniques, and focus on the confidence is-
sues.

In our model, Laplace mechanism is used to add
noise to the confidence. The pdf of Laplace is given
as follows:

f(x|µ, b) =
1

2b
e−

|x−µ|
b , (3)

where µ and b = ∆f

ǫ
represent the position param-

eter and the scale parameter, respectively, and ∆f
is the sensitivity of f .

UMBRELLA. A real demand is denoted by s,
and S is a set of all possible items consisting of s.
The replacement is o ∈ O, and O = S. Let prior
knowledge ω be the probability distribution of s,
which is written as

ω(s) = Pr {S = s}. (4)

A probabilistic protection mechanism is to re-
place real demand with other replacements, i.e.,

p(o|s) = Pr {O = o|S = s}. (5)

Since the real demand is replaced by other
items, despite the strong association rules will also
lead to QoS loss. Let c(o, s) be the confidence be-
tween s and o1), and denote log2(1/c(o, s)) as the
confidence distance to reflect QoS loss. We add
the Laplace noise to the c(o, s), and the confidence
with noise is expressed as c∗(o, s). Basically, the
greater the confidence, the less the QoS loss, and
vice versa. QoS loss is written as

∑

s

ω(s)
∑

o

p(o|s) · log2(1/c
∗(o, s)). (6)

Particularly, c(o, s) equaling to 1 shows the real
demand is replaced by itself, hence no QoS loss.
Our goal is to minimize QoS loss.

Attacker aims to obtain a possible demand ŝ
through o by the following inference mechanism:

q(ŝ|o) = Pr {S = ŝ|O = o}. (7)

We define the inference distance function as
log2(1/c(ŝ, s)). Given an inference function q,
user’s distortion privacy is given as

∑

o

p(o|s)
∑

ŝ

q(ŝ|o) · log2(1/c(ŝ, s)) (8)

reflecting attacker’s inference error.
Statistically, the expected distortion privacy is
∑

s

ω(s)
∑

o

p(o|s)
∑

ŝ

q(ŝ|o) · log2(1/c(ŝ, s)). (9)

1) Both the uppercase C and the lowercase c represent confidence.
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Figure 1 (a) QoS loss vs. privacy, with and without DP in minimizing QoS loss model; (b) privacy vs. QoS loss, with
and without DP in Stackelberg game.

Game theory analysis. To perform effective and
robust solution to the above problem, game theory
is utilized to achieve the optimal strategies. Note
that the attacker adapts his/her strategy accord-
ing to that of the user, it is reasonable to formulate
the problem as a two-tied game, namely, Stackel-
berg game. In this regard, the user is a leader,
and the attacker is a follower, respectively, in the
game. As the user and the attacker conflict with
each other in terms of privacy, it can be further
formulated as a zero-sum game.

Experimental evaluation. We conduct experi-
ments to evaluate the performance of our UM-
BRELLA. Firstly, we aim to minimize QoS loss
under distortion privacy. In Figure 1(a), the re-
sult proves that QoS loss increases with privacy
level. Then we adopt the zero-sum Stackelberg
game method to perform effective and robust so-
lution. Similarly, privacy increases with QoS loss
at the initial stage. Further, privacy remains un-
changed due to that game reached equilibrium as
shown in Figure1(b). The performance of UM-
BRELLA with DP is better than that without DP
as a whole as shown in both Figures 1(a) and (b).

Conclusion. A novel demand privacy preserv-
ing scheme based on association rules and DP
(UMBRELLA) is proposed. We leverage Stack-
elberg game to formulate the trade-off between
privacy and QoS loss, and examine the system
performance in terms of privacy and QoS levels.
Through experimental results and detailed analy-
ses, the proposed UMBRELLA not only achieves
demand privacy preservation but also strikes a bal-
ance between privacy and QoS.
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