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Dear editor,

In the field of side-channel attacks (SCAs), the se-
curity of both block ciphers and public key cryp-
tosystems is widely studied after the seminal dif-
ferential power analysis (DPA) [1]. The straight-
forward implementations of both types of crypto-
graphic algorithms are vulnerable to SCAs. The
former attack methods are based on a compari-
son of actual leakages and a prior leakage model.
The typical one is the correlation power analysis
(CPA) [2], which is widely used in both practi-
cal attacks and security evaluation. Researchers
are dedicated to constructing secure RSA-CRT
(Chinese reminder theorem) algorithms to miti-
gate both SCAs. The first step is to construct a
secure modular exponentiation counteracting the
simple power analysis (SPA). Two categories ex-
ist, namely, Shamir’s family and the self-secure
exponentiation countermeasure. Both categories
employ the checksum to counteract the Bellcore
attack. The second step is to thwart the CPA. Ac-
cording to the attack principle, two targets need
to be blinded. The first one is the multiplication
of the recombination phase. The second one is the
data transferring of multiplicands of the multipli-
cation. Certain secure algorithms are proposed us-
ing the similar principles, such as the algorithms
in [3,4]. However, are these countermeasures se-
cure enough? Herein, we investigate the answer to
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this question in the presence of the side-channel
leakage. More importantly, we provide a compre-
hensive study on this topic targeting on the im-
plementation with common side-channel protec-
tions. Specifically, we focus on the blinding and
bit-flipping countermeasure in the multiplication
procedure and data transferring, respectively.
Methodology. The leakage model is very impor-
tant in the fields of SCAs, which describes the
leakage method of manipulated vales on a specific
hardware platform. The typical CPA-based SCA
methods are based on a common leakage model as-
sumption, such as the Hamming weight, bit model,
zero value, and Hamming distance. Based on these
leakage models, a comparison between models and
acquired side channel information can be executed
for filtering the incorrect secret key. Generally, we
believe that data manipulating on an embedded
device causes a noisy observation of the Hamming
weight of the intermediate values. For the ma-
nipulated value z € GF(2"), the leakage model is
assumed to follow the observation of £(z):

L(z) =aHW(z)+¢ (1)

with an independent noise satisfying e ~ N(0, o),
and HW(z) denotes the Hamming weight of z. A
is the Gaussian distribution. The leakage model is
practical in various hardware platforms currently.
Two typical methods can be utilized for obtaining
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Algorithm 1 Prime byte recovery algorithm

P Ry t
Require: z' = {z ;2! ., ..

Sat}, where 2t € T and x| € I¢, p = {pn—1,pn—2, ..

S Dit1}

previous prime byte set Spre where pit1 € Spre, result vt ={rf _ ... rt};

Ensure: SP7,+ 1,3

1: for t =0 ton do

2: for all p;4+1 € Spre do

3: for prime = 0 to 255 do

4: Index < 1; > flag

5: p={Pn—1,Pn—2,...,Pit1, prime};

6: for all zf S I(t) do

7: for all 2! , €7} do

8: ot ={af 2t _, .. al) > obtain previous input bytes

9: {PreviousByte, CurrentByte} = z¢ x p; > obtain current and previous product result values
10: if CurrentByte < Tén—i — 1 && PreviousByte = Tén—i-&-l && Index then

11: Alpi+1][prime]+ = 1; > compare intermediate value and 7!, count all possible prime bytes
12: Index < 0;

13: end if

14: end for

15: end for

16: end for

17: end for

18: end for

prime

19: Spiiip < maX(AP7,+1

>> obtain prime byte results

HW(z) with leakage L(z), namely the template
and variance methods [5].

Recombination phase of RSA-CRT involves an
arithmetic multiplication between two secret big
numbers, which includes a fixed prime (as the se-
cret parameter of the RSA-CRT). The phase can
be computed with

S = CRT(S,, Sp)
= (((Sq — Sp) + ig) mod q)-p+ Sps (2)

where S, S, are two exponentiation results corre-
sponding to p and g, respectively. i, = p~! mod q.
From the partial product, the security of the RSA-
CRT relies on the hardness of the hidden multiplier
problem over GF(q) [6].

Definition 1 (Hidden multiplier problem over
GF(q)). Let N = p x q, where p and ¢ are two
n-byte-long big primes. Let ¢ € N. Given a se-
quence (L%, R%)1<ice, where £ = LM(z?) + &,
gi < N(0,0), 2* + GF(q) and R* = HB(z" - p), p
is recovered.

HB(*) denotes half of the most significant bytes
of . The leakage L' is the side channel leakage
in a leakage model LM (x), which can be the Ham-
ming weight or the generic leakage model. ¢ is the
leakage noise.

Our primary concern is the method to solve
the Definition 1 with the practical leakage model.
The whole procedure is realized using Algorithm 1.
The leakage model indicates a deterministic par-
tition of the input data. The voting procedure
can be employed by simple counting as shown
in line 11. The counting results indicate that
the occurrences of all correct prime bytes reach
n. We reduce the carries to two choices, which

means that we cannot uniquely confirm the cur-
rent prime byte, typically |Spre| > 1 under lim-
ited n inputs. Intuitively, the computation of the
algorithm will be exponentially incremented even
if the prime byte candidates remain two. Fortu-
nately, we emphasize that the recovery procedure
of p; can uniquely confirm the previous byte p;1,
as shown in line 19. Subsequently, the divide-and-
conquer procedure is completed.

Results and countermeasures. We first present
the experimental results of our attack. Subse-
quently, we describe the countermeasures for high-
level secure RSA-CRT countermeasures. As de-
scribed in Figure 1(a), we simulate various noisy
situations with bit-flipping countermeasure. The
guess entropy decrease quickly in even in 50%
noisy inputs. Figure 1(b) shows the evaluation of a
secure implementation with the Hamming weight
leakage, which is obtained by both templates and
variance methods. The experimental results show
that the traditional bit-flipping and blinding mul-
tiplication are still vulnerable to our method.

Furthermore, certain secure RSA-CRT algo-
rithms can also be attacked by our method. For
example, in the Boscher et al. [4] algorithm, the re-
searchers utilized three CRT computations in at-
tempting to reduce the relationship between the
signature of intermediate values, namely S’!, S’2,
and S’3, where S = §' -7 and r is a random num-
ber. However, these splits are not complete and we
found S = M?' mod pq, where M is a plain text
and [ is bit size of the prime. Our attack method
still functioned based on S3 = 2”3 . p + SI’;?’ even
with the bit-flipping countermeasures. However,
we also claim that the signature split is still the
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Figure 1

key to thwart both the CPA and our attack.

The key step of both attacks is to utilize the
fact that the half of the most significant bytes of
the modular exponentiation is exposed to adver-
sary. However, in various secure algorithms, re-
searchers have split the recombination phase into
several steps to counteract both Bellcore and CPA.
Giraud proposed blinded recombination formulas
to prevent Bellcore attacks [7], which provides us
with the insight to construct a high-level secure
implementation. The blinded recombination mul-
tiplies the modulus with a k-bit random prime s.
S, and S), are the calculated modulo p-s and ¢- s,
respectively, and the signature is recombined to
S = M9 mod pq using the blinded formula:

S" = CRTblinded (Sp; Sq)
= (S, — S) mod sp) -1, mod sp) -4+ 5,)
= cpq + Sa

S = 5" mod pgq, )

where ¢ is unknown random number.

In (3), the designers successfully divided the fi-
nal result S into two steps. The first one is the in-
termediate signature result S’. Subsequently, the
final results can be obtained by S = S’ mod pq
where S" = ¢pq + S. Hence, we cannot utilize half
of the most significant bytes for discrimination.
Moreover, researchers have attempted to obtain
various deterministic one-way functions to blind
the computational procedure of S with F(S”) = S,
such as the Kiss et al. [8] and Kim et al. [9] algo-
rithms. The functions render it easy to compute S
from S’. It is difficult to reveal S’ from S because
of the unknown random numbers. These functions
prevent both the CPA and our methods.

Conclusion. We investigated various secure
RSA-CRT algorithms to evaluate their practi-
cal security with the observation of side-channel
traces. Our attack method aims to reveal the hid-
den prime involved in the multiplication of the re-
combination phase. Blinding and bit-flipping are
equipped in the procedure of multiplication and

Sci China Inf Sci

Guess entropy

March 2019 Vol. 62 039105:3

-e-Variance method
-=Template method

10 20 30 40 50 60 70 80 90 100

Traces

(Color online) (a) Evaluation and (b) practical results of bit-flipping countermeasure with various noisy inputs.

data transferring, respectively. Both countermea-
sures mitigate the traditional correlation power
analysis. Our attack method can still hinder the
secure RSA-CRT implementation. We also found
that certain secure RSA-CRT algorithms are not
secure enough when facing our attack. Eventu-
ally, we suggest suitable countermeasures to be
employed in the RSA-CRT implementation to pro-
tect the recombination phase.
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