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Dear editor,

We propose a new vulnerability risk assessment
system, CVSS_PCA, for improving CVSS based
on principal component analysis (PCA) [1]. With
the increasing number of security vulnerabilities,
vulnerability risk measurement becomes more sig-
nificant. For a quantitative evaluation system, vul-
nerability risk scores should be sufficiently subdi-
vided. The process of quantitative security vul-
nerability assessment includes: choosing metrics
to reflect the impact of the vulnerability, assigning
value to these metrics, and integrating these met-
rics in order to gain the risk score of vulnerability.
CVSS (common vulnerability scoring system)? is
a quantitative vulnerability assessment system and
can score the vulnerability. The score helps us
know the priority of vulnerability which will have
to be repaired. However, there are some deficien-
cies in the dispersion of CVSS scores, which affect
all these applications based on CVSS directly.

For any assessment system, objectivity and dis-
persion should be satisfied. Objectivity refers to
that the assessment results can well reflect the na-
ture of the practical samples. Dispersion [2] in-
cludes the distinguishing degree and the distribu-
tion of the results assessed. There are a lot of
researches on the objectivity of CVSS [3-6]. How-
ever, there are few researches on the dispersion. In
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fact, because of poor dispersion leading to most of
the vulnerabilities accumulation in the few values,
the role of dispersion should not be overlooked.
In extreme condition, when all vulnerabilities are
marked by the same risk value, there is no practical
significance even with perfect objectivity. There-
fore, the upper limit of objectivity is decided by
dispersion. Only in the case that dispersion is
natural enough, objectivity would be significant
practically.

The contributions of this study are as follows.
Please see the Appendix A for the details.

e Based on statistical analysis, we proposed
three criteria for metric values:

(1) The probabilities of metric values should be
equilibrated;

(2) The total number of metric values should be
large enough;

(3) The correlations should be as fewer as pos-
sible. The correlations mean the degree of inter-
action between CVSS metrics, which is the condi-
tional probability distribution of metric values.

The dispersion of vulnerability risk assessment
system is affected by the above three criteria, and
CVSS does not meet the three criteria largely.

e Correlations between metrics have been an-
alyzed qualitatively and divided into three ranks
(strong dependence, weak dependence and no de-

1) Common vulnerability scoring system. https://nvd.nist.gov/cvss.cfm.
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pendence). The proportions of these three ranks
are 28.89%, 45.93%, and 25.18%, respectively,
which indicates that the independent CVSS met-
rics are only a quarter of all cases.

e CVSS is improved based on PCA (principal
component analysis) [1], and a new vulnerability
risk assessment system, CVSS_PCA, is proposed.
CVSS_PCA creates new metrics with linear com-
bination of original CVSS metrics. New metrics
can meet the above three criteria largely without
changing original CVSS metric values.

e CVSS_PCA has been applied to 40007 vulner-
abilities, and compared with CVSS 2.0 and VRSS
2.0 [7]. Experiment results show that better dis-
persion of risk scores can be achieved, and the dis-
tribution pattern is closer to manual marking.

The aims of CVSS_PCA we revising and propos-
ing are as follows:

(a) Equilibrating probability of metric values;

(b) Increasing the number of total metric values;

(¢) Reducing the correlation between metrics;

(d) Improving the dispersion of risk scores with-
out undermining the objectivity.

Another advantage of CVSS_PCA is that nei-
ther auxiliary information (e.g., CWE categories)
nor new metrics are required. CVSS_PCA can be
applied to any quantitative vulnerability risk as-
sessment system. CVSS has six base metrics, ac-
cessvector, accesscomplexity, authentication, con-
fidentiality, integrity, availability. Egs. (1)—(4) are
the calculation formulas of CVSS 2.0.

Risk Score = round(((0.6 x Impact) + (0.4
x Exploitability) — 1.5)
% f(Impact)), &)
Impact =1041x (1—(1—-C) x (1 —=1)
X (1—A)), )
Exploitability = 20 x Av x Ac x Au, (3)
f(Impact) = 0 if Impact = 0,1.176 otherwise.(4)

Analysis of CVSS dispersion and metrics. From
the analysis of vulnerabilities published on NVD,
we can find that there are three defects of CVSS,
which may contribute to a poor dispersion of risk
scores.

e The probabilities of different metric values are
uneven, so consequently, the distribution of risk
scores is uneven. In fact, an uneven probability
may be more objective, but it may deviate from
an ideal dispersion. This contradiction needs to
be solved.

e The total number of all metric values is so
small that the risk scores are concentrated, which
lead to a poor dispersion.
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e There are obvious correlations between met-
rics, that is, each metric value is not completely
independent. In this case, when combining some
specific metrics, the probability of the combination
is larger, which leads to be uneven.

These defects also exist in other versions of
CVSS, such as 1.0 and 3.0.

Introduction of CVSS_PCA. CVSS_PCA creates
new metrics with linear combination of original
metrics, instead of creating new metrics. The over-
all procedure of CVSS_PCA is shown in Figure 1,
where the light-colored modules are inherent steps
of CVSS 2.0, and the dark-colored modules are
new steps of CVSS_PCA. The detailed steps are
as follows.

e Step 1. Obtain values of all the six CVSS met-
rics, e.g., Av = 1.0 and Ac = 0.6. Both CVSS and
CVSS_PCA performs this step.

e Step 2. Compute new metrics with PCA. This
step can be regarded as a black box. The inputs
are six metric values above-mentioned, and the
outputs are six transformed metric values, each of
which is a linear combination of the original met-
rics. For example,

Compyp, = 21 X Av+ 29 X Ac+ 23 X Au
+a4 X C+ a5 X [ + 26 X A.

x1—x¢ are coefficients, and they are different for
each new metric. This step is the core step of
CVSS_PCA.

e Step 3. Normalize the new metrics. The range
of new metrics is uncertain, and should be normal-
ized to reach an acceptable range of formulas.

e Step 4. Calculate the impact and exploitabil-
ity. Put normalized metric values into (2) and (3)
to calculate the values of impact and exploitability.
Both CVSS and CVSS_PCA performs this step.

e Step 5. Calculate risk score. Put values of
impact and exploitability into (1) and (4) to cal-
culate a risk score. Both CVSS and CVSS_PCA
performs this step.

e Step 6. Map and normalize CVSS risk scores.
According to the order of PCA risk scores obtained
in step 5, map the vulnerabilities, which marked
by the same CVSS risk score.

Conclusion and future work. In order to reduce
the loss caused by vulnerabilities, the risk of vul-
nerabilities must be evaluated objectively. Based
on statistical analysis, three criteria about metric
values have been proposed. 40007 vulnerabilities
published on NVD have been analyzed in detail,
focusing on the objectivity of the CVSS risk scores.
There are three defects of CVSS to influence the
dispersion of risk scores.
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Figure 1 (Color online) Implementation process of CVSS_PCA.

To deal with the poor dispersion of risk scores
of CVSS, CVSS_PCA is introduced to further dif-
ferentiate the vulnerabilities. CVSS_PCA creates
new metrics with linear combination of CVSS met-
rics. Assuming that vulnerabilities [8] marked
manually are objective risk assessment, compar-
isons between CVSS 2.0 and CVSS_PCA show that
CVSS_PCA does not undermine the objectivity of
CVSS. Actually, the variance of risk scores be-
tween CVSS_PCA and manual marking is smaller.

CVSS_PCA directly puts new metrics into the
original formulas of CVSS to calculate the risk
score. In our future work, we will try to answer the
question whether adjusting the formulas is neces-
sary for the objectivity. In addition, we will also
focus on the correlation between metrics, and re-
fine more efficient metrics as the inputs.
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