SCIENCE CHINA
Information Sciences

@ CrossMark
&click for updates

« LETTER -

March 2019, Vol. 62 039101:1-039101:3
https://doi.org/10.1007/s11432-017-9412-3

A more compact multi-id identity-based FHE scheme
in the standard model and its applications

Xueqing WANG!'2?" Biao WANG" 2, Bei LIANG? & Rui XUE"?"

LState Key Laboratory of Information Security, Institute of Information Engineering,
Chinese Academy of Sciences, Beijing 100093, China;
2School of Cyber Security, University of Chinese Academy of Sciences, Beijing 100049, China;
3Department of Computer Science and Engineering, Chalmers University of Technology, Gothenburg SE-41296, Sweden

Received 25 December 2017/Accepted 16 March 2018/Published online 11 September 2018

Citation

Wang X Q, Wang B, Liang B, et al. A more compact multi-id identity-based FHE scheme in the stan-

dard model and its applications. Sci China Inf Sci, 2019, 62(3): 039101, https://doi.org/10.1007/s11432-017-9412-3

Dear editor,

Fully homomorphic encryption (FHE) is a crypto-
graphic primitive that allows anyone, even those
without a secret key, to perform arbitrary compu-
tation on encrypted data. Since Gentry’s break-
through realization of FHE in 2009 [1], the re-
search on FHE has been blown out. Furthermore,
Lépez-Alt et al. [2] proposed a new notion of multi-
key FHE (MFHE), in which it is possible to com-
pute on encrypted messages even if they were not
encrypted using the same key.

Identity-based encryption (IBE) is another
primitive that allows one to encrypt messages by
public keys that can be efficiently derived from
identity strings and system public parameters.
The public parameters are chosen by a trusted
authority along with a secret trapdoor, which is
used to extract secret keys from users’ identities.
Different from previous schemes with classical al-
gebraic structures, the work of Gentry et al. [3]
constructed the first IBE scheme under the DLWE
assumption in the random oracle (RO) model (ab-
breviated as GPV-IBE).

The advantages of combining both IBE and
FHE make the identity-based fully homomorphic
encryption (IBFHE) much appealing. Multi-id

IBFHE (MIBFHE) is the counterpart of MFHE
in the identity-based setting. However, till now,
there are few results in the construction of IBFHE,
and so is for that of MIBFHE. Gentry et al.
[4] once described a compiler that can transform
any existed lattice-based IBE schemes into IBFHE
schemes. Clear and McGoldrick [5] presented a
quite complex ciphertext expanding technique to
construct a single-hop MIBFHE scheme based on
GPV-IBE and the work of Gentry et al. [4]. Re-
cently, for constructing IND-CCA1 secure FHE
schemes, Canetti et al. [6] proposed a generic con-
struction of MIBFHE, with the weakest compact-
ness?), from MFHE and IBE in the black-box form.

In this study, we use a simpler ciphertext ex-
pansion technique to construct a more compact2)
MIBFHE scheme secure in the standard model.
The simpler ciphertext expansion technique is
the identity counterpart of the one proposed by
Mukherjee and Wichs for constructing an MFHE
scheme [7] and needs deterministic key deriva-
tion®). So we first construct an IBE scheme with
such a property with a puncturable pseudorandom
function (PPRF) and an indistinguishability ob-
fuscator (iQ), the use of which are sufficient for
achieving the property.
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1) The size of the result ciphertext from homomorphic evaluation is linear with the number of input ciphertexts.
2) The size of the result ciphertext from homomorphic evaluation is linear with the number of involving identities.

3) The explanation can be found in Appendix A.
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Notations. We use bold lower case letters (e.g.,
a,b) to denote column vectors, bold upper case
letters (e.g., A, B) to denote matrices, and bold
calligraphy (e.g., M) to denote a sequence of ma-
trices in the matrix form as required. For a matrix
A, Ali, j] denotes the entry in the i-th row and the
j-th column, and ||A|oc = max; ;j{|A[i, j]|} repre-
sents the infinity norm. Similarly to the norm of
vectors. For any integer ¢, the notation ¢, refers

to [logs q]. For a set S, s Es represents the op-
eration of sampling element s from S uniformly at
random. For k € N, [k] denotes the set {1,...,k}.
Remark 1. The definition of MIBFHE and other
related definitions are provided in Appendix B.

IBE construction. Let n,q and B,-bounded
error distribution x be proper parameters for
the DLWE,, 4, assumption, m = O(nly), iO be
an indistinguishability obfuscator, and F : K X
{0,1}*™) — {0,1}™ be a puncturable family of
PRFs equipped with (F.Key, F.Puncture), where
k(-) is a computable function in A.

e IBE.Setup(-): On input 1%, sample A &
Zy*™, generate a key of PPRF K « F.Key(1?)
and an obfuscated program H <+ iO(\, RelatelD),
where the program RelatelD is shown in Figure 1.
Output mpk = (A, H) and msk = K.

Input: id € {0,1}*
Constants: A, K

1. wiq := F(K, ld) S {0, 1}m’

2. output uiq := Awiq € Ly -

Figure 1 Program RelatelD.

e IBE.KeyGen(-,-): On input msk and id €
{0,1}F, evaluate w;q = F(K,id) € {0,1}™ and
output siq = (1,w)T € {0, 1}

e IBE.Enc(,-,-): On input mpk, id € {0, 1}* and
€ 40,1}, sample r & Zy, e < ! and gener-
ate uiq + H(id), Aiq == (uiq|| — A) € Z* "D,
Compute and output

T
Ciq = Aglr +e+ (u . EJ ,lem) € Z;”H.

Note that Aiq - siq =0 mod gq.

e IBE.Dec(+,+): On input siqg and ¢;q, compute
d := (8ia, ¢ia) and output L%}.

Note that this scheme is correct because decryp-
tion works as follows:

(Sid, €ia) = (Sid.€) + p EJ ;
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where ||(Sid, €)]loc < (m+1)By, and p can be de-
crypted correctly as long as (m+1)B, < ¢/4. We
confirm the security of the scheme by Theorem 1.

Theorem 1 (Security). The above scheme IBE
is INDr-sID-CPA secure®) in the standard model
if the DLWE,, 4, assumption holds, O is an indis-
tinguishability obfuscator and F is a puncturable
family of PRFs.

Proof. Refer to Appendix C.

Single-hop MIBFHE construction. For a mod-
ulus ¢, we first recall a gadget vector g =
(20,21, ... 2t=1)T ¢ 7% [8]. Note that the last
entry 2! of g is in the interval [¢/2,q) mod q.
And hence we define a slightly variant of the gad-
get matrix from previous work [7, 8]:

G, =1, ®g=dagg,...,g) € Zgrwqxnl.

Correspondingly, we define the inverse function
G;l oz = {0,1} ™™ which decom-
poses each entry of the input matrix into a row
of size ¢, in binary representation. We have the
property that for any matrix A € que‘Z *™ it holds
that G,,}(A) - G, = A.

e SMIBFHE.Setup(-): On input 1*, do the same
as IBE.Setup(1*), and finally output mpk = (A, H)
and msk = K.

e SMIBFHE.KeyGen(+,-): On input msk and
id € {0,1}*, do the same as IBE.KeyGen(msk, id)
and output siq = (1, w})".

e SMIBFHE.Enc(-,-,-): On input mpk, id €
{0,1}* and p € {0,1}, choose S « y(m+Dlaxn
E « x(m+DEx(m+1) “and compute uiq + H(id),
Ay = (uid|| — A), Ciyq:=SAq+E+ puG41 €
Z{m T A dditionally, for i € [(m +

1)¢4],j € [n], we sample S; ; & Zémﬂ)eqxn and

E;j  xmtDxm+l) and compute S[i,j] :=
Si,ind + Ei,j + S[i,j]Gm+1 S Zéerl)qu(erl).
Output the ciphertext Cjq associated with the ma-

-,

terials for homomorphic evaluation (id, S).

e SMIBFHE.Dec(-,-): On input (Sidy,- - -, Sidy)
and 6’, let ¢ be the /,-th row of C and § =
(s, Il 1[s& )T, Compute 6 := (& 8). Output
l5re=r].

e SMIBFHE.Eval(-,-,-): On input mpk, f, and
(Ciay, (id1,81)), - - -, (Ciay, (idn, Sn)),  assume,
without loss of generality, that these ciphertexts
are under ¢ different identities idy,...,ids, respec-
tively, and that f consists only of NAND gates
with fan-in 2, which can be evaluated homomor-
phically gate by gate.

4) INDr-sID-CPA security implies anonymity and IND-sID-CPA security.
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At first, we expand each ciphertext of message
Ciq, into Ciq, with t time size, for i € [N], where
éidi consists of ¢t x ¢ sub-blocks with Cjq; in the
diagonal entries, X; in the j-th row and the i-th
column entry and O(y,41)¢,x (m+1) 0 others. Now,

we construct

(m+1)Lq n
Xj = Z ZGT_nlJrl(Ua,b)Si[a;b]a
a=1 b=1

in which the entry in the a-th row and the first
column of U, 4 is the b-th entry of H(id;) — H(id,).
And then for each NAND gate with two in-
puts C; and C}, compute the result ciphertext
Gi(m+1)0yxt(m+1) — G;(}n 1)(Ci) x Cj. Finally, af-
ter computing all NAND gates of f, output the
final result ciphertext.

The correctness of the scheme is presented in
the following lemma.

Lemma 1 (Expand correctness). For any poly-
nomial N on A and N different identities
idy,...,idy, any ciphertexts Ciq, of pu with ci-
phertexts é:; of its randommness S;, in which
the error distribution x is B,-bounded, the ex-
panded ciphertext (Aﬁ'idi is the ciphertext of p un-
der (idy,...,idy) with O(m*¢,B,) noise.

Proof. Refer to Appendix D.

Theorem 2  (Security). The single-hop
MIBFHE scheme SMIBFHE is IND-sID-CPA se-
cure in the standard model if the IBE scheme IBE
is IND-sID-CPA secure in the standard model, iO
is an indistinguishability obfuscator, and F is a
puncturable family of PRFs.

Remark 2. Because the homomorphic evalua-
tion ability of the adversary against the IND-sID-
CPA security of MIBFHE is useless for it in the
game, the proof for Theorem 2 is similar to that
for Theorem 1.

Applications of our single-hop MIBFHE. In [8],
Brakerski and Perlman proposed a fully dynamic
MFHE scheme (abbreviated as BP), from a single-
hop MFHE scheme, with a short ciphertext of size
nfy and a comparatively large public key of size
O(n°€y). Although the generic construction of
MIBFHE in [6] can be fully dynamic initiated with
BP scheme together with an IBE scheme, it has in-
herited the disadvantage of BP scheme, which con-
tains the large public key of BP scheme as a part
of its ciphertext. We construct a fully dynamic
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MIBFHE scheme, in Appendix E, from our single-
hop MIBFHE scheme, which inherits the advan-
tage of short ciphertext in BP scheme.

In addition, our single-hop or fully dynamic
MIBFHE scheme can also be used to construct an
IND-CCA1 FHE scheme through the transforma-
tion in the work of Canetti et al. [6].
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