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Abstract We evaluate the security of RECTANGLE from the perspective of actual key information (AKI).

Insufficient AKI permits the attackers to deduce some subkey bits from some other subkey bits, thereby

lowering the overall attack complexity or getting more attacked rounds. By considering the interaction

between the key schedule’s diffusion and the round function’s diffusion, we find there exists AKI insufficiency

in 4 consecutive rounds for RECTANGLE-80 and 6 consecutive rounds for RECTANGLE-128, although

the master key bits achieve complete diffusion in 2 and 4 rounds, respectively. With such weakness of

the key schedule, we give a generic meet-in-the-middle attack on 12-round reduced RECTANGLE-128 with

only 8 known plaintexts. Moreover, we calculate AKI of variants of RECTANGLE as well as PRESENT.

Surprisingly we find that both RECTANGLE-128 and PRESENT-128 with no key schedule involve more

AKI than the original one. Based on this finding, we slightly modify the key schedule of RECTANGLE-128.

Compared with the original one, this new key schedule matches better with the round function in terms of

maximizing AKI. Our work adds more insight to the design of block ciphers’ key schedule.
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1 Introduction

During recent years, there have been quite extensive application of lightweight block ciphers in con-

strained environments, such as RFIDs, sensor nodes, and smart cards. There have been a wide vari-

ety of lightweight algorithms up to now, including PRESENT [1], LED [2], Midori [3], SKINNY [4],

QARMA [5], GIFT [6], Simon and Speck [7]. In addition to providing (relatively) strong cryptographic

security, lightweight block ciphers are also known for a lower cost than standard block ciphers in terms

of hardware and software implementation. The key schedule of lightweight block ciphers, in particular,

is often highly simplified. Some key schedules use round-by-round iterations with low diffusion [1, 8, 9],

some do linear operations or simple permutations on master keys [10,11], some even have no key schedule

at all [2, 12].

Scientifically designing the key schedule part of block ciphers is an important but not well-understood

subject. It is not yet clear what properties a good key schedule should have. Particularly for lightweight

block ciphers, it remains an open problem that how to guarantee sufficient diffusion of key bits by

using limited operations of the key schedule. Another issue is that, the diffusion of key schedules and

the diffusion of round functions are usually evaluated independently, while the poor distribution of key
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bits on the the diffusion path of round functions leads to many attacks, such as the meet-in-the-middle

attack [13].

It is pointed out by Huang and Lai in [14] that the information leakage of key bits might be resulted from

the the overlapping of the diffusion of round functions and the diffusion of key schedules, thereby deserving

more attention. They discussed this relation in terms of the definition of actual key information (AKI).

Insufficient AKI permits the adversary to deduce some subkey bits from some other subkey bits. The

missing of those key bits will further reduce time complexity of attacks, or even leading to more attacked

rounds. Until now, there are mainly two types of algorithm to calculate AKI. One is the algorithm

proposed by Huang et al. [15] for iterated key schedules of lightweight ciphers to search calculation

dependency paths involving insufficient AKI, which is based on greedy strategy. Another automatic tool

to detect such key schedule weakness is the algorithm given by Lin et al. [16] for searching key bridges.

The key-bridging technique was first used in the single-key attacks on AES, which exploits the weakness

of AES key schedule [17]. The existence of key bridges can be interpreted as key bits leakage, namely

AKI insufficiency.

RECTANGLE, which allows fast implementations for multiple platforms, is a lightweight block cipher

proposed by Zhang et al. [18] using bit-slice techniques. It adopts a substitute-permutation network

(SPN) structure with 25 rounds. It has a 64-bit block size and two versions of key size: 80-bit and

128-bit. There have been many analysis results of the security of RECTANGLE. In [18], the designers of

RECTANGLE presented some security analyses in the single-key model, including differential cryptanal-

ysis [19], impossible differential cryptanalysis [20], linear cryptanalysis [21], integral cryptanalysis [22,23]

and statistical saturation attack [24]. Shan et al. [25] attacked 19-round reduced RECTANGLE-80 in a

related-key setting. Kosuge et al. [26] presented the first integral attack on 10-round RECTANGLE-80

and 12-round RECTANGLE-128. Sun et al. [27] constructed an 8-round higher-order integral distin-

guisher for RECTANGLE based on division property. Subsequently, Xiang et al. [28] found 9-round

integral distinguishers of RECTANGLE by using the so-called MILP method. Sasaki and Todo [29] give

the complete list of impossible differential characteristics of RECTANGLE starting and ending with 1

active nibble. There are also some results about RECTANGLE S-box [30,31] and the implementation of

RECTANGLE [32–34]. Despite all this, the key schedule of RECTANGLE has not been well analysed.

When the designers of RECTANGLE consider the diffusion of key bits, they see the key schedule in an

isolated way. However, as mentioned above, the interaction between the diffusion of key schedules and

the diffusion of round functions should also be given attention. In this paper, we evaluate the diffusion

of RECTANGLE’s key schedule in combination with the diffusion of its round function and give a fur-

ther research on its security. We hope our work add more insight to the design of the key schedule of

RECTANGLE, even some other block ciphers.

Our contributions. First, we redefine AKI in a more general way. Compared with Huang and Lai’s

definition, our definition is more concise and illustrates the concept more accurately. Then, we calculate

the AKI of key bits distributed in the diffusion path of the round function of RECTANGLE. Our results

show that there exists information leakage of key bits in (2–4)-round paths for RECTANGLE-80 and

(2–6)-round paths for RECTANGLE-128. One main reason is the overlapping between the diffusion of

the key schedule and the diffusion of the round function. With such weakness of the key schedule, we

give a generic meet-in-the-middle attack on 12-round RECTANGLE-128 with quite low data complexity,

which is only 8 plaintexts. Moreover, we analyze several variants of RECTANGLE and PRESENT.

Surprisingly we find that both PRESENT-128 and RECTANGLE-128 with no key schedule involve more

AKI than the original one. Inspired by the experiment results, we slightly modify the key schedule of

RECTANGLE-128. Compare with the original one, this new key schedule matches better with the round

function in terms of maximizing AKI.

Organization. The other parts of the paper are organized as the way in below. Section 2 gives a brief

description of RECTANGLE. Section 3 introduces the notion of AKI. Section 4 presents a weakness of

RECTANGLE key schedule from the perspective of AKI, which can be exploited to mount a meet-in-the-

middle attack. This section also analyzes several variants of RECTANGLE with different key schedules.

Section 5 proposes a new key schedule for RECTANGLE-128 by making a slight modification to the
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Figure 1 (Color online) The round transformation of RECTANGLE, taking the 80-bit version as an example.

original one. Section 6 concludes this paper.

2 Specification of RECTANGLE

RECTANGLE has a 64-bit block size and two versions of key size: 80-bit and 128-bit. It adopts an

SPN structure with 25 rounds. The state of RECTANGLE, including the plaintext, ciphertext and

intermediate value, is expressed as a rectangular array of 4× 16 bits:
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The key state is expressed as a 5×16 rectangular array for the 80-bit key schedule and a 4×32 rectangular

array for the 128-bit key schedule:
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The round transformation of RECTANGLE is a sequence of three steps: AddRoundkey, SubColumn

and ShiftRow, which are illustrated in Figure 1. The final round contains an additional AddRoundkey

step.

Key schedule of RECTANGLE-80. The 80-bit master key is used as the initial value WK0 of an

80-bit key register, a rectangular array in size of 5 × 16 bits. The 64-bit round key RKi (i = 0, . . . , 25)

consists of the first 4 rows of the current state of the key register. After extracting RKi, the key register

WKi is updated by three steps: Applying the S-box S at the 4 rightmost columns and the uppermost

rows, employing a 1-round generalized Feistel transformation, and the rightmost 5 bits in the first row

XORed with a round constant. The update of the key register is illustrated in Figure 2.

Key schedule of RECTANGLE-128. The 128-bit master key is used as the initial value WK0 of

a 128-bit key register, arranged as a rectangular array of 4× 32 bits. The 64-bit round key RKi consists

of the 16 rightmost columns of the current contents of register. After extracting RKi, the key register

WKi is updated by three steps, which is quite similar with that of RECTANGLE-80 key schedule (see

Figure 3).

Refer to [18] for more details regarding the specification of RECTANGLE.

3 Actual key information

In this section, we give the definition of AKI, which was first proposed to depict the interaction between

the key schedule and the round function of block ciphers by Huang and Lai in [14]. Their research is
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Figure 2 (Color online) Key schedule of RECTANGLE-

80.

Figure 3 (Color online) Key schedule of RECTANGLE-

128.

interesting and useful but has not got the deserving attention. Besides, the definition of AKI is a little

complicated and hard to read. Therefore, we redefine AKI in a more general way, and explain the relative

definitions by taking a toy cipher as an illustrative example. Then, we briefly introduce the algorithm to

search paths involving insufficient AKI.

Given the key schedule of a block cipher, we denote the set of all key variables (both the master key

and subkeys) by K, and denote the size of the set K by |K|.

Definition 1. Let K0, K
′ ⊆ K. We say that K ′ is a reduced set of K0 if |K ′| 6 |K0| and all key

variables in K0 can be derived from the key variables in K ′ according to the key schedule. We denote it

by K ′ ⇒ K0.

Definition 2 (Actual key information). The AKI of a key set K0 is the minimum size of its reduced

sets, which is denoted by AKIK0
. That is

AKIK0
= min

K′⇒K0

{|K ′|}.

We denote it by AKI for simplicity if the context specifically indicates the key set K0.

In Huang and Lai’s work [14], AKI is defined by key dependency path (KDP), while KDP is defined

by calculation dependency path (CDP), which is a bit complicated. We keep the main idea of AKI and

redefine it in a more compact way. What is more, in their definition, AKI is a reduced set. While in our

definition, AKI is the size of reduced sets. Since for a given key set, there can be several different reduced

sets with the same size, we think that our definition can illustrate the concept more accurately.

Definition 3. The theoretical key information (TKI) of the key-guessing set K0 is

TKIK0
= min{|K0|,m},

where m is the master key length. If AKI < TKI, we say that AKI is insufficient or AKI insufficiency or

key bits leakage.

Insufficient AKI permits the adversary to get some subkey bits from some other subkey bits for free.

The missing of those key bits will further reduce time complexity of attacks, or even leading to more

attacked rounds. More specifically, most attacks on block ciphers, e.g., meet-in-the-middle attacks and

guess-and-determine attacks, can be divided into three consecutive parts of r1, r and r2 rounds, such that

a certain property in the middle r rounds can be verified by guessing some key-bits in the first r1 and

last r2 rounds combined with a particular set of messages (see Figure 4). If the AKI of the key-guessing

sets is insufficient, then it is possible to lower the attack complexity. With a proper data complexity, it is

also possible to get more attacked rounds. For example, the zero-correlation cryptanalysis and impossible

differential cryptanalysis on LBlock [16], the single-key attacks on AES [17], and the meet-in-the-middle

attacks on TWINE [15,16, 35], all benefit from AKI insufficiency.

Example 1 (AKI insufficiency for TWINE-128). In [35], Biryukov et al. gave a meet-in-the-middle

attack on 25-round TWINE-128 by exploiting an 11-round distinguisher, appending 5 rounds at beginning
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Figure 4 (Color online) Main idea of guess-and-determine attacks (a) and MITM attacks (b) on block ciphers.
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Figure 5 Cipher8: a toy block cipher with an SPN structure.

and 9 rounds at the end. The key-guessing set K0 totally contains 232 key bits. However, AKIK0
=

124 bits, which reduces the time complexity and makes the attack feasible.

3.1 An illustrative example: Cipher8

We constructed a toy cipher named “Cipher8” to help our readers better understand the above defini-

tions1). Besides, we use three different key schedules to show different levels of interaction between the

key schedule and the round function.

Assume that Cipher8 has an 8-bit block size with an SPN structure (see Figure 5). Every internal state

Xi is XORed by the 8-bit subkey ki. That is, the subkey is used as the round key. Each 8-bit subkey are

generated iteratively by doing simple permutation P on the 8-bit master key k0, i.e., ki = P (ki−1). Here,

we consider three different key schedules with different permutations (see cases 1–3 in Figure 6). Next,

we calculate the AKI by taking a 2-round encryption path as an example, as is depicted in Figure 6 (left

part).

Obtaining the key-guessing set. In order to partially encrypt X2[7]
2) in a 2-round path, we need

8 key bits: K0 = {k0[4–7], k1[0–3]}. We can analyze it by using a backtracking method. In order to

calculate X2[7], we need to know X1[0–3] and guess k1[0–3]. In order to calculate X1[0–3], we need to

know X0[4–7] and guess k0[4–7]. Given all this, we get an 8-bit key-guessing set K0
3), as is shown in

Figure 6.

1) Note that the structure of Cipher8 is totally insecure and it is just used for explaining and illustrating the above

definitions.
2) Xi[j]: the jth bit of Xi, where the right most bit is referred to as the zeroth bit.
3) In [14], X2[7] → X1[0–3] → X0[4–7] is defined as a calculation dependency path. k0[4–7], k1[0–3] is defined as a key

dependency path.
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Figure 6 (Color online) The reduced sets of key-guessing set in three cases.

Calculating AKI. The AKI of the above key-guessing set varies with the key schedule candidate.

The first case serves as a classical and also extreme case in terms of key bits leakage, where the diffusion

of the key schedule and the diffusion of the round function are overlapped. More specifically, in the

key-guessing set {K0, k1[0], k1[1], k1[2], k1[3]} can be deduced by {k0[4], k0[5], k0[6], k0[7]}. Therefore,

we have that {k0[4], k0[5], k0[6], k0[7]}⇒ K0 and AKIK0
= 4 bits (see Case 1 in Figure 6). For the

second case, AKIK0
= 5 bits (see Case 2 in Figure 6). For the third case, AKIK0

= 8 bits (see Case 3 in

Figure 6), which means that the whole key space is covered.

Through the same volume of the diffusion operations, severe key bits leakage can be caused while

others are not, indicating that both the positions and the amount of the diffused bits would influence the

actual key information.

3.2 The algorithm to calculate AKI

In 2014, Huang developed an effective and efficient tool for iterated key schedules of lightweight ciphers

to search encryption/decryption paths involving insufficient AKI. We briefly review the main idea here

and refer our readers to [15] for more details.

The search can be divided into two phases: obtaining the key-guessing set and calculating AKI. More

specifically, by using the incidence matrix of the round function, we trace back round-by-round from

one-bit active state on the r-th round to the plaintext to find all the related bits that have to be guessed

in the intermediate states, which is defined as r-round forward paths. Then we can get all the subkey bits

involved on the path, i.e., the key-guessing set K0, according to the corresponding key schedule. Next,

we search the possible reduced set of K0 by using a greedy strategy to get AKIK0
.

Remark 1. All r-round paths we searched start from one bit4). Suppose that the block size is n bits,

then given a fixed r, we need to search n r-round paths to find the minimum AKI. The search covers

different rounds until the AKI is larger than or equal to the master key length m.

Remark 2. All r-round paths we searched are forward, namely partial encryption path. Similar work

can be done for partial decryption, which is omitted in our paper.

4 New observation on RECTANGLE key schedule

In this section, we search all 64 r-round (r = 1, 2, 3, . . .) forward paths of RECTANGLE and calculate the

least AKI involved by using Huang et al.’s tool [15]. We summarize the results in Table 1. Based on our

observation of key bits leakage, we give a generic meet-in-the-middle attack on 12-round RECTANGLE-

128 with quite low data complexity. Moreover, we analyze several variants of RECTANGLE.

4.1 Insufficient AKI for RECTANGLE

For RECTANGLE-80, there exists key bits leakage in 2, 3, 4-round forward paths. For RECTANGLE-

128, there exists key bits leakage in r-round forward paths, where 2 6 r 6 6. See Table 1. We summarize

the ratio of least AKI to its theoretical value on paths of different rounds for RECTANGLE in Figure 7.

4) The reason why we do it this way is shown in [15] and omitted in our paper.
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Table 1 Comparison between the least AKI and its theoretical value TKI on different rounds of forward paths for

RECTANGLE-80, PRESENT-80, RECTANGLE-128 and PRESENT-128 (Unit: bit)a)

RECTANGLE-80 PRESENT-80 RECTANGLE-128 PRESENT-128

TKI AKI TKI AKI TKI AKI TKI AKI

r = 1 4 4 4 4 4 4 4 4

r = 2 20 18 20 20 20 18 20 20

r = 3 56 42 80 64 56 44 84 77

r = 4 80 73 80 80 120 83 128 125

r = 5 80 80 – – 128 103 128 128

r = 6 – – – – 128 120 – –

r = 7 – – – – 128 128 – –

a) The bold numbers denote the insufficient AKI. Our search aborts when the AKI covers the whole key space.
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Figure 8 A 3-round path and the corresponding key-guessing set of RECTANGLE-80.

Example 2. For a 3-round path of RECTANGLE-80 from the plaintext X0 to the state X3[0] (see

Figure 8), the key-guessing set involves 56 key bits: k0[0, 2–4, 6–8, 14–16, 18–20, 22–24, 30–31, 34–36, 38–

40, 46–48, 50–52, 54–56, 62, 63], k1[0, 3, 4, 15, 16, 19, 20, 31, 32, 35, 36, 47, 48, 51, 52, 63], k2[0, 16, 32, 48].

However, the AKI is 42 bits, where k1[0, 15, 16, 19, 20, 31, 32, 35, 36, 47], k2[0, 16, 32, 48] are redundant.

When independently evaluating the diffusion of the key schedule, the master key bits achieve complete

diffusion in 2 consecutive rounds for RECTANGLE-80 and 4 consecutive rounds for RECTANGLE-128,

while the interaction between the diffusion of the key schedule and the diffusion of the round function

results in AKI insufficiency in 4 consecutive rounds for RECTANGLE-80 and 6 consecutive rounds for
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RECTANGLE-128, respectively. As is shown in [18], the 80-bit master key would determine the union of

the subkey bits of any consecutive 2 rounds, while the 128-bit master key would determine the union of

the subkey bits of the consecutive 4 rounds. Such diffusion of key bits are evaluated by considering the

diffusion path of the key schedule in an isolated way, independent from the round function. However, in

many existing attacks, it is the key bits distributed in the diffusion path of the round function that really

matters. Both the positions and the amount of the diffused bits can have an impact on the actual key

information. When considering the interaction between the diffusion of key schedule and the diffusion of

round function, our results show that the key bits in 2, 3, 4-round paths do not cover the whole key space

for RECTANGLE-80. In order to make sure that the key bits in each path depend on each of the 80 bits

of the master key, the number of rounds should be at least 5. Similarly for RECTANGLE-128, our results

show that there exists key bits leakage for 2, 3, 4, 5, 6-round paths. The number of rounds to make the

key bits on the paths cover the whole 128-bit key space is at least 7. These three more rounds penalty

benefits from the key bits leakage caused by the overlap between the round functions’ diffusion and the

key schedules’ diffusion, which again demonstrates to us that their interaction should be attached with

more attention.

As a comparison, we also put the corresponding results of AKI for PRESENT [1] in Table 1. In the

design document of RECTANGLE [18], the authors has always made a comparison with PRESENT in

many aspects when evaluating the security of RECTANGLE. Here, in terms of AKI, we can see that

both RECTANGLE and PRESENT have varying degrees of key bits leakage, but the key-guessing sets

of RECTANGLE involve less AKI than that of PRESENT.

4.2 A meet-in-the-middle attack on 12-round reduced RECTANGLE-128

Based on the aforementioned weakness of the key schedule, a generic meet-in-the-middle attack [13] on the

12-round reduced RECTANGLE-128 is given, which is composed by 12 rounds of transformation and a

final AddRoundkey. As for the data complexity of the attack, there are only 8 known plaintexts. Besides,

the time complexity and the memory complexity are 2126.32 encryptions and less than 2125 128-bit blocks,

respectively. Even though the attack does not serve as the best attack on RECTANGLE-128 in terms

of the number of rounds, it is the first attack on RECTANGLE-128 in the type of meet-in-the-middle

attack, with quite low data complexity. Truly, as illustrated in [36], it is of great importance to confirm

the number of rounds which can be attacked through a few accessible data, for the better understanding

about the security.

We set the intermediate value V as a 4-bit value in the 6-th round, i.e., X6[0, 4, 8, 12], which can

be computed in two different ways. In the encryption direction, V can be computed using only the

plaintexts X0 and the set Kt of key bits, and in the decryption direction, V can be computed using only

the ciphertexts X12 and the set Kb of key bits. The forward and backward path and the key-guessing set

Kt and Kb are depicted in Figure 9.

For the 6-round forward path, there are 288 bits of round key in the key-guessing set, and for the

6-round backward path, there are 292 bits of round key in the key-guessing set, i.e., |Kt| = 288 bits and

|Kb| = 292 bits. That is to say, in order to calculate X6[0, 4, 8, 12], we need to guess 288 key bits during

the first 6-round encryption and 292 key bits during the last 6-round decryption, which should not have

been feasible for RECTANGLE-128. However, the AKI is 124 bits on both forward path and backward

path. Then, by exploiting such weakness of the key schedule, 124 key bits are enough to derive all the

subkey bits in Kt or in Kb, which makes it possible to mount a MITM attack on 12-round RECTANGLE-

128. For convenience, we denote the minimal reduced set of Kt (respectively Kb) by K ′
t (respectively

K ′
b
).

In the attack, for each guess of K ′
t, which deduces Kt, we compute the value of V and stores it in a

hash table. Then, for each guess of the subkey K ′
b
, which deduces Kb, we compute the value of V and

search for a match in the Hash table. If the computation in the two different ways leads to the same

value of V (which is always the case for the correct guess of (Kt, Kb)), then there is a match in the hash

table and the corresponding key guess is regarded as a candidate key guess. Note that according to the
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Figure 9 A 6-round forward path and backward path (left) and the corresponding key-guessing set (right) for

RECTANGLE-128.

key schedule, after guessing all 124 key bits in K ′
t
, 92 key bits in K ′

b
can be known. Thus, these two

paths share 92 bits of key information, and we can filter 92 bits of information from the key and reduce

the time complexity in exhaustive search phase. The pseudo-code of the attack algorithm is given in

Algorithm 1.

Complexity analysis. In the 12-round MITM attack, we use 8 known plaintext-ciphertext pairs.

The time complexity is O(2124). More specifically, in the MITM phase, it is 2124 · 8 · 0.5 = 2126 12-

round encryptions. Meanwhile, the volume of the left candidate keys is 2124+124−92−4·8 = 2124. Thus,

2124 trivial encryptions are required in the exhaustive search phase. The entire time complexity is about

2126.32 encryptions of 12-round RECTANGLE-128. The memory complexity is O(2124). More specifically,

the memory complexity is 2124 blocks of size 4 · 8+ 124 = 156 bits, which is less than 2125 128-bit blocks.
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Table 2 Comparison between the least AKI and its theoretical value TKI on different rounds of forward paths for

RECTANGLE-128 and its three variants, PRESENT-128 and its variant without key schedulea)b)

RECTANGLE-128 T1-128 T2-128 T3-128 PRESENT-128 P-variant

TKI AKI AKI AKI AKI TKI AKI AKI

r = 1 4 4 4 4 4 4 4 4

r = 2 20 18 20 20 20 20 20 20

r = 3 56 44 52 52 54 84 77 80

r = 4 120 83 68 100 104 128 125 128

r = 5 128 103 80 128 128 128 128 –

r = 6 128 120 92 – – – – –

r = 7 128 128 104 – – – – –

r = 8 128 – 116 – – – – –

r = 9 128 – 125 – – – – –

r = 10 128 – 128 – – – – –

a) T1-128 is RECTANGLE-128 variant with PRESENT-128 key schedule, T2-128 is RECTANGLE-128 variant without

key schedule, T3-128 is RECTANGLE-128 variant with our new key schedule proposal.

b) The bold numbers denote the insufficient AKI. Our search aborts when the AKI covers the whole key space.

Algorithm 1 Meet-in-the-middle attack on 12-round RECTANGLE-128

1: for each possible value of 124 bits for K ′

t
do

2: Deduce the corresponding subkey bits in Kt;

3: Encrypt Pi to get Xi

6[0, 4, 8, 12], i = 1, . . . , 8;

4: Store corresponding key values for K ′

t
in T1 indexed by X1

6 [0, 4, 8, 12]|| . . . ||X
8
6 [0, 4, 8, 12];

5: end for

6: for each possible value of 124 bits for K ′

b
do

7: Deduce the corresponding subkey bits in Kb;

8: Decrypt Ci to get Xi

6[0, 4, 8, 12], i = 1, . . . , 9;

9: if this X1
6 [0, 4, 8, 12]|| . . . ||X

8
6 [0, 4, 8, 12] exists in T1 then

10: Take the corresponding key values for K ′

t
as well as current K ′

b
value as candidate key materials;

11: end if

12: end for

13: Exhaustively search each remaining candidate key.

4.3 Experiments on variants of RECTANGLE key schedule

Nowadays, some trends exist in terms of the lightweight cryptography such as the increasing popularity

of “lighter” key schedules. Some lightweight block ciphers, such as LED [2], do not even have the key

schedule. They just directly apply master keys in each round. More specifically, in the case that the key

size is equal to the block size, the master key is used in each round as the round key. In the case that

the key size double the block size, the first half of the master key and the second half are used repeatedly

in each round. A natural question is that, how AKI changes if RECTANGLE does away with the key

schedule? And since the paths of PRESENT involve more AKI than that of RECTANGLE, what if

RECTANGLE uses PRESENT key schedule?

We conduct extensive experiments on these two types of RECTANGLE-128 variants, where we keep

the cipher algorithm but change the key schedule. We denote by T1-128 the first type of RECTANGLE

variant with PRESENT-128 key schedule, and by T2-128 the second type of RECTANGLE variant which

uses the master key directly. Incidentally, we also change the key schedule of PRESENT-128 by using

the master key directly, which we denote by P-variant. Following the line of the above experiments, we

search all 64 forward paths of different rounds for T1-128 and T2-128 and calculate the least AKI of the

corresponding key-guessing set, as shown in Table 2.

Surprisingly, we find that RECTANGLE-128 without key schedule behaves better from the perspective

of AKI. We get similar results for PRESENT-128 variant without key schedule (see Table 2). This issue

indicates to some extent that a more complicated key schedule does not always means more security,

which is a little counterintuitive.

For T1-128, when replacing the key schedule of RECTANGLE-128 with that of PRESENT-128, there
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Figure 10 (Color online) A new key schedule proposal for RECTANGLE-128.

Figure 11 (Color online) The generalized Feistel transformation of the original RECTANGLE-128 key schedule (left) and

our new key schedule proposal (right).

exists key bits leakage for more rounds. This reminds us, once more, that the interaction between the

diffusion of round functions and the diffusion of key schedules should get more attention.

5 A new key schedule proposal for RECTANGLE-128

Inspired by T2-128, a new key schedule for RECTANGLE-128 is proposed (see Figure 10). Our proposal

makes a slight modification to the original one:

(1) We slightly modify the generalized Feistel transformation step (see Figure 11);

(2) We extract the 64-bit round key from the first 2 rows instead of the 16 rightmost columns of the

current state of the key register.

After making these modifications to the key schedule of RECTANGLE-128, the two 64-bit parts of the

128-bit master key can be used alternately in each round. Our results show that RECTANGLE-128 with

the modified key schedule, which is denoted by T3-128, involves more actual key information than both

RECTANGLE-128 and T2-128 for the same round (see Table 2). Our results remind us that, besides the

interaction between the key schedule’s diffusion and the round function’s diffusion, the key extraction

phase of the key schedule should be given more attention.

We emphasize that our results mainly focus on resisting attacks resulting from key information leak-

age. Other security considerations should be taken into account when designing the key schedule of a

lightweight block cipher, such as the related-key attacks (which is not taken in consideration in this paper

and left as our future work), as the key schedule impacts many types of attacks.

6 Conclusion and further work

In this paper, we analyzed the key schedule of RECTANGLE from the perspective of actual key in-

formation. We pointed out that the key schedule of RECTANGLE poorly distribute key bits in the

diffusion path of the round function, leading to AKI insufficiency of different rounds. Compared with

PRESENT, the information leakage of key bits for RECTANGLE is more serious. Moreover, we analyze

several variants of RECTANGLE and PRESENT. Surprisingly we find that both PRESENT-128 and

RECTANGLE-128 without key schedule involve more AKI than the original one. Inspired by the exper-
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iment results, we propose a new key schedule for RECTANGLE-128 by making a slight modification to

the original one. Actually, AKI reveals the interaction between key schedules and round functions, not

merely the property of key schedules. We hope our work add more insight to the design of (lightweight)

block ciphers.

Our future work will be done in the following directions. One is developing effective automatic tool

based on graph theory to get the exact value of AKI (basically completed). Huang et al. [15] developed

an efficient tool to search the computation chains involving insufficient AKI for iterated key schedules

of lightweight ciphers, which has been used in our paper. However, what they obtained is in fact an

upper bound of real AKI. The algorithm for searching key-bridging technique given by Lin et al. [16]

can also be seen as an tool to calculate AKI, as the existence of key bridges is actually key bits leakage.

But they did not consider the key-guessing set obtaining phase in their work. Complete and effective

automatic tool in needed. Meanwhile, it is significant to think about the design criteria of practical guiding

significance for avoiding AKI insufficiency, not just in a “detecting-then-modifying” way. Another work is

to further investigate the new key schedule proposals will/will not affect the related-key attack resistance

(in progress). It is interesting to evaluate and redesign RECTANGLE variant without key schedule, since

our experiments show that RECTANGLE-128 without key schedule involves more AKI than the original

version. In this case, the design will be carried out in a much more compact way by concentrated only

on the round function part, no key schedule and therefore no need to consider the interaction between

key schedules and round functions.
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