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Abstract Cloud storage systems provide users with convenient data storage services, which allow users to
access and update outsourced data remotely. However, these cloud storage services do not guarantee the
integrity of the data that users store in the cloud. Thus, public auditing is necessary, in which a third-party
auditor (TPA) is delegated to audit the integrity of the outsourced data. This system allows users to enjoy
on-demand cloud storage services without the burden of continually auditing their data integrity. However,
certain TPAs might deviate from the public auditing protocol and/or collude with the cloud servers. In this
article, we propose an identity-based public auditing (IBPA) scheme for cloud storage systems. In IBPA,
the nonces in a blockchain are employed to construct unpredictable and easily verified challenge messages,
thereby preventing the forging of auditing results by malicious TPAs to deceive users. Users need only to
verify the TPAs’ auditing results in batches to ensure the integrity of their data that are stored in the cloud.
A detailed security analysis shows that IBPA can preserve data integrity against various attacks. In addition,
a comprehensive performance evaluation demonstrates that IBPA is feasible and efficient.
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1 Introduction

As a result of the rapid development of communication technology and networks, people are now receiv-
ing, processing and storing large amounts of data daily. To mitigate the burden of local data storage,
subsequent updates and maintenance, personal data are often stored on public cloud servers [1,2]. Due
to the complexity of the cloud environment, cloud servers are vulnerable to external rival attacks and
internal hardware or software failures, which can cause users’ data to be corrupted or even lost [3]. In
addition, a cloud server is an independent and untrusted administrative entity that may delete data that
users have never accessed to save storage space or hide data loss events to maintain its reputation [4].
Unfortunately, after they have uploaded their data to a cloud server, users often delete locally stored
backup data. Because of these three factors, it is important for users to audit the integrity of their
outsourced data on a regular basis.

To verify the integrity of outsourced data, an integrity auditing model has been proposed for peri-
odically auditing these data [1]. Because the amount of data stored in the cloud is large and a user’s
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communication resources are limited [5], it is expensive and unreasonable for users to frequently download
all of their data to audit their integrity [6]. Therefore, users traditionally authorize a third-party auditor
(TPA) to conduct public audits of their outsourced data [2]. In other words, the TPA performs data
integrity auditing in collaboration with the cloud server on behalf of the user.

Most public auditing schemes are based on a public key infrastructure (PKI), in which the auditor
verifies users’ certificates and selects the correct public key for authentication. These schemes face various
issues related to certificate management, including the revocation, storage, distribution, and validation of
certificates. In practice, certificate management systems are inefficient and cumbersome [7]. Furthermore,
the credibility of the TPA is questionable. However, in most schemes, the auditor is assumed to be honest
and reliable, which is a very strong assumption because it is quite possible for auditors to be corrupted.
For example, an irresponsible auditor can establish a good integrity record without performing the public
auditing protocol to reduce verification costs [8]. In this case, the aforesaid public auditing protocol do
not provide any guarantee of data integrity. Consequently, it is necessary and practical to develop a
public auditing scheme that can thwart malicious auditors.

Related work. To ensure the integrity of data stored on an untrusted cloud server, Juels et al. [9]
proposed a “proofs of retrievability” (POR) scheme, which relies on indistinguishable blocks hidden
among file blocks that serve as sentinels to detect data corruption. However, this proposal supports only
a bounded number of POR queries. In accordance with the auditor’s role, integrity auditing approaches
can be classified into two categories: private auditing and public auditing. The POR scheme does not
consider the public auditing model.

In 2007, Ateniese et al. [4] first designed a public verification scheme based on proofs of data possession
(PDP), which is a proposed variant of the POR scheme that supports an unbounded number of challenge
queries. Nevertheless, Ateniese et al. did not present any proof of security against arbitrary adversaries.
In 2008, Shacham and Waters [10] proposed private-key-based and public-key-based POR schemes, which
utilize homomorphic authenticators to yield compact proofs and support public verification.

Following the work of Shacham et al., many public auditing schemes were proposed, such as those
presented in [11-23]. Considering the large data volumes involved and the limited nature of communica-
tion resources, users usually use public auditing schemes to audit the integrity of their outsourced data.
These existing auditing protocols are mainly based on PKI systems. However, in a PKI-based auditing
system, the problem of key management arises. To eliminate the need for certificate management in
public auditing schemes, identity-based public auditing (IBPA) schemes [7,24,25] have been proposed.

Investigations of the credibility of the TPA have also attracted attention in the recent literature, with
the intent of effectively preventing malicious auditors from forging auditing results. Many public auditing
schemes depend upon a fully trusted TPA to verify the integrity of data on behalf of users without
downloading the entire data set. However, a malicious TPA can reduce the number of audits to reduce
resource consumption or can collaborate with cloud servers to gain certain benefits. In 2014, Armknecht
et al. [8] proposed the first scheme for verifying data integrity against malicious auditors, in which the
Bitcoin proof-of-work mechanism is relied upon as a secure source of time-dependent pseudorandomness.
Following the work of Armknecht et al., Zhang et al. [26] proposed a certificateless public integrity
verification scheme that simultaneously supports certificateless public verification and resistance against
malicious auditors for verifying the integrity of outsourced data in cyber-physical-social systems. A more
detailed survey on data auditing can be found in [27].

Our contributions. In this paper, we propose an identity-based public auditing scheme for ensuring
data integrity in cloud storage systems, which is called IBPA. To ensure objective auditing of the integrity
of outsourced data, IBPA requires the user to batch check the auditing results provided by the TPA to
further confirm the integrity of the data. In IBPA, the public blockchain mechanism of the Bitcoin
system is used as the key technology for public auditing. We select challenge messages for auditing data
integrity based on nonces, which are indispensable features of a public blockchain that are used to solve
given Hash puzzles. The nonce in a block is not predefined and is easily verifiable, which ensures that
even if a malicious auditor forges an auditing result, it cannot be validated by the user. In addition, in
IBPA, the TPA’s auditing results are written into the public blockchain, which can serve as undeniable
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Figure 1 (Color online) System model.

evidence that the TPA has executed the auditing agreement in compliance with user requirements. Since
the blockchain is inherently verifiable and resistant to modification, recording the auditing results in the
blockchain ensures the traceability of the TPA’s auditing services.

The main contributions of this work are summarized as follows.

(1) We propose an efficient scheme for cloud storage systems, namely, IBPA, in which challenge mes-
sages are selected based on the nonces of the public blockchain of Bitcoin. In addition, we show that the
auditing results, which are written into the public blockchain, are traceable and auditable.

(2) We show that IBPA is secure under the random oracle model, and that this security is based on
the computational Diffie-Hellman problem, while maintaining good efficiency. Experimental results show
that the TPA requires only 80.11 s to audit 10000 data blocks and that a user requires only 80.14 s to
generate authentication tags and verify the auditing results for these data.

Organization. The remainder of this article is organized as follows. We formulate the problem
in Section 2 and present preliminaries in Section 3. In Section 4, we describe the construction of the
proposed IBPA scheme. Then, we prove the correctness and security of IBPA in Section 5. In Section 6,

we present a performance evaluation. Finally, we summarize our conclusion and discuss future research
directions in Section 7.

2 Problem formulation

2.1 System model

The system model of IBPA, as shown in Figure 1, involves four entities: a private key generator (PKG),
a user, a cloud server (CS), and a TPA.

e The PKG is governed by a fully trusted authority, which sets the system parameters and generates
private keys for each user.

e The CS is managed by a cloud service provider and provides users with cloud storage services. The
CS possesses an enormous amount of storage space and powerful computational capabilities. However,
the cloud service provider may be a dishonest entity and may hide data corruption or loss.

e The user is an entity with large amounts of data and limited communication resources. The user
uploads local data to the CS, as permitted by the (paid) cloud storage service.

e The TPA is delegated by the user to audit the integrity of the outsourced data. The TPA has the

expertise and ability to complete the auditing task but may not do so in full accordance with the users’
audit requirements.
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Here, we briefly describe the relationships among the entities in the system model. After the user’s
local data have been uploaded to the CS, the user relies on the CS to store and maintain those data.
The user can access and update the outsourced data anytime and anywhere. To ensure the integrity of
the data, the user delegates the TPA to regularly audit the data and checks the TPA’s auditing results
over a longer period of time.

However, the TPA may perform fewer audits than agreed upon with the user to reduce auditing costs,
or, for financial reasons, the TPA and the CS may collude to forge audit data to deceive the user.

IBPA is formally defined as follows.

Definition 1 (IBPA). IBPA consists of seven algorithms: Setup, Keyextr, Store, Challen, Proofgen,
Audit, and Checklog.

Setup(k) — (Para,s). Based on an input security parameter k, the Setup algorithm establishes a
public parameter Para for the system and a master secret key s.

Keyextr(Para, s,ID) — (sPy,0,8Py,1). From the input public parameter Para, the master secret key
s and a user’s identity ID, the Keyextr algorithm generates a private key (sPy,0,5Py,1) and a common
state parameter w for the user.

Store(Para, F, (sPy .0, $Pu,1)) — ¢. From the input public parameter Para, a file F' and a user’s private
key (sPuy,0,5Pu1), the Store algorithm generates a set ¢ of authentication tags that correspond to the
data blocks in file F' for the user.

Challen(Para,t) — D. From the input public parameter Para and a time ¢ that is specified by the
user, the Challen algorithm generates a challenge message D for the TPA.

Proofgen(Para, D) — C. From the input public parameter Para and a challenge message D, the
Proofgen algorithm generates proof information C' for the CS.

Audit(Para,C') — 0/1. From the input public parameter Para and proof information C, the Audit
algorithm outputs an auditing result of either 0 or 1 for the TPA, where 0 means reject and 1 means
accept.

Checklog(Para, Lf) — 0/1. From the input public parameter Para and auditor’s log file Lf, the Checklog
algorithm outputs the checking result as 0 or 1 for the user, where 0 means reject and 1 means accept.

2.2 Threat model

In the threat model, we consider three types of attacks: forgery, replacement, and replay attacks. Here,
we define the role and possible behaviors of each entity. The PKG is completely trustworthy and will not
launch any attack. The CS is not trusted since it may hide data loss to maintain a good reputation or
may delete data that the user has never accessed to save storage space. The TPA is semicredible and may
deviate from the protocol to reduce auditing overhead and/or in collusion with the CS [8]. For example,
a malicious auditor may share the secret key with the CS so that both can generate correct POR without
having to store the outsourced data at all. We assume that the user will not attack the IBPA scheme.

e Replacement attack. An adversary attempts to pass the data integrity audit by replacing the chal-
lenged block and signature with an unchallenged and uncorrupted block and signature.

e Forgery attack. An adversary forges proof information to deceive the TPA or the user or forges an
auditing result to cheat the user.

e Replay attack. An adversary replays previous proof information in an attempt to pass the TPA’s
audit.

We consider that the CS may launch all of the above attacks and that the TPA may launch forgery
attacks. In addition, we consider that external adversaries may launch forgery and replay attacks.

2.3 Design goals

In this paper, we target public integrity auditing for cloud storage systems, in which three challenging
problems are encountered.

(1) Constructing an unbiased, unpredictable and easily verified challenge message. To ensure correct
and effective auditing, in order to prevent a malicious auditor from generating an audit result ahead of
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time and provide incontrovertible evidence that the TPA has properly executed the auditing protocol, the
challenge information must not depend solely on either the user or the auditor and cannot be predefined.
Therefore, unbiased construction of the challenge information is crucial for effective audit execution.

(2) Resisting forgery attacks on tags. The user uploads the processed files and tags constituting the
data to be stored to the CS. If the CS or a third party can forge an authentication tag, the CS can still
pass the audit of the TPA if the original data are lost. Therefore, resistance against tag forgery is a
serious consideration in the tag construction process.

(3) Verifying the auditing results effectively. To prevent the auditor from forging auditing results,
the user must regularly verify the auditor’s auditing results. Note that the cycle of user verification of
auditing results is much longer than that of the auditor’s auditing of data integrity. Thus, in cases where
the user authorizes a TPA to audit data, the procedure for validating the auditing results should be more
efficient than that for auditing the data stored in the cloud.

To ensure efficient integrity auditing for outsourced data on a CS under the previously described threat
model, IBPA should achieve the following three sets of objectives.

Functionality:

e Public auditability. Anyone (not only the TPA) is allowed to audit the integrity of user data that
are stored in the cloud. That is, anyone can easily generate an unbiased challenge message and perform
data auditing with low resource consumption.

e Storage correctness. The CS must pass the TPA’s data audit only if the CS is storing the user’s
data correctly.

e Resistance against malicious auditors. The TPA’s verification results can be reviewed by the user
only if (i) the challenge information is selected in accordance with the user’s requirements and (ii) the
user’s data are stored correctly and completely in the CS.

Security:

e Blockless verification. During the auditing procedure, the TPA does not require and cannot retrieve
any data blocks that the user has stored in the cloud.

e Privacy preservation. The TPA cannot obtain any real information about the user’s data from the
received auditing materials.

Efficiency:

e Light weight. The public audit should be performed with low communication overhead and a low
computational cost. These characteristics allow IBPA to be applied on various resource-constrained
terminals.

3 Preliminaries

3.1 Bilinear maps and computational Diffie-Hellman assumption

Definition 2 (Bilinear maps). Let G be an additive group of large prime order p, let Gy be a multi-
plicative group of the same order, and let P be a generator in G;. Let e: G; X G; — G2 be a bilinear
mapping with the following three properties:

(a) Bilinear. VP,Q € Gy and Va,b € Z,, e(aP,bQ) = e(P, Q) holds;

(b) Non-degenerate. VP € Gy, e(P, P) # 1, where 1 is the identity element;

(c) Efficiently computable. VP, Q € G, there exists an efficiently computable algorithm for computing
e(P,Q).

The security of our scheme is based on the assumed hardness of the computational Diffie-Hellman
(CDH) problem on groups.

Definition 3 (CDH assumption). Given P,aP,bP € Gi, where a,b € Z, are randomly chosen, no
t-time algorithm (Algo) has an advantage € in computing abP. That is, |Pr[Algo(P,aP,bP)] = abP| < e.
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Figure 2 (Color online) Simplified blockchain.
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3.2 Blockchain

Blockchain is well known for its outstanding performance in a variety of cryptocurrency systems, such as
Bitcoin [28], Ethereum [29], and Litecoin!). A public blockchain is an immutable ledger that is used to
record transactions, which represent the states of users in the system, and users can conduct transactions
without referring to a central authority. Structurally, a public blockchain is a one-way linear set of data
units, in which each unit of data is called a block. Each block contains a pointer PreBlockHash that
points to the previous block, a time stamp time that records the time when the block was added to the
blockchain, and multiple transactions T'xs that record approved transactions, as shown in Figure 2. All
of the blocks are linked in chronological order and are protected by a cryptographic Hash function for
integrity. Therefore, the blockchain is inherently verifiable, and its recorded transactions are resistant to
tampering.

A blockchain system includes miners who verify the validity of each transaction and maintain the
blockchain. Depending on the type of participants involved, blockchains are divided into two types:
private blockchains (including consortium blockchains) and public blockchains. In a public blockchain,
each participant can become a miner, and a transaction can be recorded to the blockchain only if it
has been approved and accepted by most miners. Additional technical details on public blockchains can
be found in [30,31]. Before a new block is generated, miners collect as many transactions as possible
and vary the nonce until one of them finds a solution to a given Hash puzzle. In the blockchain of
the Bitcoin system’s source code, the nonce size is defined as Int32. The complete randomness of the
nonce guarantees the unpredictability of the blocks. In the IBPA scheme, a nonce is used in Challen to
generate an unbiased, unpredictable and unforgeable challenge message. Furthermore, after completing
the integrity auditing of user data via Audit, the TPA broadcasts the log file that contains the auditing
results to the network. Omnce the log file has been validated and added to the public blockchain, the
auditing results cannot be compromised by a misbehaving CS or a malicious auditor. Specifically, in
the Audit algorithm, the TPA writes a challenge message to a log file and broadcasts the log file to
the blockchain network. The immutability and openness of the blockchain endow the data stored in the
blockchain with traceability. That is, the inherent properties of the blockchain guarantee the traceability
of all contents of the log file, including the challenge message.

4 Proposed scheme

4.1 Overview of IBPA

We propose IBPA to enable the efficient public auditing of outsourced data in cloud storage systems,
including the abilities to resist malicious auditors, construct challenge messages, and efficiently verify au-
diting results. To achieve these goals, the core strategy of IBPA is to (a) construct truly random challenge
messages and (b) store the auditing results generated by TPAs in a public blockchain. Specifically, IBPA
uses nonces in the Bitcoin system to sample challenges based on time. The different nonces in blocks
associated with different times are random numbers, which are unpredictable and traceable. This design

1) The cryptocurrency for payments based on blockchain technology. http://litecoin.org.
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Figure 3 (Color online) Procedure for the setup phase.

deprives the auditor and the user of the ability to subjectively choose challenge messages. This system has
several important properties: (i) Even if the user’s data are lost, the auditor may be able to provide suf-
ficient evidence that he has properly complied with the audit protocol; (ii) Random challenge messages
prevent malicious auditors from generating forged auditing results beforehand or colluding with CSs;
(iil) The system truly achieves “public auditing” because anyone can obtain a nonce in the blockchain
to generate a challenge message. In addition, to improve the efficiency of performing user verification of
auditing results, we define the period for the user verification of auditing results to be much longer than
that for the auditing of data integrity by the TPA. In other words, we allow a user to verify multiple
auditing results at the same time.

4.2 Construction of IBPA

A PKG, a user U, a CS, and a TPA participate in both phases (the setup phase and the audit phase) of
IBPA.

A file F is preprocessed into n blocks, F' = my||ma|| - - - ||my, where m; € Z,, j € [1,n], and p is a large
prime.

Setup phase. This phase is illustrated in Figure 3.

(1) Setup. The PKG generates the system parameters and a master secret key.

e With a security parameter k, the PKG selects two groups G; and G2 of the same order p and a
bilinear pairing e: G1 X G1 — Gs.

e Let P be a generator of group G1. Choose a random s € Z), and compute the public key ) = sP.

o Define Hash functions Hy, Hs : {0,1}* = G1, h: G4 — Z,,, and H : {0,1}* — Z,,.

The system parameters are Para = {G1, Ga, e, H1, Hy, h, H}. The PKG’s master secret key is s.

(2) Keyextr. User U registers with the PKG to obtain a private key.

e /{ submits his identity ID to the PKG.

e The PKG computes

Py = H.(ID,0), (1)
Py = Hi(ID, 1). (2)

o U receives the private key (sPy 0, sPy,1) and a common state parameter w.
(3) Store. U signs block m, and stores the data and the authentication tag set in the cloud.
e Choose a random r € Z,, and a random element name for file naming and compute

(55, T;) = (rHa(wllj) + H(name|j)sFu,0 + m;sBy.1,rP) (3)

as the authentication tag.
e Denote the set of authentication tags by

¢ =1{(55,T)}jenn- (4)
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Table 1 Log file

t Nonce D (S, T, p,y) Auditing results
t1 nonceq Dy (S1, 11, p1,y1) 1/0
to nonces Do (SQ,TQ,/J,Q,yQ) 1/0

e Send {F, ¢} to the CS and delete these data from the local storage.

Audit phase. This phase is illustrated in Figure 4.

(1) Challen. The TPA generates a challenge message.

e Obtain the nonce in the corresponding block based on the time ¢ that is specified by U.

e Choose a random [-element subset J = {a1,ag,...,a;} of the set [1,n] based on the nonce and k.
e Choose a random v; € Z, for each j € J.

e Generate a challenge message:

D = {j,vj}jer, (5)

and send it to the CS.
(2) Proofgen. The CS generates proof information.
e Receive D = {j,v;};es and choose a random number z € Z,.

e Compute
aj
p=ax1! Z m;v; + h(y) | € Z,, (6)
Jj=ai
y=axPyx € G, (7)
ag ag
(S, T)={ DS > vy | (8)
Jj=ai Jj=ai
e Send the proof information:
C={5T py} (9)
to the TPA.
(3) Audit. The TPA audits the integrity of the challenged block.
e Verify
) ag ap
e(S,P)=e Z Hy(wl||j)vj, P | -e Z H (namel||j)v; Puo+ py — h(y)Pu1,Q |, (10)
j=a1 Jj=a1

and output 1 to indicate acceptance if the equation holds; otherwise, output 0 to indicate rejection.
e Create an entry (t,nonce, D, (S, T, u,y),0/1) and store all such entries (one audit) in a log file in
chronological order as shown in Table 1.
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Figure 5 (Color online) Public blockchain.

e Computer the Hash value (take the first auditing task for example):
Ay = H(ty,noncey, Dy, (51, T1, p1,91),1/0). (11)

e Generate a transaction T'x, as shown in Figure 5, where the data is a set of A;, and upload it to the
blockchain.

(4) Checklog. U checks the validity of the log file that is recorded in the public blockchain.

e Check whether D1, Do, ... were chosen in accordance with the nonce in the corresponding block at
the specified time ¢.
e Pick a random subset B of the challenge message and generate a set B = {by,ba, ..., by }.
e Check {S®), T, i, 5} in the log file, where S(B) = Z?ibl v;S;.
e Verify
by by
(8P, P)Ze | Y HawlljyrP | e | D Hmamel|jv; Puo + py — h(y)Pua @ | (12)
Jj=b1 j=by

If the verification fails, U considers the cloud-stored data to be corrupted and either/both the TPA
or/and the CS to be malicious. When this occurs, U outputs a verification result of 0 to indicate rejection.
Otherwise, an output of 1 is generated to indicate acceptance.

4.3 Remark

To resist malicious TPAs, a straightforward solution is to require the TPA to send the log file to U after
each auditing task is performed. In the case, U has to keep online to receive the log file and thereby
incurs heavy communication overhead. To release U from these overhead, the TPA may utilize a store-
and-forward system (e.g., cloud-based email system) to send the log file, which enables U to access the
log file when the Internet is available. Nevertheless, this essentially introduces a trusted entity to resist
malicious auditors, since a service provider who provides the cloud-based email service must be honest
and reliable. Therefore, the TPA is required to upload the log file to the blockchain rather than directly
to U in the Audit algorithm.

5 Security proof for IBPA

5.1 Correctness proof

The correctness of (10) is derived as follows:

ap
e(S,P)=e Z v;S;, P
j=ai
ap
=e | Y vi(rHa(wl[j) + H(name||j)sPy 0 + m;sPu1), P

j=a1
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ap
Z virHa(wl|7), P | - e Z v H (name||j)sPy,0 + Z viymjsPy1, P

j=a1 j=a1 j=a1

ap ay
> Hy(w|lj)vy,rP | e | > H(namel|j)v; Puo + py — h(y) Pu.1, Q

Jj=a1 j=a1
The correctness of (11) is derived as follows:

by
e(SP,Py=c| > v8;,P
Jj=b1
by
=e Z vj(rHs(w||j) + H(name||j)sPy,o +mjsPy ), P

Jj=b1
bys bys bys
=e Z'U]THQ (w|lj), P Zv] (name||7) sPMOJer]m]sPL”,P
J=b1 J=b1 J=b1
by by
=e Z Hy(wl|j)v;,mP | -e Z H (namel||j)v; Py + py — h(y)Pya, Q
Jj=b1 j=by

5.2 Resistance against attacks

Theorem 1. IBPA can resist replacement attacks from the CS.
Proof.  Suppose that block my, of file F' has been deleted but that two blocks my, and my, and

5k1 = (Skl’Tkl)’ 5k2 = (Sk2aTk2) (13)

are well maintained in the cloud, where k, k1, k2 € [1,n]. During the auditing process, both the TPA and
the user honestly execute the scheme. That is, the user computes

S; =rHy(w||j) + H(namel|j)sPy o+ m;jsPy1, T;=rP (14)

in the Store phase. The CS sends the proof information C' = {S, T, u,y} to the TPA in the Proofgen
phase. Since

(Sky, Tky) = (rHao(wl|lk1) + H(name||k1)sPy o + mpg, $Pu1,rP), (15)
(Skys Thy) = (rHa(w||k2) + H (name||k2)sPy,o + Mk, sPy 1, rP), (16)

it follows that

Sk = Oty Sky + Oky Sky
= ay, (rHa(w||k1) + H(name||k1)sPy,o0 + mi, sPu.1)
+ au, (rHo (w||k2) + H (name||ks)sPy,0 + miy$Pu 1)
= (ap, Ha(w||k1) 4+ o, Ho(w||k2))r + (e, H(name||ky)
+ ag, H(name||k2))sPuy.0 + (g, My + 0oy My )SPu 1
# Ho(wl||k)r + H(name||k)sPy.o + mjsPy 1, (17)
Ty = ap, T, + o, Try = (g, + gy )P (18)

The probability that the following three equations are satisfied simultaneously is negligible:

mkl : akl + mkz : akQ = m;::’ (]‘9)
H (k1) - ag, + H(k2) - ag, = H(k), (20)
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H(wllk) - aw, + H(w[[k2) - ar, = H(w|[k). (21)

That is, 6} = {5}, T} cannot pass the audit of the TPA. Therefore, our scheme can resist replacement
attacks.
Theorem 2. IBPA can resist forgery attacks from the CS or the TPA.
Proof. Suppose that there exists an adversary who modifies data block mj to mj = my + [ for
k € [1,n]. During the auditing process, both the TPA and the CS honestly execute the scheme. That
is, in the Store phase, the TPA sends the challenge message D = {(j,v;)}jes to the CS. In the Proofgen
phase, the CS computes the following:

pw :ZEE:(WQk*#lk)'Uk, (22)
k=1

f=a"" (u"+h(y))

n n
=z 1. <Z mrvL + Z lpvg + h(y))
k=1 k=1
=z 1. kavk +az7 1. Zlkvk + 271 h(y)
k=1 k=1

=p4a? ~Zlkvk. (23)
k=1

Then, the CS sends the proof information C' = {S, T, i, y} to the TPA. The adversary intercepts C on
the communication channel. However, for the adversary to modify the original proof information to valid
proof information, he must modify f to p. That is, he must compute g — 2~ >} lyv,. Note that =
is randomly chosen by the CS and that vy is randomly chosen by the TPA. Normally, z and vy cannot
both be known by the same adversary; therefore, the adversary cannot pass the verification. Hence, our
scheme can resist forgery attacks.

Theorem 3. IBPA can resist replay attacks from the CS.

Proof.  If the CS has deleted or lost my, it may attempt to execute a replay attack to pass the audit
by using another block m; and its data authentication tag (S;,T;). Then, the CS calculates the proof
information (S*,T*) as follows:

S* =wv;5; + Z v; S5, T" =v;T; + Z v;T5. (24)
Jje€Ji#k JeJj#k
We have the following verification process:

e(S*,P) e ’UjSi—f— Z ’Uij,P

Jj€J,j#k

e(v;(rHa(w||?) + H(name||i)sPy,o + mjsPy 1), P)

e Z vj(rHa(w||j) + H (name||j)sPy,0 +mjsPy1), P
J€J.j#k

e(v;Ha(wl|i), P) + e(v; H (name||i) Py o + vjm; Py 1, SP)

@

Z viHa(wl||j), 7P | +e Z v; H (namel||5) Py o + Z v;ymjPy.1,sP
J€J,j#k Jje€Jj#k J€J,j#k

e | viHa(wlli) + Y vjHa(wllj),rP
JETiFk
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e H (name||i)v; + Z H (namel||j)v; | Puo+ Z m;v; +mv; | Py, sP
JjeJ,j#k JE€JiFk
a
=e Z H (namel|j)v; Py o + (H(name||i) — H(name||k))v; Puy.o

j=a1

ap ay
+ Z m;vj +miv; — mgv; | Py, sP|-e ZHQ(ij)vj + Hy(w||i)v; — Ho(w||k)vj, 7P |.

Jj=a1 Jj=a1

If the proof information (S*,T*) can pass the audit of the TPA, then

Hy(wl[i)v; — Ha(wl|k)v; =0, (25)
H (namel|i) — H(namel|k) = 0, (26)
miv; — myv; =0 (27)

must hold simultaneously. Since the Hash functions Hy(-) and H(-) do not collide, we know that

Hy(wl||i)v; — Ha(wl[k)v; # 0, (28)
H (name||i) — H(namel|k) # 0. (29)

In other words, the proof information (S*,7*) shows that the CS-generated data cannot pass the data
integrity audit. Therefore, our scheme can resist replay attacks.

Theorem 4. If an adversary can forge valid proof information to pass an audit, then he can solve the
CDH problem.

Proof.  The integrated storage of the outsourced data means that no adversary in the validated game
can forge, with a non-negligible probability, the correct calculations to make the auditing program output
acceptable.

The adversary is well trained and can forge valid calculated values. The challenger holds a large number
of validated value lists for responding to queries. The challenger and the adversary can observe all cases
in the verification process. If the adversary in one case makes the validation output acceptable except
for the values (S’,T") # (S, T), the challenger announces failure and aborts the game.

a ay
(S, T) = Z ’Uij7 Z ’UjTj y (30)

j=a1 j=a1

where D is the TPA’s challenge message and S; and 7; are the authentication tag values in the file blocks.

After receiving the challenge message D, if the server responds with C' = {S, T, u,y}, the adversary
responds with C" = {S",T", 1/, y} by validating the equation. Because C’ causes the challenger to abort
the game, (S',7") # (S,T). By the scheme’s correctness, the response should satisfy the following
auditing equations:

]
e(S',P) = e(T', Ha(w||j)) - e | > H(name||j)v;Pio + p'y — h(y) Pi1,Q |, (31)
Jj=ai
aj
e(S, P) = e(T, Ha(w||j)) - e | > H(name||j)v; Pio + py — h(y)Pi1, Q |- (32)
j=ai

Clearly, u/ # p, followed by the verification, or (S’,T') = (S,T), which is contrary to the above
assumption. Therefore, we define Ay = p/ — p. Now, we will show how an adversary can construct a
simulator to solve the CDH problem, namely, calculate sP’ from P, sP, and P’'.
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During the Setup algorithm, @ = sP is computed as the segmental public key for the PKG without
awareness of its secret s. The simulator operates the random oracles H, H; and Hs and stores lists of
queries to respond coincidentally. Then, it responds to the adversary’s queries of H(j) as follows.

The simulator randomly selects b, d, 8 € Z,. For {ID;, m;}, it computes

H(name||j) = —d 'bm;, (33)

and
Ha(wl|j) = BP. (34)

For random numbers a, ¢, r; € Z,, it calculates
P'L',l ZHl(ID“l) :aP+bP', Pi,O :Hl(IDZ,O)ZCP—l—dPI (35)
Now, (S;,T;) can be obtained

roHa(wll7) + H(namellj)sPyo + mjsPyy
=1r,BP + (=d 'bm;) - (cP + dP') + m;s(aP + bP")
=r;BP + (a — d”'bc)m; Q. (36)

Because T; = r; P, the simulator can compute the authentication tag for the data block:
(8, T;) = (rifP + (a — d""be)m;Q, i P). (37)

The interaction between the simulator and the adversary continues until the following situation arises:
during the verification process in the protocol, the adversary successfully obtains an authentication tag
(S, T") that is different from the expected verification tag (S, 7). We know that the parameters associated
with the protocol instance are generated by the emulator and will be used as part of the Sign algorithm.
Since Ha(w||j) = BP, Q = sP, we have

ay
e(S, P) = e(T, Ha(w|[j))e | > H(namel|j)v; Pio + py — h(y)Pi1, Q

Jj=a1

ap
=e|BT+s | Y H(namel[j)v;Pio+ py —h(y)Pix |, P . (38)

Jj=a1

We compute e(S" — S, P) = e(B(T" —T) + sApP; 1, P). When rescheduling the terms with P, ; =
aP + bP’, we have 8" — S + (T — T') — Apax@ = ApbszP’. Namely, there is a solution to the CDH

problem:
1

- Apbx
It is clear that Ap # 0. The random number b is information that was hidden from the adversary.

The denominator is 0 only with a negligible probability of 1/¢. Thus, we can construct a simulator that
the adversary can employ to solve the CDH problem with a high probability of 1 —1/q.

sP'

(" =S+ B(T-T) — ApazQ). (39)

6 Performance evaluation

In this section, we evaluate the security of the IBPA scheme and compare the computational overhead
and communication cost of our scheme with those of the existing IBRDIC [32] and FIBDIA [33] schemes.
All experiments were conducted with type A pairing using the PBC library on a Chinese-made HP
desktop computer equipped with an Intel Core i5 CPU and 4 GB of RAM. In the implementation, we
chose parameters that represent an 80-bit security level: |g| = 512 bits and |p| = 160 bits. Notations for
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Table 2 Notations for operations/implications

Symbol Corresponding operation/implication
M The point multiplication operation in G
E The exponentiation operation in G2
P The pairing operation
Ed The number of bits of =

Table 3 Comparison of costs

Scheme User’s computational cost TPA’s computational cost TPA’s communication cost
IBRDIC [32] (n+2)E (n+3)E+ (n+1)P |m| + 2|G1|
FIBDIA [33] nM + 4nE (4n+1E + (n+2)P |m| + 3|G]

Ours (n+4)M + 3P (n+1)M + 3P |Z4| + 3|G1]
4 5
2 16 x10 2 2.5 x10
g g
3 14} 5 ,
= — IBRDIC % 20} ~ IBRDIC
g 12} 5 —— FIBDIA
g4 ——FIBDIA =
210} £15] —— Ours
= —— Ours =
S gl g
g o
Bc £ 10}
= o *;
2 2
g 4r s
2 Z 05
£ 2} £
1S
S 8
) o 5 = ° o 0
g o : e
0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000 & 0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000

The number of data blocks The number of data blocks
(a) (b)

Figure 6 (Color online) (a) Computation time on the user side versus the number of data blocks; (b) computation time
on the TPA side versus the number of data blocks.

some operations and implications are specified in Table 2; other operations are ignored since listing the
operations requires the longest running time of the whole procedure.

According to Table 3, our scheme has a lower computational overhead than that of either IBRDIC or
FIBDIA on both the user side and the TPA side. Specifically, for the user-side computational cost, our
scheme requires only (n + 4)M + 3P, which is less than IBRDIC’s (n + 2)E and FIBDIA’s nM + 4nE.
The computational cost on the TPA side of our scheme is (n+ 1) M + 3P, which is similarly less than that
of IBRDIC ((n+3)E + (n+1)P) and that of FIBDIA ((4n+1)E+ (n+2)P). In terms of communication
cost, IBRDIC, FIBDIA and our scheme are similar, with costs of |m|+2|G1|, |m|+3|G|, and |Z,| +3|G1],
respectively. Here, we consider only the user side and the TPA side since their resources are limited.

Figure 6(a) shows that our scheme has a computational overhead on the user side that is lower than
that of FIBDIA but higher than that of IBRDIC. In our scheme, the user requires only 80.14 s to sign
the data blocks and verify the legitimacy of the auditing results of the TPA when the number of data
blocks is 10000 and the size is set to 128 bytes. The IBRDIC scheme requires only 18.82 s for this task
when the number of identities is the same, but it cannot resist malicious auditors. That is, although our
scheme has a slightly higher user-side computational cost for checking the validity of auditing results than
IBRDIC does, our scheme is still efficient in terms of computation time while also being more practical.
Figure 6(b) shows that our scheme requires the lowest computation time on the TPA side among the three
schemes. In our scheme, the TPA requires only 80.11 s to audit the outsourced data when the number
of data blocks is 10000. By contrast, in IBRDIC and FIBDIA, the TPA requires 179.48 s and 235.95 s,
respectively, to audit the integrity of the user data when the number of identities is the same. The
computation times of our scheme on both the user side and the TPA side are satisfactory for practical
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Table 4 Comparison of security properties

Security IBRDIC [32] FIBDIA [33] Ours
Resistance against replacement attacks Y Y Y
Resistance against forgery attacks Y N Y
Resistance against malicious auditors N N Y

applications.

We summarize the security properties of the three schemes in Table 4. A letter Y indicates that the
scheme possesses the corresponding security property, and a letter N indicates that the scheme does not
have the corresponding security property. Neither IBRDIC and FIBDIA can resist malicious auditors.
Moreover, FIBDIA cannot resist forgery attacks. By contrast, our scheme is resistant to both replacement
attacks and forgery attacks as well as to malicious auditors because the challenge information in IBPA is
based on the Bitcoin nonce. In the case of third-party auditing of data integrity, the presence of malicious
auditors is a security threat that deserves consideration.

7 Conclusion

We propose the IBPA scheme, which can effectively resist malicious auditors. This approach achieves the
unpredictability and traceability of challenge messages by relying on the nonces of the blockchain. Our
security analysis and performance evaluation demonstrate that IBPA is safe and practical. In addition, we
argue that IBPA can be regarded as a new service model in which TPAs provide users with comprehensive
auditing services. Users can rely entirely on the TPAs and do not need to worry about the integrity of
their data. In this model, the users’ trust in cloud storage services is increased, while the user-side
consumption of computational resources is minimized. Therefore, we believe that our work enhances the
credibility of both cloud storage services and external auditing services. However, certain limitations
remain. For example, the resistance to malicious auditors increases the computational overhead on the
user side. In future work, we will further explore efficient public auditing mechanisms. First, we will look
for a simpler way to construct challenge messages. In addition, simplifying the Checklog algorithm and
achieving a better balance between storage overhead and communication overhead should be carefully
considered.
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