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Dear editor,
Cloud computing allows users to move local data
to a server in the cloud to lighten the loads on their
local storage. Because they no longer have physical possession of the data, it is very important to
ensure the correctness and consistency of the outsourced data [1,2]. We herein use the Merkle Hash
tree (MHT) [3] data structure and the Bloom filter [4] to achieve more effective data verification
than previous methods. At the same time, our
method can also support dynamic operations and
public verification very well.
Preliminaries. The MHT has been proposed as
a well-organized structure to reduce the cost of
hashing large data structures. It is often used to
take a summative snapshot of the storage region
to detect data tampering. MHT is constructed as
a binary tree in which the value of a node is obtained by concatenating and hashing the values of
its child nodes. A Bloom filter is a space-efficient
data structure that represents a data set and supports membership queries. Bloom filter is much
more efficient than other data structures, which
require a greater amount of time to add an element or to check whether an element belongs to a
specific set. The time required for the Bloom filter is constant irrespective of the cardinality of the
set, and it has a time complexity of O(1). Bloom
proposed the technique for applications in which
the amount of source data would require an im-

practical large hash area of high efficiency, so we
can use this method to verify if data belongs to
the original dataset or if it has been damaged by
an adversary.
Processing procedure. To effectively support
public verification without having to retrieve the
data blocks themselves, we resort to the MHT
and Bloom filter algorithm. Next, we present
the main idea of our scheme in detail. We assume that dataset D is divided into n blocks, i.e.,
d1 , d2 , . . . , dn .
First, the user generates the MHT using the
hash value of data block di as the tree leaf node.
Different from a traditional MHT, to improve efficiency, we do not generate up to a tree root
node; rather, we stop at a proper middle layer,
i.e., generate a forest, for every MHT containing
part of the data. These nodes are called terminate nodes, and their number is decided by considering their influence on efficiency and space consumption. Figure 1(b) shows one tree in the forest. h(d1 ), . . . , h(d8 ) are the authentic data values
hashes. h(c) = h(h(d1 ) k h(d2 )), h(a) = h(hc k
hd ), and h(R) = h(ha k hb ). After generating
these terminate nodes h(R1 ), h(R2 ), . . . , h(Ri ), we
create a Bloom filter to store them. We create
an n-bit array X[n], and set the initial values as
X[j] = 0, 0 6 j < n. Then we define k different hash functions H1 (x), H2 (x), . . . , Hk (x). The
terminate nodes are made as the k hash func-
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tions’ input, respectively. In order to support dynamic data operations, we make use of a transferred Bloom filter — the Counting Bloom filter [4], which expands each bit of array X[n] to
a counter. When the hash function value is 1,
the corresponding counter of X[i] increases by 1.
Therefore, the value domain of every bit expands
instead of simply being 0 or 1, as shown in the
following formula:
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Finally, the user uploads data blocks D =
{d1 , d2 , . . . , dn }, the MHT, and the Bloom filter
X[n] to the cloud service server (CSS).
Verification. If users or a trusted third party
(TTP) want to access the data blocks stored remotely in CSS, they must determine whether those
data blocks are damaged. First, the verifier challenges the CSS or prover to send chal = {i}.
Upon receiving the challenge, the server returns
h(di ), and the Bloom filter array X[n] to the
verifier. In addition, the prover also provides
the verifier with a small amount of auxiliary information {Aui }, which is the sibling nodes on
the path from the leaves h(di )06i<n to the roots
h(Ri ) of the MHT. Then the prover responds to
the verifier with Resp = {h(di ), X[n], Aui }. After receiving the response from the prover, the
verifier generates the corresponding MHT root
h(Rnew ) using {h(di ), Aui }. Then the verifier
takes h(Rnew ) as the k hash functions’ input to
compute Hi (h(Rnew )), 0 < i 6 k, and then checks
to determine whether X[Hi (h(Rnew ))] is equal to
1 or larger. If the value of array X[Hi (h(Rnew ))]
is positive, the verification is completed, and the
data block di is stored correctly in the remote
server; otherwise, the value of 0 means that di has
been corrupted, as shown in the following formula:


H (h(Rnew )) = anew
X[anew ]? > 1
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Dynamic data operation. In addition to the
verification of the archived files, we also consider
the integrity verification about the timely updated
data. The following information shows how our
scheme correctly and efficiently deals with the
problem of dynamic data operations, including
data insertion (I), data deletion (D) and data
modification (M ) for cloud storage.
General data insertion refers to inserting new
data blocks into some specified positions in the
entire storage system. Assume the user wants to
insert block d# into the i position. First, the
user generates a corresponding hash leaf h(d#)
of MHT and then constructs an insertion request
message insertion = (I, i, d#, h(d#)) which is sent
to the CSS, where I denotes the insertion operation. When the request is received, the server
takes the following actions: (1) storing the data
block d#; (2) adding a leaf h(d#) after leaf h(di−1 )
in the MHT and generating a new root h(R′ )
based on the updated MHT; (3) taking h(R′ )
as the Bloom filter’s input data and computing
Hi (h(R′ )), 0 < i 6 k, and then setting array
X ′ [Hi (h(R′ ))0<i6k ] = 1. (We used a stack to store
the bits with values marked as 1. For example, in
the stack value, 100 means the Bloom filter array X[100] = 1.) Then, the server responds to
the user with a proof for the insertion operation,
Pupdate = {AU #, X ′ [Hi (h(R′ ))0<i6k ] = 1}. An
example of data block insertion is illustrated in
Figure 1(a). With the aim of inserting h(d#) after leaf node h(d2 ), only node h(d#) and an internal node C need to be added to the original
MHT, and the server computes the node upward
along the path from leaf to root. When the user receives the insertion proof Pupdate from the server,
he generates root h(Rnew ) using {h(d#), Au#}
and input h(Rnew ) to get the Bloom filter array bit. Then he determines whether these bits
are matched with the values stored in the stack
X ′ [Hi (h(R′ ))0<i6k ]. If there are any mismatches,
we output a false result, which means that the insertion operation failed; otherwise, we output the
true result and the server updates the MHT-based,
relevant computed values and sets the Bloom filter array as X[Hi (h(R))0<i6k ] decreased by 1 and
X[Hi (h(R′ ))0<i6k ] increased by 1. Then, the user
deletes block d#, h(d#), h(Rnew ), Pupdate from the
local storage.
Data deletion is similar to the insertion operation. After the user sends a deletion request, the
server computes MHT by deleting leaf node h(d#),
updating the node upwards along the path from
the leaf nodes to the root node, and generating a
new root R′ , as shown in Figure 1(b). The user
also receives X ′ [Hi (h(R′ ))0<i6k ]. Then, the server
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Figure 1
operation.
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(Color online) Dynamic MHT operations. (a) Insertion operation; (b) deletion operation; (c) modification

returns a deletion proof Pdelete to the user for forward verification. The details of the protocol are
similar to those of the insertion operation. If the
verification succeeds, the server deletes block d#,
updates MHT, decreases X[Hi (h(R))0<i6k ] by 1,
and increases X[Hi (h(R′ ))0<i6k ] by 1.
Modification means the user wants to replace
the specific blocks with new blocks. Modification does not change the logical structure, different from the cases for insertion and deletion. Additionally, modification seems to combine the operations of deletion and insertion. Assume that
the user wants to modify the i block di with new
block d#, as illustrated in Figure 1(c). First, the
user generates h(d#) and constructs an update request message update = (M, i, d#, h(d#)). Upon
receiving this request, the server uses h(d#) with
the MHT to recompute the MHT and generate a
new root h(R′ ). Then the server uses h(R′ ) to get
Hi (h(R′ ))0<i6k and finally returns a modification
proof Pupdate = {Aui , X[Hi (h(R′ ))0<i6k ]} to the
user. The next steps can refer to the data insertion
phase.
Performance analysis. We compared the features of the proposed scheme with many other
existing schemes. Our scheme simultaneously
supports dynamic data and public verification.
The computing complexity is between O(1) ∼
O(log n), which is less than O(log n) in [5]. We
then performed an experiment to test the constructing time in different situations. Compared
with other schemes, our approach was more efficient in this area. We also conducted experiments
for specific data blocks to verify and demonstrate
the related efficiency, and the results show that
our scheme is much more efficient than the traditional scheme, in particular. Different parameters’
impacts were analyzed in these experiments. For
detailed experimental results and analysis, please
refer to Appendix A.

Conclusion. We proposed an efficient method to
verify the integrity and consistency of data by using the MHT and Bloom filter to reduce the computing and transmission overhead. This scheme
can support dynamic data and public verification,
which makes the scheme much more practical than
other existing methods. All users can verify data
by themselves or delegate the verification task to
a TTP in cases where the users lack the required
computing resources.
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