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Appendix A Applications of MILP-Aided Bit-Based Division Property for ARX Ciphers
Appendix A.1 Application to HIGHT

HIGHT [4] is a 64-bit block cipher with 128-bit key, and has been adopted as an International Standard by ISO/IEC. It
consists of 32 rounds with four parallel Feistel functions in each round. The 64-bit internal value X; can be considered
as the concatenations of 8 bytes and denote by X; = X; 7[|X; 6|l ---[|Xs,0 for ¢ = 0,1,...,32. An illustration of HIGHT’s
round function can be found in Fig. Al, where SKy4;, SK4i+1, SK4i4+2, and SKy,43 are subkey bytes. Since the concrete
values of subkeys do not influence the MILP model, we omit the key schedule here. For more information, please refer
to [4]. Note that the longest integral distinguishers for HIGHT in literatures are the 17-round ones proposed by Zhang et
al. [8].
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Figure A1 Round Function of HIGHT.

We construct the MILP model for HIGHT. By solving the corresponding MILP problems with Gurobil), which is an
openly available MILP optimizer, we detect two 18-round distinguishers, which achieve one more round than the previous
best results. We also obtain some 11-, 12- and 17-round distinguishers, which are the same to those in [8]. This also
indicates that our models are valid and they are useful to search integral distinguishers for ARX ciphers. The newly
obtained 18-round integral distinguishers are listed as follows:

(AS, A8 A8 AB AB A8, A8, ATCY)y LB Rounds 08 748 148 1 U7 BY, UB, uB, ub),

1 d
(AB, A3, A3, ATCY, A5, A%, A3, A®) L8R0Ude, /TR 048 148 1B 1S UB, UB  UB),
where ‘A%’ represents an i-bit vector with every bit active, ‘B’ denotes an i-bit vector with every bit satisfying zero-sum
property, ‘C*” indicates an i-bit vector with every bit being constant, and ‘L%’ means an i-bit vector and the properties of its

internal bits are unknown. The comparison with some previous results can be found in Table A1, and some shorter-round
integral distinguishers achieved by MILP method are provided in Table A2.

* Corresponding author (email: weiwangsdu@sdu.edu.cn)
1) http://www.gurobi.com/
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Table A1 Summary and Comparison of Our Main Results.

Cipher leic;zk Rounds | Data | #{Zero-Sum Bits} Ref.
11 28 1
2 210 1 (8]
HIGHT 64 = o -
18 203 1 Sect. Appendix A.1
6 232 1 [3]
32
LEA 128 ? g% ? Sect. Appendix A.2
263 1 [y
52
TEA/XTEA 64 15 gbd ; Sect. Appendix A.2
90 230 1
32 99 231 1
100¥ 231 1
KATAN/KTANTAN 48 7 270 1 Sect. Appendix A.2
83.5 237 1
67.3 202 1
64 72.3 203 1

#{Zero-Sum Bits}: The number of zero-sum bits.

t: Note that the 15-round zero-correlation linear approximations in [1] can be transformed into a 15-round integral
distinguisher by applying Proposition 2 in [6].

i: The distinguisher must start from the first round.

Appendix A.2 Application to Other ARX Ciphers

We also adopt the MILP method to search integral distinguishers for other ARX ciphers.

For LEA [3], we detect a T-round integral distinguisher, which covers one more round than the one proposed by the
designers. For TEA [7] and XTEA [5], we obtain two 15-round integral distinguishers, whose data requirements are
respectively 262 and 263.

Comparing to the 15-round one transformed from zero-correlation linear approximations [1], one of the newly detected

distinguishers requires less data complexity and another results in more zero-sum bits. The newly obtained integral distin-
guishers for LEA, TEA, and XTEA are listed in Table A3.

Table A2 Integral Distinguishers for HIGHT.

11-round integral distinguishers with data complexity 28
(AB,C8,08,C8,08,¢8,08,c8) LR 448 148 148, 1S U7 B, US U, UB)
(C8,C8,C8,C8, A8, C8, 8, 8) 2LRdS, /7L 148 148 U3, U, U, US, UB)

12-round integral distinguishers with data complexity 216
(A8, A8 C8,C8,C8, 8,8, 8) L2Rounds, 448 148 148 18 LT B, US, U, UB)
(C3,C8,C8,C8, A3, AB,C8,C8) 12 Rounds WUTBY U UB, US US U, U, UB)

17-round integral distinguishers with data complexity 256

(AB, A8 A8 A AB AB, AS,CB) 17 Rounds U, U3, U U, UTBY U, U, UB)

(AB, A8, A8 (8 A8, A8, A8, A8) ZTROWS, /731 148 148 148, 18, B, U, UB)

Note that the whole structure of KATAN/KTANTAN [2] consists of two Linear Feedback Shift Registers (LFSR), which
are transformed from two nonlinear Boolean functions f, and f;. In order to introduce irregular update into the round
function, f, involves constants I R’s, which is illustrated in the following,

fa(z1, 22, 23,24, 25) =21 D22 @ (x3 Axa) ® (x5 AIR) @ ka,

where k, denotes the subkey bit. Since I R’s are different for different rounds, we will obtain integral distinguishers relying on
the initial round if the concrete values of I R’s are taken into consideration. But in order to obtain distinguisher independent
of IR, we treat I R’s as unknown constants, which results in distinguishers independent of the starting round. If the concrete
values of I R’s are not considered, we detect 99-round, 83.5-round, and 72.3-round distinguishers for KATAN/KTANTAN-
32, 48, and 64, respectively. If the information of IR’s is taken into account, the distinguishers for KATAN/KTANTAN-32
can be extended to 100-round. However, this improved distinguisher must start from the first round. Some distinguishers
for KATAN/KTANTAN obtained by MILP method are presented in Table A4.
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Table A3 Integral Distinguishers for LEA, TEA, and XTEA.

6-round integral distinguishers with data complexity 232

(A32,¢32 032 (32) 6 Rounds 32, UABUT U2, 13?)

LEA (32,032,032, A32) 6 Rounds W32, UBB2U?T  UB?, U3?)
7-round integral distinguisher with data complexity 296
(C32, A32, 432, A32) 7 Rounds 32, UAB T, U32, 132)
15-round integral distinguisher with data complexity 262
32 4302y 15 Rounds 311 7432
TEA/XTEA (A%, ATCT) U B, U

15-round integral distinguisher with data complexity 263

(A32, 431C1) 15 Rounds (U3°B2,13?)

Table A4 Integral Distinguishers for KATAN/KTANTAN Family of Block Ciphers.

KATAN/KTANTAN32

90-round integral distinguisher with data complexity 23°

(C2A30) 90 Rounds (U1831U13)

99-round integral distinguisher with data complexity 23

(C1A31) 99 Rounds (ulgBlulg)

100-round integral distinguisher with data complexity 231

starting from the first round

(C1A31) 100 Rounds (U18Blu13)

KATAN/KTANTAN48

77-round integral distinguisher with data complexity 246

(62A46) 77 Rounds (U2831U19)

83.5-round integral distinguisher with data complexity 247

(CIA47) 83.5 Rounds (uggBlulg)

KATAN/KTANTANG64

67.3-round integral distinguisher with data complexity 262

(C2A62) 67.3 Rounds (Z/{3861L{25)

72.3-round integral distinguisher with data complexity 263

(CI.AG?’) 72.3 Rounds (u3881u25)
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