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Abstract The problem of multilevel diversity coding with secure regeneration is revisited. Under the
assumption that the eavesdropper can access the repair data for all compromised storage nodes, Shao et al.
provided a precise characterization of the minimum-bandwidth-regeneration (MBR) point of the achievable
normalized storage-capacity repair-bandwidth tradeoff region. In this paper, it is shown that the MBR point
of the achievable normalized storage-capacity repair-bandwidth tradeoff region remains the same even if we
assume that the eavesdropper can access the repair data for some compromised storage nodes (defined as the
type II compromised nodes) but only the data contents of the remaining compromised nodes (defined as the
type I compromised nodes), as long as the number of type I compromised nodes is no greater than that of

type II compromised nodes.
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1 Introduction

Diversity coding, node repair, and security are three basic ingredients of modern distributed storage
systems. The interplay of all three ingredients is captured by a fairly general mathematical model known
multilevel diversity coding with secure regeneration (MDC-SR) [1].

More specifically, in an (n,d,¢) MDC-SR problem, a total of d — ¢ independent files My i1,..., My
of size By41, ..., Bg, respectively, are to be encoded and stored in n distributed storage nodes, each of
capacity a. The encoding needs to ensure that:

e (Diversity coding) the file M; can be perfectly recovered by having full access to any j out of the
total n storage nodes for any j € {{+1,...,d};

e (Node repair) when node failures occur and there are d remaining nodes in the system, any failed
node can be recovered by downloading data of size 8 from each one of the remaining nodes;

e (Security) the files My, ..., Mg needs to be kept information-theoretically secure against an eaves-
dropper, which can access the repair data for £ compromised storage nodes.
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Setting ¢ = 0, the above problem reduces to the problem of multilevel diversity coding with regen-
eration (MDC-R) considered in [2,3]. Setting B; = 0 for all j # k, the above problem reduces to the
(n, k,d, ) secure regenerating code (SRC) problem considered in [4-11]. The goal is to understand the op-
timal tradeoffs between the storage capacity and repair bandwidth in satisfying all three aforementioned
requirements.

From the code construction perspective, it is natural to consider the so-called separate coding scheme,
i.e., to construct a code for the (n,d,¢) MDC-SR problem, we can simply use an (n,j,d,¢) SRC to
encode the file M; for each j € {¢+1,...,d}, and hence, the coded messages for each file will remain
separate when stored in the storage nodes and during the repair processes. However, despite being a
natural scheme, it was shown in [2] that separate coding is in general suboptimal in achieving the optimal
tradeoffs between the normalized storage-capacity and repair-bandwidth for the MDC-R problem (which
is a special case of the MDC-SR problem as mentioned previously). On the other hand, it has been
shown [1] that separate coding can, in fact, achieve the minimum-bandwidth-regenerating (MBR)) point
of the achievable normalized storage-capacity and repair-bandwidth tradeoff region for the general MDC-
SR problem. Nevertheless, the optimal tradeoffs between the storage capacity o and download bandwidth
B, and, the performance of the minimum-storage-regenerating (MSR) point are still not fully understood.
Especially for the MSR point, a code was given in [6] for SRC problem by extending the known MSR
code without any security constraint. This coding scheme can achieve the MSR point when d > 2k — 2
and the eavesdropper can only observe type I compromised nodes (the definition of type I compromised
node will be defined in the following part). However, it is still unknown as to whether this code is optimal
for the more general eavesdropper model in our paper.

In this paper, we shall revisit the MDC-SR problem with a more general eavesdropping model. More
specifically, instead of assuming that the eavesdropper can access the repair data for all compromised
storage nodes, we shall assume that the compromised storage nodes can be divided into two different
categories: type I compromised nodes and type II compromised nodes. While for the type II compromised
nodes, we assume that the eavesdropper can access the repair data as before, for the type I compromised
nodes we assume that the eavesdropper can only access the stored data contents.

Let ¢; and /5 be the number of type I compromised nodes and type II compromised nodes respec-
tively, and ¢ := ¢; + {5 be the total number of compromised nodes. By the node repair requirement,
the data contents stored at any node can be fully recovered from its repair data. Therefore, for any
fixed /¢, the eavesdropper becomes weaker as f; increases, which leads to a potentially larger achievable
normalized storage-capacity and repair-bandwidth tradeoff region. A question of fundamental interest is
to understand whether increasing ¢; can lead to a strictly larger achievable normalized storage-capacity
and repair-bandwidth tradeoff region. Our main result of the paper is to show that the MBR point of the
achievable normalized storage-capacity and repair-bandwidth tradeoff region remains the same, as long
as {1 < £/2 (or equivalently, ¢1 < ¢ by the fact that ¢o = ¢ — ¢1). From the technical viewpoint, this
is mainly accomplished by establishing two outer bounds (one of them must be “horizontal”, i.e., on the
normalized repair-bandwidth only) on the achievable normalized storage-capacity and repair-bandwidth
tradeoff region, which intersect precisely at the MBR point.

The rest of the paper is organized as follows. In Section 2 we formally introduce the problem of
MDC-SR with the generalized eavesdropping model. The main results of the paper are then presented in
Section 3. In Section 4, we introduce two “exchange” lemmas and use them to establish the main results
of the paper. Finally, we conclude the paper in Section 5.

Notation. Sets and random variables will be written in calligraphic and sans-serif fonts respectively,
to differentiate from the real numbers written in normal math fonts. For any two integers t < ¢/, we
shall denote the set of consecutive integers {¢,¢ + 1,...,t'} by [t : #']. The use of the brackets will be
suppressed otherwise.



Shao S, et al. Sci China Inf Sci  October 2018 Vol. 61 100307:3

2 The generalized MDC-SR problem

In this paper, we study a distributed storage system that share the same file recovery and node repair
function with [1]. Let (n,d, N1, ..., Ng4, K, T, R) be a tuple of positive integers such that d < n. Formally,
an (n,d,N1,...,Ng4, K,T, R) code consists of:

e for each i € [1 : n], a message-encoding function f; : (H;lzl[l NG x[1: K] —=[1:T];

e for each A C [1:n]:|A| € [1:d], a message-decoding function g4 : [1: T]4 — [1: Nyal;

e for each BC [1:n]:|B|=d,i € B,and i € [1:n]\ B, a repair-encoding function f%,,: [1:T] —
[1:R};

e for each BC [1:n]:|B|=dand i€ [1:n]\ B, a repair-decoding function g : [1: R]¢ — [1: T].

For each j € [1 : d], let M; be a message that is uniformly distributed over [1 : N;]. The mes-
sages My, ..., My are assumed to be mutually independent. Let K be a random key that is uniformly
distributed over [1 : K] and independent of the messages (Mi,...,My). For each i € [1 : n], let
Wi = fi(My, ..., My, K) be the data stored at the i-th storage node, and for each B C [1 : n] : |B| = d,
i"€B,and i € [1:n]\ B, let S5 ., = f5 . (W) be the data downloaded from the i’-th storage node in
order to regenerate the data originally stored at the i-th storage node under the context of repair group
B. Obviously,

(Bj =logN;:jel:d]), a=logT, and 8 =logs

represent the message sizes, storage capacity, and repair bandwidth, respectively.

The main deference between our definition in this paper and that in [1] is the model of eavesdropper.
The eavesdropper now can observer a more complicated data combination consisted of both stored content
and repair content. Let ¢ and {5 be two nonnegative integers such that ¢ := ¢; + 5 < d. A normalized
message-rate storage-capacity repair-bandwidth tuple (Bgy1, ..., Bg, @, 3) is said to be achievable for the
(n,d, 01,0s) generalized MDC-SR problem if an (n,d,1,...,1, Nyy1,...,Ng, K, T, R) code (i.e.,, N; =1
for all j € [1:/]) can be found such that:

e (rate normalization)

« ﬂ Bj

d - 0_47 d - Ba —d - Bj (1)
Zt:lJrl By Zt:lJrl B, Zt:lJrl By
for any j € [0+ 1:d];
e (message recovery)
Myaj=ga(Wi i€ A) (2)
forany AC[1:n]:|Al € [(+1:d];
e (node regeneration)
Wi= gB(SE.,, i € B) 3)
forany BC [1:n]:|Bl=dandic[l:n]\DB;
e (repair secrecy)
I((Mpy1,..., Ma); (Wi i€ &1),(So;:j€&E))=0 (4)

for any &;,& C [1: n] such that |E1] = 1, |E2] = €3 and & NEy = O (so & and & represent the sets of
:BC[l:n], |Bl=d, B

types I and II compromised storage nodes, respectively), where S_; := (Sf? i
i, i € B) is the collection of data that can be downloaded from the other nodes to regenerate node i.

The closure of all achievable (B, 1,...,Bg,&,[) tuples is the achievable normalized message-rate
storage-capacity repair-bandwidth tradeoff region Ry, 4,0, for the (n,d,¢1,¢s) generalized MDC-SR
problem. For a fixed normalized message-rate tuple (Bg.H, ..., By), the achievable normalized storage-

capacity repair-bandwidth tradeoff region is the collection of all normalized storage-capacity repair-
bandwidth pairs (&, ) such that (Bei1, ..., Ba, &, 3) € Ru.aee, and is denoted by Ry a0, (Bet1,
.. Ba).

K
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Fixing ¢ and setting ¢1 = 0, the (n,d, {1, {2) generalized MDC-SR problem reduces to the (n, d, ) MDC-
SR problem considered previously in [1], where it was shown that any achievable normalized message-rate
storage-capacity repair-bandwidth tuple (Byy1, ..., Bq, &, B) e Rn,d.¢ must satisfy

d
B> Z TCZ;JBJ" (5)
j=t+1
d
G ((d—0) - 0F > (d-0)d+1) Y T;),B, )
j=l+1

where Tg ¢ == Zszl(d + 1 —1t). When set as equalities, the intersection of (5) and (6) is given by

d d
(O_"B) =|d Z Td_,j{@Bj’ Z TGZJ'IIBJ' ’ (7)

j=0+1 Jj=0+1

which can be achieved by separate encoding with a previous scheme proposed by Shah et al. [6]. This
provides a precise characterization of the MBR, point for the (n,d, ¢) MDC-SR problem.

3 Main results

The MBR point is the rate tuple (ampr, Smpr) such that

in B, aMBR = min Q.

ﬁMBR == m
(,8)ERn a0 ,05 (o, BMBR)ERn . d,¢1 05

Our main result of the paper is to show that the tradeoff point (7) remains to be the MBR point
of Ry d.e,,6, for the generalized MDC-SR problem as long as ¢; < ¢3. The results are summarized in
Theorem 1.

Theorem 1. For the generalized MDC-SR problem, any achievable normalized message-rate storage-
capacity repair-bandwidth tuple (Bg+1, ...,Bg, @, B) € Rn.d,e. 0, must satisfy

d
B> > T;!B (8)

J=0+1
and in addition, when ¢; < o = ¢ — {1, we also have
B d
a+Taaen+18 = (Taden + 1) Z T, 0B 9)
j=0+1

When set as equalities, the intersection of (8) and (9) is precisely given by (7). We may thus conclude
immediately that (7) is the MBR point of Ry, 4., ¢, for the generalized MDC-SR problem as long as
61 < 62.

Note that setting ¢£; = 0, the outer bound (9) reduces to

dd—1) - _ d(d _
: 2 g5 2D > TijiBs (10)

a+

So while the outer bound (8) coincides with (5), the outer bound (9) does not reduce to (6) when

setting /1 = 0. Simple calculations yield that the outer bound (10) is stronger than (6) if and only

if £ < d/2. In particular, when ¢ = 0, the outer bound (10) reduces to that for the (n,d) MDC-R

problem [3], while the outer bound (6) is strictly weaker. Figure 1 shows the comparison of (10) and (6)

when (By, By, B3) = (0,1/3,2/3) in (4,3,0,0) MDC-SR. problem. In this figure, the outer bound (6) is
below outer bound (10), though both of them intersect with (8) at the MBR point.
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(7/18,11/36)

(5/12,1/4)
(4/9.219)

~~~~~~~~~~~~~~ (112,7/36)

MBR point
at9p=32/1s TR (8715,8/45)

QI

Figure 1 (Color online) The optimal tradeoff region for (4,3,0,0) MDC-SR problem when (Bi, B2, B3) = (0,1/3,2/3).
(@, B) are defined in (1). The outer bounds (8), (10) and (6) are evaluated as 8 > 8/45, @+38 > 16/15, and a+93 > 32/15,
respectively. When set as equalities, they intersect precisely at the MBR point (8/15, 8/45).

4 Proof of the main results

Let us first outline the main ingredients for proving the outer bounds (8) and (9).

(1) Total number of nodes. To prove the outer bounds (8) and (9), let us first note that these bounds
are independent of the total number of storage nodes n in the system. Therefore, in our proof, we only
need to consider the cases where n = d+ 1. For the cases where n > d+1, since any subsystem consisting
of d+1 out of the total n storage nodes must give rise to a (d+1, d,£) MDC-SR problem. Therefore, these
outer bounds must apply as well. When n = d + 1, any repair group B of size d is uniquely determined
by the node j to be repaired, i.e., B = [1 : n]\ {j}, and hence can be dropped from the notation Silij
without causing any confusion.

(2) Code symmetry. Due to the built-in symmetry of the problem, to prove the outer bounds (8) and
(9), we only need to consider the so-called symmetrical codes [12] for which the joint entropy of any
subset of random variables from

((Mla-“aMd)af{a (Wi:ie [1:77’])7(51'%]':2‘)‘7‘ € [171],2#]))

remains unchanged under any permutation over the storage-node indices. For example, for a four nodes
distributed storage system, we have

H(Wi,832) = H(Wa, Si3)

according to a permutation that every index shifts to the next index.
(3) Key collections of random variables. Focusing on the symmetrical (n = d+1,d, N1,..., N4, K, T, R)
codes, the following collections of random variables play a key role in our proof:

My:=(M,:ieA), ACl:d],
M™ = M., mell:d],

Wa=W;iieA), AC[l:n],
Sisg = (Sim;:j€B), 1€[l:n], BC]
Spoji=(Sin;:1€B), je[l:n], BC

s\ {i},

1
L:n]\ {j},

Soj = Spyj—ulj+iml—gs J € [L:n],
Sop=(55;:7€B), BC[l:n],
Sy = Snj-1-5, JE[:n]
S,p=(8,;:j€B), BC[l:n]
S = Sljt1m]ogs  J€[Lin],

S_ g = (gﬁj:jEB), B Cl:n],
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U®s) .= (W[l;t],gﬁ[t_,_l;s]), S € [1 : n], t e [0 : S],
U .=y,

These collections of random variables have also been used in [3,11].

An important part of the proof is to understand the relations between the collections of random
variables defined above, and to use them to derive the desired converse results. We shall discuss this
next.

4.1 Technical lemmas

Lemma 1. For any (n =d+1,d, N1,...,Ng, K, T, R) code that satisfies the node regeneration require-
ment (3), (S_41:5) Wies1:4)) is a function of U®s) for any s € [1:n] and t € [0: 5 — 1].

The above lemma, which was first introduced in [1,11], demonstrates the “compactness” of U (t:5) and
has a number of direct consequences. For example, for any fixed s € [1 : n], it is clear from Lemma 1
that U(*2%) is a function of U*1+*) and hence H(U*2:*)) < H(U®%)) for any 0 < t; <to < 5 — 1.
Lemma 2 (Exchange Lemma 1 [1]). For any symmetrical (n =d+1,d, Ny,...,Ng, K, T, R) code that
satisfies the node regeneration requirement (3), we have

d+1—j

_ . d+1— . .
H(U(zym)|M(m)) + H(U(Z 7J)|M(m)) > ¥H(U(“m“)|M(m)) + H(U(l ’J*1)|M(m)) (11)
d—m d—m
foranyme[l:d—1],i€[0:m—1],¢ €[0:¢,andje [’ +1:m—i+¢ +1].
Corollary 1. For any symmetrical (n = d + 1,d, N1,..., N4, K, T, R) code that satisfies the node

regeneration requirement (3), we have
Td’jlﬂah H@UEM MG > Tdajhﬁ HU G| A0y 4 J(UG2)|p00)) (12)
d—j1 d— ji1
forany jy € [1:d—1],i=1[0:71] and j2 € [i : j1 — 1].
Proof. Set m = j; and ¢/ =4 in (11). We have

d; .JHw%hmwmn+HanMﬂM)>d; I g eat D MUY 4 HOEDM0D) (13)
! —J1
for any j € [j2 + 1 : j1]. Add the inequalities (13) for j € [j2 + 1 : ji] and cancel the common term
Z;lz;;_l H(U®)|MG)) from both sides. We have

Td’jlin(U(i’leM(jl)) — MH(U(im”M(jl)) + H(U(i,j1)|M(j1))

d— J1 d— J1
> idvjh?z H(UGHD| 60y 4 g (U I2) | prin),
— 1

Corollary 2. For any symmetrical (n = d + 1,d, N1,...,Ng, K, T, R) code that satisfies the node
regeneration requirement (3), we have

Tchln,éH(U(ehm)'M(m)) > T;;+174H(U(€1,m+1)|M(m)) + (Tczrlnyf _ T(;yanrM)H(U(hl”M(m)) (14)

forany € [0:d—1],¢1 €[0:fJandme [{+1:d—1].
Proof. Set i =1 =/{1, j1 =m and j, = ¢ in (12). We have

Ta,m Ta,m
dd—’ iH(U(Am”M(m)) + HUG™) | M)y > ddi iH(U(lhm‘fl)lM(m)) +  HUSO M), (15)
which can be equivalently written as
T B (g7t A m)) 3 B B (g7t [B) (U0 | b)) (16)
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by the fact that Ty ¢+ (d — m) = Ty m+1,¢. Multiplying both sides of (16) by

d—m
R s _Td71nl Tdranrlé
Td,erl,éTd,m,l

completes the proof of (12).
Lemma 3 (Exchange Lemma 2). For any symmetrical (n = d 4+ 1,d, N1,..., N4, K,T, R) code that
satisfies the node regeneration requirement (3), we have
d— 1t
d—1¢

d—1;
d—1?

HUSD) + HUHD Sy 1) > HUHD) 4+ HU) Sy 1 ey (A7)
forany £ € [1:d—1] and ¢; € [0: [£/2]].
Proof. See the Appendix A.

We note here that when setting £; = 0, Lemma 3 coincides with Lemma 2 with : =4 =0 and 7 = 1.

4.2 The proof

Consider a symmetrical (n = d 4+ 1,d,1,...,1, Npy1,...,Ng, K, T, R) regenerating code that satisfies
the rate normalization requirement (1), the message recovery requirement (2), the node regeneration
requirement (3), and the repair secrecy requirement (4). Let us first prove a few intermediate results.
The outer bounds (8) and (9) will then follow immediately.

Proposition 1.

1 1 _
—H H(UHD) > Z Tyt By + Ty JHU™ | Mgym) + (—d£ - Td,;w) HU 9y (18)
J=0+1
for any m € [{ 4+ 1 : d]. Consequently,
1
m U(€1,€+1) Z dj e + KH(U(&,Z)) (19)

Jj=L+1

Proof. To see (18), consider proof by induction. For the base case with m = £+ 1, we have

1

a) 1
H(UEA1) )
d—1¢ v ) d

TEH(U(ZI’ZH), Moi1)

= (H(Mgy) + HU D | Myya))

o 1
s (Besr + HU V| M)

14
(&), _ )
=Ty, o1,0Ber1 + Td,élJrl,éH(U(e | M),

where (a) follows from the fact that My, is a function of Wj.p41), which is a function of Ut by
Lemma 1; (b) follows from the chain rule for entropy; (c) follows from the fact that H(M;11) = By1;
and (d) follows from the fact that Ty ¢41¢ = d — ¢. Assuming that (18) holds for some m € [{+1:d—1],
we have

1
H(U @+
d AU )
_ m 1 _ )
S SRR el >|M[e+1:m]>+<—d_ gTd,in,e> H(U )
j=0+1
m . 1 -
> Z djé dgwruH(U(ll’ +1)|M[€+1:M])+<m Tdm+1€>H(U(lhl))

j=0+1
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m 1 -
Z d]@ dm+1 eH(U(ﬂl, +1)’Mm+1|M[g+1:m]) + (d—é Td mt1 5) H(U(fl,f))
j=0+1

Z Tyt 0By + Ty o H (M1 [ Miggrm)) + Ty g, H U Mgy 17)
j=0+1

1
+ (dg Td 71n+1 2) H(U(el,e))

© _ m 1 _
Z it Bi+ Tyt B + Ty JHOC ™D Mgy ngy) + <_d — Td,;+17e>H(U<el,e>)
Jj=0l+1
m—+1
m 1 —
Z dj 1y m+1 zH(U(zl’ +1)|M[l+1:m+1]) + (—d 7 Td,;ﬂ,e) H(U:9),
j=0+1

where (a) follows from the induction assumption; (b) follows from Corollary 2; (c) follows from the fact
that M, 11 is a function of W[y.y,41], which is is a function of Um+l) by Lemma 1; (d) follows from
the chain rule for entropy; and (e) follows from the facts that M, is independent of My 1..,) and that
H(My,+1) = Bm41. This completes the induction step and hence the proof of (18).

To see (19), simply set m = d in (18). We have

1 1 _
a7 HU™Y) > Z it Bi + Ty g JHU D [ Migyag) + (ﬂ - Td,ié) HU“9). (20
j=0+1

Note that
H(U(el’d)|M[e+1:d]) > H(U(£1’£)|M[2+1:d]) = H(U(el’e))v (21)

where the last equality follows from the fact that I(U (0. M, (¢+1:4]) = 0 by the repair secrecy requirement
(4). Substituting (21) into (20) completes the proof of (19).

Proposition 2.

14
H(Sgl+1_>[1;gl]) + ] _1 EH(U(&,Z)) >

Proof.  First note that for any m € [1: ¢+ 1] and k € [( + 1 : d + 1], we have

H (S, 11501:m) + HUY, Siiom i)

2 H(Skr15i641:64m-1ju(er1y) + HUOCD S0 w1y Sieran—est)

(b)
> H(Spi1o00 10 m-1)) + HUYD Sy 0ia)

(c)
=2 H(Stp150m-1) + HU Sy opiy o), (23)

where (a) and (c) follow from the fact that H (S, 11-01:m]) = H (Sks151:m—1ju{e+13) and H (Sp41571:m—1)
= H(S¢, 41-[1:m—1)) due to the symmetrical code that we consider, and (b) follows from the submod-
ularity of the entropy function. Add (23) over m € [1 : 1] (since ¢; < f3 as our setup) and cancel
St H(S441-[1:m)) from both sides. We have

m=1
H(Sap150.0) + GHU Y, Sjiominsern) = GHUY S0 1)5041)- (24)
Add (25) over k € [( + 1 : d] and cancel ZZ;;H HUH, S{e42:k+1]—¢+1) from both sides. We have
(d—OH(Sgr150.0) + GHUSDY > 6 HU, Slero:arser1) = GHUAD), (25)

Multiplying both sides by (d — ¢)~! completes the proof of (22).
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Proposition 3.

H(U(él-'rl,m)) + C(li_ ZLH(U(&,@-’-I) d m Z d 5 ;@B T H(U(€1+1 m-‘rl)) + C(liimH(U(él,é)) (26)
j=0+1
for any m € [{ 4+ 1 : d — 1]. Consequently,
Ty d Tyae
H U(ll+1,l+1) d.d, +1H U(ll,l+1) > T B d.d, U(fl,f) . 27
( )+ = H( ) e; 0By + S HU ) (27)

Proof. 'To see (26), note that for any m € [( + 1 : d — 1], we have

H(U(llJrl,Tn) |M[€+1:m]) + %H(U(ﬁ,l@rl))

(a)
> HUY™) | Mg 1))

_ m 1 _
+(d—m) Z T3 5.eBi + T HU ™ [ Migi1m) + (m - Td,rln,é) H(U“)
Jj=0+1

= HUOH™ Mg 1mg) + (d = m)Tz by O™ | Miest,)

= 1
+(d—m) Z TC;J»l,ij+ <de,;}7€> H(U(ll’l))

(b)
> HUOT ) | Mgy y) + (d = m)Ty L (HUD | Mg 1)

-
+(d—m) Z 1308 <de,#,e> H(U“9)

j=0+1

© m _
= HUST ™ Mgy 1m)) + (d = m)Ty ) HUY)

1 _
+ (d —m) Z Td; b+ <d 7 Td,#,é) H(U"Y)
j=0+1

(£14+1,m+1) (£1,€)
H(U ' |M[€+1m d m J%;l djéB + d— EH(U ! )7

where (a) follows from (18) of Proposition 1; (b) follows from Corollary 2; and (c) follows from the fact
that I(U0); Mig41:m)) = 0 due to the repair secrecy requirement (4). Adding H(Mjs1 1)) to both sides
and using the facts that

(a)
HU A | Migy1m) + H(Migsaom) = HUOH™ Mypy,) = HOOT™),
and that
b
H(U(€1+1am+1)|M[5+1:m]) + H (Mg ym)) = H(U(h“’m“),M[Hl:m]) ®) H(U(el+1,m+1))

complete the proof of (26). Here, (a) and (b) are due to the facts that Misyq.,, is a function of Wiy,
which is a function of both U1+ and Ua+Lm+1) by Lemma 1.

To see (27), add (26) over m € [( + 1 : d — 1] and cancel de;IHQ H(U®+Lm)) from both sides of the
inequality. We have

H(U(€1+1,€+1)) + Tzﬁdvéle(U(él,Hl))
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d—1
T
(61+1,d) d,d,t+1 (41,0)
> Y |d-m) Z T,},B; | +HU )+ S HU ). (28)
m=~0+1 j=l+1
Note that
d—1 d—1 d—1
> (@m Y s = Y 1l Z TyjuTaaiBi.  (29)
m={+1 Jj=0+1 Jj=0+1 m=j j=0+1
Furthermore,

H(U(flJrlvd)) (i) H(U(elJrl’d), M[@-{-l:d])

b
© H(U(Zl+1’d)|M[£+1:d]) + H(Mgy1.a))

d
)
c H(U(el—i_l’d)lM[lJrl:d])'i_ Z Bj
j=t+1

d
> HU Y Myggq)+ Y B

J=L+1
(d) a
= HU®BY) + Z Bj, (30)
J=+1

where (a) follows from the fact that M. .q is a function of Wiy.q, which is a function of U (£1+1,d)
by Lemma 1; (b) follows from the chain rule for entropy; (c) follows from the fact that H(My41.q) =
ZJ —¢41 Bj; and (d) follows from the fact that (U, Mig11.q) = 0 due to the repair secrecy require-
ment (4).

Substituting (29) and (30) into (28) gives

H(U(€1+1,€+1)) + TZadvele(U(&,Hl))

T.
Z Ty jiTaa;B;+ Z B;j + (1+%) H(U®-9)

J=0+1 j=0+1

Tyd.e

H (llfl)
A

Z ngTdngerjé)B + Bg +
Jj=0+1

T
@ Ta.a, Z T, Bj +Bd+ddd§ (U0

J=0+1
a3 1758+ B )
— dd,de djg d—7 ’
j=0+1

where (a) follows from the fact that Ty 4 ; + Ta,j.c = T4,a.¢- This completes the proof of the proposition.
We are now ready to prove the outer bounds (8) and (9). To prove (8), note that
1 (@ 1 —
Bt g HU ) > o= (H(Soi) + HU))
d—1? d—1?

® 1
2 N
d—1¢

© < 1
> Y T, B +—£H(U<flvf>),
j=0+1

H(U(€17€+1))
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where (a) follows from the fact that H(S_¢11) < (d —¢)B; (b) follows from the union bound on entropy;

and (c) follows from (19) of Proposition 1. Cancelling dieH(U(Elve)) from both sides of the inequality

and normalizing both sides by Zf:e 41 Bt complete the proof of (8).

To prove (9), note that

0+ Toae,
o+ Tyga,0+18+ %H(U(A@)

a Y4 T. T. d—/
@ o+ Tgae,+18+ ( ! + 41041 + dyd b1 + 1) H(U(el’e))

d—1¢ d—1? d—1¢ d—1¢

~ Taeq1,641 (€1,0) ! Tydesr  d—l (£1,0)
=—_ HUS Y a+Tya0+18+ -7 a—7 Td—v¢ HU™")

(b) Ly +1 4 jdd@—i—l d—4 U
> it nt Ny 5 U(€1,€+1) H 17(51,514-1) +a+1 L /3+ — _ H e
d—/ ( )+ ( ) « dyd,f1+1 d—"/ d—/ d—17? ( )

d—"? 14 T
= 1H(U(€1’£))+H(U(€1’€1+1)7S€1+1—>[1:€1])+a+Td,d,21+lﬂ+ ( : * d’dye+1>H(U(€l,£))

d—1 d—¢ d—/
Tae041 (61,041)
#H U 1
+ = H( )
©d—¢ l T
> —1H(U(4174+1))+H(U(41741), St +15m:00) Yot Taae+18+ 1 fddttl H(U(fl,f))
d—"/ d—¢ d—V/
Taee,+1 00
6,61 H U( 1, +1)
d 4 T Tar.e
D o U, Ser1op]) + Taae+18+ (d - ; +%)H(U<e1,e>)+%H(Uul,e+1>)

© l T, Ta,0,0,
> H(Wy)+HUM) Sp )+ T 15+ (d - ; +ﬁ H(U<e1,e>)+ﬁH(U<el,e+1>)

y4 T,
= H(Wpy1, Se+1—>[1:el])+H(U(el’el),Sel+1—>[1:el])+Td,d,el+15+ <d _1 €+%)H(U(6176))

L0, (£1,641)
LU (s (Gt

—~
09
~

\%

l T,
H(Sp15p0,) FHUOTAAY S0 )+ T, e 8+ (d - EJF%?)H(U%Z))

Tiee 0t
771H U( 1, +1)

() H(S€1+1_>[1:€1])+%H(U(zl,e))+H(U(41+1,z1+1))Jeryd’ZlHﬂJrT;zl,d_,z?H(U(el,e))
n %H(U(&,Hm)
(;/) %H(U“““”) +HUGHA) 4+ Ty 018+ %H(U(h’e)) + %H(U(&’HD)
@ H(U(21+1,21+1)) + Taort1B + %H(U(ll,l)) + Taaei1P + %H(U%,Hl))
(;) HU O | %H(U“l’””) n Td,il,e:Jer ng(U“l’”l))
(>l) (Ta,a,e +Tae, + 1) i dejljB]’ + Lade erT_d’?Zl o HU“Y)
j=t+1
w (Ta,d,e, + 01) zd: Td_,jl,ij + —Td’fjej ElH(U(el’e)%
j=t+1

where (a) follows from the fact that Tg ry1 6,41 + Tade+1+d — €1 = Ta.a.e; (b) follows from Corollary 1
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that

Tao41,00+1 0t Tq,e,004+1
5 B2t H U( 1, ) 2 ;6,01 H U(él,é-i-l) H U(€1,€1+1)
Tatastet gy 5 Tatoa o) | g )

by setting j1 = ¢, jo» = £1 +1 and i = ¢; in (12), while M = () as our problem setup; (c) fol-
lows from (17) in Lemma 3; (d) follows from the fact that Tyee+1 +d — €1 = Tyee,; (e) follows
from the fact that H(Wyy1) < o; (f) and (h) follows from the fact that Sy, y1[1.¢,] is a function of
Wi, +1; (g) follows from the fact that H (W1, Sgl+1_>[1;g1])+H(U(ll’el), Strr1o01:00)) = H(Sp 41501000)) +
H(U®G LA+, Sty +1-[1:¢,]) due to submodularity; (i) follows from (22) in Proposition 2; (j) follows from
the fact that Ty q.,41 = Ta,a,e41+Tae41,0,+1; (k) follows from the facts that Ty ¢y 1,0,418 = S0, 42:041)
and (d — )8 = S_eq1; (1) follows from (19) and (27) of Propositions 1 and 3, respectively; (m) fol-

lows from the fact that Ty 40+ Ta e, = Taae,- Cancelling %T&H(U(lhl)) from both sides of the

d
inequality and normalizing both sides by Zf: 41 Bt complete the proof of (9).

5 Concluding remarks

This paper considered the problem of MDC-SR with a generalized eavesdropping model. It was demon-
strated that the MBR point of the achievable normalized storage-capacity repair-bandwidth tradeoff
region does not depend on the total numbers of Types I and II compromised storage nodes, if the number
of Type I compromised nodes is less than or equal to the number of Type II compromised nodes. As a
future study, it would be interesting to see whether this result extends to the entire achievable normalized
storage-capacity repair-bandwidth tradeoff region.

Acknowledgements This work was supported by National Natural Science Foundation of China (Grant No.
61631017) and National Science Foundation of USA (Grant Nos. CCF-15-24839, CCF-15-26095).

References

1 Shao S, Liu T, Tian C, et al. Multilevel diversity coding with secure regeneration: separate coding achieves the MBR
point. 2017. ArXiv:1712.03326
2 Tian C, Liu T. Multilevel diversity coding with regeneration. IEEE Trans Inf Theory, 2016, 62: 4833—-4847
3 Shao S, Liu T, Tian C. Multilevel diversity coding with regeneration: separate coding achieves the MBR point. In:
Proceedings of Annual Conference on Information Science and Systems, Princeton, 2016. 602-607
4 Pawar S, Rouayheb S E, Ramchandran K. On secure distributed data storage under repair dynamics. In: Proceedings
of IEEE International Symposium on Information Theory, Austin, 2010. 2543-2547
5 Pawar S, El Rouayheb S, Ramchandran K. Securing dynamic distributed storage systems against eavesdropping and
adversarial attacks. IEEE Trans Inf Theory, 2011, 57: 6734—6753
6 Shah N B, Rashmi K V, Kumar P V. Information-theoretically secure regenerating codes for distributed storage. In:
Proceedings of IEEE Global Telecommunications Conference, Kathmandu, 2011
7 Goparaju S, Rouayheb S E, Calderbank R, et al. Data secrecy in distributed storage systems under exact repair. In:
Proceedings of IEEE International Symposium on Network Coding (NetCod), Calgary, 2013
8 Rawat A S, Koyluoglu O O, Silberstein N, et al. Optimal locally repairable and secure codes for distributed storage
systems. IEEE Trans Inf Theory, 2014, 60: 212-236
9 Tandon R, Amuru S D, Clancy T C, et al. Toward optimal secure distributed storage systems with exact repair. IEEE
Trans Inf Theory, 2016, 62: 3477-3492
10 Ye F, Shum K W, Yeung R W. The rate region for secure distributed storage systems. IEEE Trans Inf Theory, 2017,
63: 7038-7051
11 Shao S, Liu T, Tian C, et al. On the tradeoff region of secure exact-repair regenerating codes. IEEE Trans Inf Theory,
2017, 63: 7253-7266
12 Tian C. Characterizing the rate region of the (4,3,3) exact-repair regenerating codes. IEEE J Sel Areas Commun,
2014, 32: 967-975


https://arxiv.org/abs/1712.03326
https://doi.org/10.1109/TIT.2016.2576467
https://doi.org/10.1109/TIT.2011.2162191
https://doi.org/10.1109/TIT.2013.2288784
https://doi.org/10.1109/TIT.2016.2544340
https://doi.org/10.1109/TIT.2017.2740939
https://doi.org/10.1109/TIT.2017.2750156
https://doi.org/10.1109/JSAC.2014.140516

Shao S, et al. Sci China Inf Sci  October 2018 Vol. 61 100307:13

Appendix A Proof of the exchange Lemma 2
First note that d — ¢1 > d — £, so we may write d — {1 = s(d — £) 4+ r for some integer s > 1 and r € [1 : d — ¢]. Next, let

t, tel: ],
at =4 t+ 41, tely+1:0—1],
t+0+1, tel—01+1:d—1].

Finally, let 79 := {a¢ : t € [1: 7]} and
Tg:=Har:ter+1+(g—1)(d—-0):r+q(d—20)]}

for any ¢q € [1: s]. It is straightforward to verify that:
o 7y N7y =0 for any q # ¢';
° Uz;(l)’rq =[1:6]U[26 +1:£;
e T, =[{+2:d+1].
Consider a symmetrical (n =d+1,d, Ny, ..
show by induction that for any p € [1: s|, we have

pH(UYO | MOy 4 g(UELatD) pr0)

., Ng,T, R) code that satisfies the node regeneration requirement (3). Let us

> pH(U(l1,Z+1) ‘M(Z)) + H(W[Zl+1:2£1] S0 e 1:201] SU;;S Tq%l+1|M(l))' (A1)

To prove the base case of p = 1, first note that
HUOO MO Y HUOD, Wi, S 6y 110/ M©)
= HWp.e0) S— 16y +1:0I M)

b
© H(Wi.g), S— ey +1:¢)> S0 041 1M ®),

where (a) follows from the fact that (Wi, ., S 14, 41.¢) Is a function of U0 by Lemma 1, and (b) follows from the fact
that S[1.¢¢q1 is a function of W[y,p. Furthermore,

HU® -4+ 10 @ H(U(l1’£1+1)7§_)21+1|M(l))
= H(W[lzll]v S~>51+1 ‘M([))

(b)
= H(Wig, 41.201], S—26, 411 M)

)
© H(Wig, 41:201]> S—e11M9)

@
= H(Wie, 11:201] S{t:e4] 041> S(2e1 +1:01— 4+ 1> S{e 2:4 1) -4 15 Se 10 +1:2¢41 1 M D),
where (a) follows from the fact that S_,, ,; is a function of U6+l by Lemma 1, and (b) and (c) follow from the
symmetrical code that we consider; (d) follows that Se41-570,+1:2¢,] 18 a function of S_,py;. It follows that
HU@O | MOY 4 gUA+ | pr0)
> H(Wiig, S0 4+1:0) St 041 1M D) + H(Wig, 11.201) Steea ] 0415 S261 100041, S[e2:d4 1] 041> Set 1503 +1:201) 1 M)

(a)

> H(Wii.g, Sojey 1100 Ssg— 415 Set2:a 11— 041 1M D) + HWigy 41:201)5 Sitsen]—£41> Sj2e1:0 415 Sep 15 (01 +1:204] M D)
0,0 i i

=HUNY, 5, |MY)+ H(W[£1+1:2£1]7SZ+1—>[£1+1:251]=SU;';$ Tqaul‘M( ))

= HU D M ©O) + H<W[z1+1;2z1]=5z+1—>[z1+1;221]75U;;5 Tq%HlM“)),
where (a) follows from the submodularity of the entropy function. This completes the proof of the base case of p = 1.
Assume that (A1) holds for some p € [1: s — 1]. We have
P+ DHUO|MO) 4 HU LT O)
= HU D MO) 4 (pHOUCO | MO) 4 HUE LD A0y

> H(U(h,@) ‘M([)) + pH(U(l1,15+1) |M(Z)) + H(W[gl_;'_lzggl] X Sg+1_>[gl+1;2[1] s SU37S g l41 ‘M([)) ) (A2)
a=

Note that both Spy15¢, 41:2¢,] and SUZ;(()ZJ“) el are functions of W(y.¢, which is in turn a function of U0 by
Lemma 1. We thus have
H(U(Zl,l)|M(€)) — H(U(h,f),S£+1H[gl+1:ggl],Suz;ép+1) 7_qﬁl+1|M(1€)>.

Furthermore, by the symmetrical code that we consider we have

H<W[Zl+1:241] ) Sl+1~>[ll+1:241] ) Su;;g Tqg—l+1 ‘M([)>
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¢
= H<W[z1+1:2z1]7 Sl+1~>[ll+1:2£1]7SU;‘;(()erl) 41’ Siet2iat1)—et1/MC )>~
It follows that

HU“O MO + H(W[ll+1:2£1]vSZ+1~>[£1+1:2£1]7S Mm)

UZ;(Z; Tq‘%JFl'
01,0 ¢
= H(U( L )’S“l_’[‘l“’”l]’Suj;é”“) Tq—>e+1|M( )) + H<W[el+1:2131]7Se+1—>[el+1;2z1],

¢
SU37[();D+1) Tq*)£+1vs[l+2:d+1]~>l+1|M( )>
s

(a)
> (U(Zl’l),Sz+1a[zl+1,241]7SU;-;[()erl) _rq*)LFlvS[l+2:d+1]~>£+1|M(l)>

0
+ H(W[£1+1:21€1]7Sl+1—>[ll+1:2l1]aSuz;(()p+1) rq—>e+1|M( )>

= H(U(Zl’ﬁkl)'M(l)) +H<W[Zl+1:241]7Sl+1~>[ll+1:241]vs ‘M(m))v (A3)

ULZP gttt
where (a) follows from the submodularity of the entropy function. Substituting (A3) into (A2) gives
(p+ 1)H(U(41 ) ‘M(Z)) + H(U U0t ‘M(Z))

> (p+ HHUCFD MO + H(W[z1+1;2z1],5z+1—>[z1+1:251]75 M(Z))y

(Upany rqtt1l

which completes the induction step and hence the proof of (Al).
Setting p = s in (A1), we have

sH(UCO | MOy 4 gt a0y

> sHUHFDIMO) + H(Wig, 4 1:20115 Seq 101 +1:201)» Sro o411 M)

= sHU D MDY + H(Wie, 11.201]5 Sep 1[0y +1:209] M O) + H(S7o 0411 Wiey £1:2017, Se 13 +1:20,), M), (Ad)

By the symmetrical codes that we consider, we have

H(Wig, 4 1:2017, Se 110y 11200 M) = HWinay7, Ses1 1.0 MO) = HWii.ey), Sey 415110047 1M 9) (A5)
and
H(Sry— o411 Wiey 4 1:261] Se 1501 41200 MY) = H(Sr o041 |Wiey 41:201)5 Se1 (03 152041, M)
for any subset 7 C [£ 4 2 : d + 1] such that |7| = r. By Han’s subset inequality®), we have
H(Sro—e411Wiey +1:201) Se1o (e +1:20,) M)

T

> diZH(S[ZJﬁQ:dJrl]%lJrl‘W[£1+1:2£1]vSZ+1H[21+1:221]7M([))

T
> ﬂH(s[z+2:d+1]—>e+1\W[z1+1:251],5z+1—>[zl+1;2z1],M([),U(Zl’[))

T
-7 EH(S[2+2:d+1]—>z+1|U(ll’l),M(l))
= T (H (S 21y e, U DM O) = HU OO 110

= T HEOEDMO) — OO O)), (A9

where (a) follows from the fact that (Wis, 1.2¢,], Se1-[e;+1:2¢,]) is a function of U(€1:0) by Lemma 1. Substituting (A5)
and (A6) into (A4) gives
(s+ : r 15) HUED|M©O) 4 g+ 0y > (s - r e) HU @D 0O 4 H(U ) 2O,

which is equivalent to (11) by noting that
r_s(d=O+r d—1t
d—¢  d—¢  d—-¢’

This completes the proof of the exchange lemma.

s+

1) Han T S. Nonnegative entropy measures of multivariate symmetric correlations. Inf Control, 1978, 36: 133-156
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