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Dear editor,
We will introduce the notion of chameleon All-But-
One Extractable Hash Proof (ABO-EHP) system.
It is a special kind of ABO-EHP [1] with a tag
space T that comprises two branches, denoted by
TA×TB. Specifically, the tag space contains a sub-
set S ⊂ T and satisfies the so-called chameleon
property. That is, for any a ∈ TA, there is a unique
and special b ∈ TB (computed via a trapdoor) mak-
ing (a, b) ∈ S. The chameleon property allows us
to construct public-key encryption (PKE) schemes
from chameleon ABO-EHP systems directly, not
relying on hybrid encryption mechanism. When
encrypting short messages, e.g., a PIN number, the
direct construction in some sense is more efficient
than the hybrid encryption schemes of [1–3] un-
der the computational Diffie-Hellman (CDH) as-
sumption. In the following, we first give a formal
definition of chameleon ABO-EHP system. Then,
we show how to construct a chosen-ciphertext se-
cure (CCA) PKE scheme from a chameleon ABO-
EHP system. Finally, we present instantiations of
chameleon ABO-EHP system for constructing ef-
ficient CCA-secure PKE schemes.

Chameleon ABO-EHP system. First, we briefly
recall the definition of binary relations that will be
used in the chameleon ABO-EHP system.

Definition 1 (Binary relation [1]). A fixed

family of binary relations Rpp, indexed by a public
parameter pp, satisfies the following properties.

• (Efficiency) Given a security parameter 1λ,
there is an efficient algorithm SampPP to sample
pp, and efficient algorithm SampR to sample Rpp.
Rpp is also efficiently verifiable, possibly via some
trapdoor for pp.

• (One-Wayness) Given a random u, it is hard
to find s such that (u, s) ∈ Rpp.

• (Pseudorandomness) There is a pseudoran-
dom generator Gpp for the relation Rpp, such that
for any PPT algorithm A, it is hard to distinguish

K0 ← Gpp(s) from a random K1
$
← {0, 1}k, where

k is the length of the output from the generator.

By the Goldreich-Levin hard-core bit function
GL(·) [4], there always exits a one-bit output gen-
erator Gpp so long as computing s given u is hard
on average. To derive a linear number of hard-core
bits, it needs to iterate a one-way permutation or
relies on decisional assumptions.

Definition 2 (Chameleon ABO-EHP). Let
{Hpk} be a family of hash functions. It is in-
dexed by a public key pk and takes additionally
a tag (from the tag space TA × TB) as input. For-
mally, a chameleon ABO-EHP associated with a
one-way relation Rpp consists of a tuple of algo-
rithms (SetupExtch, SetupABOch, Pubch, Extch,
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Ext∗ch, CompKTch, Privch) and the following prop-
erties hold.

• (Public evaluation) For all (pk, sk) generated

by SetupExtch(pp), all tag
$
← TA × TB and all

(u, s)← SampR(r):

Pubch(pk,tag, r) = Hpk(tag, u).

• (Extraction mode) For all (pk, sk) generated
by SetupExtch(pp), and all (tag, u, τ):

τ = HPK(tag, u)⇔ (u,Extch(sk,tag, u, τ)) ∈ R.

• (Chameleon all-but-one mode) For all (pk,
sk

∗, S) ← SetupABOch(pp), all tag∗ ∈ S and
all (u, s) ∈ R,

Privch(sk
∗,tag∗, u) = Hpk(tag

∗, u).

In addition, for all tag ∈ T \ S, and all (u, τ):

τ = Hpk(tag, u)⇔ (u,Ext∗ch(sk
∗,tag, u, τ)) ∈ R.

• (Chameleon property) For all (pk, sk∗,S)
generated by SetupABOch(pp), and all a ∈ TA,
there is a unique b ∈ TB such that (a, b) ∈ S. Fur-
ther, b can be efficiently computed by

b = CompKTch(sk
∗, a).

• (Hardness) We require that it is hard to find
a kernel tag for any adversary A that has adap-
tive access to the extraction oracle OExt(·); a for-
mal definition of this oracle is given in Definition 3
shortly. Formally, for any PPT adversary A,
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(a, b) ∈ S :

pp← SampPP(1λ);

(pk, sk∗,S)←

SetupABOch(pp);

(a, b)← AOExt(·)(pp, pk).











is a negligible function negl(λ).

• (Indistinguishability I) The two public keys
(i.e. pk) respectively generated by SetupExtch(pp)
and SetupABOch(tag

∗, pp) are statistically indis-
tinguishable.

• (Indistinguishability II) For all (pk, sk∗,S)
generated by SetupABOch(pp) and all a ∈ TA,
we require that for any adversary that has adap-
tive access to the extraction oracle OExt(·), it is
hard to distinguish a kernel tag (a, b0), where
b0 = CompKTch(tag

∗, a), from (a, b1), where b1
is uniformly chosen from TB. Formally, for any

PPT adversary A = (A1,A2),
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β′ = β :

pp← SampPP(1λ);

(pk, sk∗,S)←

SetupABOch(pp);

a← A
OExt(·)
1 (pp, pk);

b0 = CompKTch(sk
∗, a);

b1
$
← TB;β

$
← {0, 1};

β′ ← A
OExt(·)
2 (pp, pk, a, bβ).
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is a negligible function negl(λ), where A2 is re-
stricted not to ask (tag, u, τ) such that tag =
(a, bβ) to the extraction oracle OExt(·).

Definition 3 (Extraction oracle). An extrac-
tion oracle OExt(·) is associated with a chameleon
ABO-EHP. For all (pk, sk∗,S) generated by
SetupABOch(pp), where S ⊂ T , OExt(·) works as
follows:
On input (tag, u, τ),
• If tag ∈ S, output a special symbol ⊥;
• If tag ∈ T \ S, compute s =

Ext∗ch(sk
∗,tag, u, τ). If (u, s) ∈ Rpp, output s,

else output ⊥.

CCA-secure PKE scheme from chameleon

ABO-EHP system. Let Rpp be a binary relation
indexed by a public parameter pp and let EHP be
a chameleon all-but-one hash proof system related
to Rpp. Suppose that TA × TB being the tag space
and CR: {0, 1}∗ → TA being a collision-resistant
hash function.

CCA-secure PKE scheme. Assume the mes-
sage space is {0, 1}k, matching with the output
space of Gpp(·). Our PKE scheme consists of three
PPT algorithm PKE = (G, E ,D) and is described
as follows.
• (Key Generation) G(1λ) : Given a secu-

rity parameter 1λ, it runs pp ← SampPP(1λ),
(pk, sk) ← EHP.SetupExtch(pp) and chooses a
collision-resistant hash function CR. Finally, it
outputs a public/secret key pair (pk, sk), where
pk = (pp, pk,CR) and sk = sk.
• (Encryption) E(pk,m) : Given a message

m ∈ {0, 1}k and a public key pk, it samples

(u, s) ← SampR(r) and chooses b
$
← TB. Then,

it computes c0 = m ⊕ Gpp(s), a = CR(c0||u) and
τ = EHP.Pubch(pk, (a, b), u). Finally, it outputs
a ciphertext c = (c0, u, τ, b).
• (Decryption) D(sk, c) : Given a ciphertext c

and a secret key sk, it parses c as (c0, u, τ, b).
It then computes a = CR(c0||u) and s =
EHP.Extch(sk, (a, b), u, τ). After that, it checks
whether (u, s) ∈ Rpp. If not, it outputs ⊥. Other-
wise, it computes and outputs m = c0 ⊕Gpp(s).

To encrypt a message with length |m| > k, we
can use a pseudorandom generator PRG to extend
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K = Gpp(s) to K ′ so that |K ′| = |m|. If K is
shorter than the seed length of PRG, we may ap-
ply the means proposed in [1] to achieve it.

Theorem 1. If Gpp for the binary relation Rpp is
pseudorandom and CR is a collision-resistant hash
function, then PKE is a CCA-secure PKE scheme.

The proof of Theorem 1 is given in Appendix A.
We now give an example of chameleon ABO-

EHP from the Diffie-Hellman (DH) relation. Let
G = (q,G, g) be a description of a cyclic group G

with prime order q and generator g. The Diffie-
Hellman relation is described as Rdh

pp
= {(u, s) ∈

G×G : s = uα}.
A chameleon ABO-EHP system. The pub-

lic parameter pp is (g, gα) for g
$
← G and α

$
← Zq.

The tag space is T = Zq × Zq and the sampling
algorithm is SampR(r) := (gr, gαr), where r ∈ Zq.
We define Hpk(tag, u) = (gαa · Xb

1 · X2)
r, where

tag = (a, b) ∈ Zq × Zq and pk = (X1, X2) ∈
G×G.
• (Public evaluation/extraction)

- SetupExtch(pp) : Pick β1, β2
$
← Zq, then set

pk = (gβ1 , gβ2) and sk = (β1, β2).
- Pubch(pk,tag, r) = (gαa ·Xb

1 ·X2)
r.

- Extch(sk,tag, u, τ) = (τ · u−bβ1−β2)a
−1

.
• (Chameleon all-but-one mode)

- SetupABOch(pp) : Pick β∗
1 , β

∗
2 , xa, xb

$
← Zq

and then set










pk = (gβ
∗

1 (gα)xa , gβ
∗

2 (gα)xb),

sk
∗ = (β∗

1 , β
∗
2 , xa, xb),

S = {(a, b) ∈ T : a+ bxa + xb = 0 mod q}.

- Privch(sk
∗,tag∗, u) = ubβ∗

1+β∗

2 , where
tag

∗ = (a, b) ∈ S.

- Ext∗ch(sk
∗,tag, u, τ) =

(

τ

u
bβ∗

1
+β∗

2

)
1

a+bxa+xb ,

where tag = (a, b) ∈ T \ S.
- CompKTch(sk

∗, a) = (−a− xb) · x
−1
a mod q.

Theorem 2. The above construction is a
chameleon ABO-EHP system for the DH relation.

The proof of Theorem 2 is given in Appendix B.
Applying the above chameleon ABO-EHP sys-

tem with pseudorandom generators Gpp for DH
relation from [1], we may obtain CCA-secure PKE
schemes as in [5] under DBDH assumption (see
Figure B1 in Appendix B), which is competitive
with the hybrid CCA-secure PKE scheme [6].

Extension to the twin DH relation. The twin
DH relation with pp = (g, gα, gβ) is given by

R2dh
pp

={(u, (s0, s1))∈G ×G2 : (s0, s1)=(uα, uβ)}.

Given tag = (a, b) ∈ Zq × Zq, u = gr ∈ G,
pk=(X1, X2, X3, X4) ∈ G4 and

Hpk(tag, u) =
(

(gα1a ·Xb
1 ·X2)

r, (gα2a ·Xb
3 ·X4)

r
)

,

we can similarly construct a chameleon ABO-EHP
system for the twin DH relation. If we use the
generator G2dh

pp
(s0) := GL(s0) for the twin DH

relation, we can obtain a new CCA-secure PKE
scheme under the CDH assumption (see Figure B2
in Appendix B). By implementing the trade-off
method of [7], we can further obtain a more practi-
cal CDH-based PKE scheme with constant cipher-
text size (see Figure B3 in Appendix B).

Efficiency comparison of the above schemes is
given in Appendix C.

Conclusion. We proposed the notion of
chameleon ABO-EHP system, and applied it to
construct CCA-secure PKE schemes directly. It
also instantiated chameleon ABO-EHP systems
for the DH relation and the twin DH relation,
which can be used to construct CCA-secure PKE
schemes under DBDH assumption and CDH as-
sumption respectively.
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