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Appendix A Proof of Theorem 1

Proof.  We prove the CCA-security of PKE using the sequence-of-games approach proposed by Shoup [9]. First, we describe
a sequence of games, Game; (0 < ¢ < 5), where Gameg is the original IND-CCA game with respect to an adversary A and
a challenger C. Let Pr[Success;] be the success probability of A in Game;. Then we show that Pr[Success;] is negligibly

close to Pr[Successiti] for all ¢ = 0,...,4. Finally, we show that .4 has no advantage in Games, i.e. Pr[Successs] = 1/2.
From this, it follows that |Pr[Successg] — 1/2| is negligible. Hence, the public-key encryption scheme is CCA-seucre. By
c* = (cf,u*, 7*,b*), we denote the challenge ciphertext. Now, we describe the definitions of Game;.

Game;. This game is the same as Gameg except for a modification to the decryption oracle. When the adversary queries
the decryption oracle with a ciphertext ¢ = (co,u,7,b) (¢ # ¢*), the challenger first computes a = CR(co||u), then
checks whether (a,b) = (a*,b*). If so, it outputs L, otherwise it outputs what the decryption oracle outputs in
Gameg.

Gamesz. This game is the same as Game; except for the following modifications to the IND-CCA experiment. We
replace EHP.SetupExt.y, (PP) with EHP.SetupABO., (PP) to generate (PK, SK*) together with a kernel tag space S.
In addition, we replace the decryption oracle of Game; with a new one that is defined as follows.

When the adversary queries the decryption oracle with a ciphertext ¢ = (co,u, 7,b), the challenger first
computes a = CR(co||u); then

e if (a,b) = (a*,b*) or (a,b) € S, it outputs L;

o if (a,b) # (a*,b*) and (a,b) ¢ S, it computes

s = EHP.Ext}; (sk*, (a,b),u, T);
If (u, s) € Rep, it outputs m = co ® Gep(s), else outputs L.

Gameg. This game is the same as Gamesz except for a modification to the way of computing the challenge ciphertext
c* = (cf,u*, 7*,b*). When the adversary queries a challenge ciphertext for two messages mqo and m1, the challenger
samples (u*, s*) < SampR(r*); then computes

¢ =mg ® Gpp(s*) and 7% = EHP.Pubgy, (PK, (a*,b*),r%),
where 8 < {0,1}, a* = CR(c|[u*) and b* = EHP.CompK Ty, (sSK*, a*). Finally, it outputs the challenge ciphertext
c* = (cf,u*, 7%, b%).
Gamey. This game is the same as Gameg except for a small modification to the way of computing the challenge ciphertext
c* = (cf,u*,7*,b*). The challenger uses EHP.Privy, instead of the public evaluation EHP.Pub., to compute
Hek ((a*, b*),u*), that is
7* = EHP.Prive, (SK*, (a*, %), u*).
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Games. This game is the same as Gamey except for a small modification to the challenge ciphertext c* = (¢, u*, 7*,b*).
The challenger chooses a random K* from {0, 1}* instead of using Grp(s*) to compute cfj, that is ¢y = mg ® K*.

Corollary 1. |Pr[Successg] — Pr[Successi]| is negligible, assuming the collision-resistant property of hash function CR.

Proof. Let E be the event that the adversary A makes a legal (i.e, not equal to c¢*) decryption query of the form
¢ = (co,u,7,b=">*), where CR(cp|lu) = a*. We observe that Gameg and Game; proceed identically until event E occurs.
So, we have

|Pr[Successg] — Pr[Success;]| < Pr[E].

Next, we show that event F occurs with negligible probability. Since 7 = Hpk(+) is determined by its inputs TAG and
u, if ¢ # ¢*, we must have (co,u,b) # (cf,u*,b*). So, if event E occurs, we have (co,u) # (cf,u*) and CR(collu) =
CR(c§|lu*) = a*. That is, we break the collision resistance of CR.

Because the hash function CR is collision resistant, we conclude that event E occurs with negligible probability, as
desired.

Corollary 2. |Pr[Successi] — Pr[Successs]| is negligible, assuming the statistical indistinguishability of the two public
keys respectively generated by EHP.SetupExt., and EHP.SetupABO,,, and the hardness of finding a kernel tag.

Proof. Let F be the events that in Gamesz the adversary A makes a legal decryption query of the form ¢ = (co,u, 7,b),
where (a = CR(co||u),b) € S.

Next, we show that Game; and Games proceed identically until event F' occurs. Since the two public keys respectively
generated by EHP.SetupExt.,, and EHP.SetupABO,}, are statistically indistinguishable, we have that the adversary’s views
of (PK,c*) in Game; and Gamesy are statistically indistinguishable. In addition, for all (PK,c = (co,u,T,b)), when (a =
CR(col|u),b) ¢ S, by the definition of the decryption oracle in Games and the correctness of all-but-one mode, we have
that the adversary’s views of (PK,D(c)) in Game; and Games are also statistically indistinguishable. Thus, we have

|Pr[Success1]| — Pr[Successa]| < Pr[F].

Next, we show that event F' occurs with negligible probability. Given an adversary A that can make a legal decryption
query of the form ¢ = (co,u,7,b) such that (a = CR(co||u),b) € S with non-negligible probability in Games, we construct
an adversary BB which breaks the hardness of finding a kernel tag of a chameleon ABO-EHP using A as a subroutine.

On input PK generated by (PK,sk*,S) - EHP.SetupABO.y, (PP), B chooses a collision-resistant hash function CR, and
gives pk = (pP,PK,CR) to A. When A makes a decryption query ¢ = (co,u,7,b), B queries its extraction oracle with
(TAG, u, T), where TAG = (CR(co|lu),b) and is given in return s = Opyt(-). If s is the special symbol L, B outputs it
directly. Otherwise, s should be equal to EHP.Ext}, (SK*, TAG, u,7) and (u,s) € Rpp. B outputs Gpe(s) @ co.

When A asks to be challenged on two messages mo, m1 € {0,1}*, B creates the challenge ciphertext c* = (c§ru*,7*,b%)
by running £(pk, mg), where 3 & {0,1}. When A continues to make a decryption query ¢ = (co,u, 7,b), B first checks
whether (CR(col|u),b) = (CR(c§|[u*),b*). If so, B outputs L. Otherwise B handles it as before. Finally, A outputs a bit
B'. Let H = {TAG;} be the set of tags where B queries Ogx¢(-) with (TAG, u, 7). Now, B uniformly chooses a tag from H
as its final output.

b [I;] is clear by construction that B perfectly simulates Games to A. Thus, B wins its challenge with probability at least
r
BEN

Because A makes a polynomial number of queries to the extractable oracle and B has negligible probability to find a
kernel tag of a chameleon ABO-EHP, we conclude that event F' occurs with negligible probability, as desired.

Corollary 3. |Pr[Successa] — Pr[Successs]| is negligible, assuming the hardness of distinguishing a kernel tag from a
non-kernel tag.

Proof.  For any PPT adversary A that can distinguish Games from Gamesz, we describe an efficient distinguisher algorithm
B against the indistinguishability of a kernel tag and a uniformly picked tag of a chameleon ABO-EHP as follows.

On input PK generated by (PK,sk*,S) < EHP.SetupABO.,(PP), B simulates the key generation algorithm G and
decryption oracle D just as in the proof of Claim 2. When A asks to be challenged on two messages mo, m1 € {0,1}*, B
picks 3 & {0,1} and constructs the challenge ciphertext as follows:

1. It samples (u*, s*) < SampR(r*) and computes
¢ = mg ® Gro(s"), a* = CR(c3[u").

2. Next, it gives a* to its challenger and gets the response as b*. Then, it computes 7* = EHP.Puby, (PK, (a*, b*), r*).
3. Finally, it sets the challenge ciphertext as (cf, u*,7*,b%).

When A halts, B returns its output.

We observe that when b* = CompK T, (SK*, a*), B simulates Games perfectly, otherwise, it simulates Games perfectly.
Thus, B is an efficient distinguisher algorithm. Since EHP has the property of indistinguishability of a kernel tag and a
uniformly picked tag for any PPT adversary, this implies that |Pr[Successa] — Pr[Successs]| is negligible.

Corollary 4. Pr[Success3]=Pr[Successy].
Proof. 1t is clear that Games and Game, are identically distributed by correctness of the chameleon all-but-one mode.

Corollary 5. |Pr[Successs] — Pr[Successs]| is negligible, assuming the pseudorandomness of the generator Gpp(-).
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Proof.  Observe that in Games, we never use knowledge of the witness s* or randomness r* associated with u* except
in the computation of the first element ¢ = mg @ K* of the challenge ciphertext (cf,u*,7*,b*). This implies that we
can construct a PPT simulator algorithm that on input (pp,u*, K*), simulates Games perfectly if K* = Gpp(s*) (recall
here that (u*,s*) < SampR(r*)) and that simulates Games perfectly if K* is randomly chosen from {0,1}*. By the

pseudorandomness of Gpp(-), the claim follows.

_1

= 3.

Proof.  Observe that in this game, the challenge ciphertext c* is independent of the adversary’s challenge messages mg
and mj. So, the adversary’s success probability is exactly 1/2.

Combining Corollary 1 to Corollary 6, we obtain Theorem 1.

Corollary 6. Pr[Successs]

Appendix B Proof of Theorem 2 and Instantiations
Proof.  We show that the construction in Theorem 2 satisfies the required properties of chameleon ABO-EHP system.
(Correctness) The correctness of the algorithms in the above extractable hash proof system can be checked directly.
(Hardness) For any PPT adversary, it is hard to find a tag (a,b) € S. Observe that xz, and x} are initially hidden by
blinding factors §} and 5 respectively and the public key PK does not leak any information about either x, or
xp. Thus, for any tag (a,b) € Zq X Zg, there are exactly ¢ possible values of a + b - zq + xp, from the view point of
an adversary. An adversary that has access to the extractable oracle Opx¢(+), can discover whether (a,b) € S (i.e.
a+b-zq+ 2, = 0mod g). Information-theoretically, for the adversary’s (i + 1)st access to Ogxy(-), the probability
that a +b- xq + @, = 0 is at most 1/(¢ — ¢). Thus, for a PPT adversary that makes p(A) queries to Ogxy(-), his
success probability of finding a kernel tag is at most

p(N)

1
o=

i=1
which is negligible in .

(Indistinguishability I) It is clear that the two public keys respectively generated in the extractable mode and in the
all-but-one mode have the same distributions. So, they are statistically indistinguishable.

(Indistinguishability II') For any s,t € Zq and any (a,bo), (a,b1) € Zq X Zq (bo # b1), it always has =, and x; such that

(=G ()= ()

Thus, all the tags are equally likely in the view of the adversary. Since the adversary only makes a polynomial
number of queries to the extractable oracle, we have that the adversary has negligible probability to distinguish a
random tag in S from a random tag in 7.

Applying the chameleon ABO-EHP systems for (twin) Diffie-Hellman relations with suitable pseudorandom generators,
we can derive the following PKE schemes as described in Fig. B1, Fig. B2 and Fig. B3.

G(1*): E(pk,m) : D(sk,c) :
PP = (g,9% g7) ui=g",r <$; Zy parse ¢ as (co,u, T,b)
(21, 22) & 72 co:=mPe(g*, g7)" a := CR(co||u), check
(X1, X2) :== (91, 9"2) a := CR(co||u), b & Zq e(g,7) = e(u, g** XV X2)
pk := (PP, X1, X2) 7= (g XV Xo)" 5= (’ru*l””l*“”?)‘l_1
sk := (pk,z1,22) ¢:=(co,u,T,b) m:=co De(s,g7)
return (pk, sk) return ¢ return m

Figure B1 A CCA-secure PKE Scheme under the DBDH Assumption

The description of the scheme in Fig. B1 can be improved as follows. We can check the consistency of a ciphertext
via 7 = u*®tbr1+22 and then decrypt it directly via m := co ® e(u, g*7) if we regard o and g7 as secret key parts. In
the encryption operation, we can avoid computing the pairing by setting e(¢g%,g”) as a public key. As a result, we obtain
exactly the scheme of [7]. That is, our generic construction encompasses the scheme of [7].

Appendix C Comparison

To demonstrate the practicality of our generic approach for constructing CCA-secure PKE schemes, we compare the
efficiency of the concrete schemes derived from our approach with previous related schemes.

Table C1 is an efficiency comparison among some DBDH-based PKE schemes with CCA-security in the standard model.
In Table C1, l; and Iy, denote the length of the representation of an element in G and G respectively, and [, denotes the
length of the representation of an element in Z4. “vk” and “sig” respectively denote the public key and signature of the
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G(1*) : E(pk,m) : D(sk,c) :
PP := (g,9*!,9“2, R) fori=1to ¢ parse c as
(z1,x2,73,24) iZg u; 1= g”,riﬁZq (007(71'1'77—1'177-2'2)5:171))
(X1, X2) := (9"1,9"2) K := (GLRr(g°1"))i_, a = CR(col|(ui){=,)
(X3, X4) := (g®3, g%4) o =m®K,b & Zq for i = 1 to ¢, check
pk = (PP, X1, X2, X3, X4) a := CR(coll(un)’_,) Ty = uf e eEItT
sk = (pk, a1, 22,23, 24) fori=1,...,¢ Tig 1= uf A ThTsTIL
return (pk, sk) i1 = (g*12 X P Xo)" i Si = (Tz'l’l.ti_bml—322)a*1
Tig = (9729 X8 X4)Ti K = (GLr(5:)i=
¢ = (co, (ui, 71, i2)!_y, b) m:=co®K
return m

return c

Figure B2 A CCA-secure PKE Scheme under the CDH Assumption

G E(pk,m) : D(sk,c) :
fori=1to6 U= g",rﬁZq parse ¢ as (co,u, T1,72,b)
X = g%, z; & Zq K = (GLgr(Z1))¢_, a := CR(col|u), check
fori=1to ¢ cor=m®dK 71 1= yor1tbratas
. $ $ .— gaxgt+brs+tag
Z;i = g*i, zj < Lq a := CR(col|u), b < Zq Ty i=u
pk = (9, R, (X)S_, (Zi)iy) 1= (X{ X5 X3)" fori=1tol, Z; :=u
— Y4
sk = (pk, (@)%, (2:)=) 2 = (XX Xe)" K= (GLr(Zi))im
return (pk, sk) c:= (co,u,T1,72,b) m:=co®K
return c return m

Figure B3 A variant of CDH-base PKE Scheme with Constant Size Ciphertext

signature scheme. Let “mac” be the message authentication code. “#Sig” and “#Vrfy” respectively denote the number
of operations required for signature generation and signature verification. “exp” denotes an exponentiation operation (and
some of the exponentiations are actually fixed-base multi-exponentiations, e.g., the computation of 7 := (go‘“XfXg)r in
Fig. Bl is viewed as one fixed-base multiplication exponentiation with fixed base (g%, X1, X2)). “pr” denotes a pairing
operation. We ignore all other operations. Note that, our approach encompasses the CCA-secure PKE schemes derived
from the identity-based techniques in [7]. By the comparison from Table C1, it shows that our scheme obtained by chameleon
EHP system has small public key size and also has efficient encryption and decryption.

Table C2 is an efficiency comparison among some CDH based PKE schemes with CCA-security in the standard model.
In Table C2, Iy and l4 denote the length of the representation of an element in G and Z4 respectively. I, and l; respectively
denote the length of message and message authentication code. “exp” denotes an exponentiation operation. We ignore all
other operations. Let I/, = min{lm, A\s} (\s is the PRG seed size) and n = I/,, + ;. For concreteness, we consider a security
parameter of 80 bits for both PRG and MAC, i.e. l; = As = 80 (Usually, this is the minimum requirement, otherwise, PRG
and MAC may suffer from brute force attacks), and a group with l; = 160 bits prime order. In addition, we assume that a
PIN number consists of six decimal digital. In this case, we can use at most 20 bits to represent a PIN number. Taking the
values of l; = 160, Iy = 80, I, = l;m = 20 and n = 100 into Table C2, we roughly obtain a concrete efficiency comparison
in Table C3.

Table C3 shows that our schemes require significantly fewer exponentiations in both encryption and decryption than the
scheme of [11] obtained from normal extractable hash proof systems following hybrid encryption paradigm. Compared with
other schemes, ours in Fig. B3 also has improved efficiency in terms of encryption and decryption for short messages.

Table C1 Efficiency comparison among some DBDH-based PKE schemes.

Schemes Public-Key Size  Ciphertext Overhead Encryption Decryption
[#pr, #exp, #Sig, #Vrfy]

CHK [3]  4lg+ 14y 2, + |vk| + |sig| [0,3,1,0] [1,1,0,1]
BK [1] 4y + gy 21, + |mac] [0,3,0,0] [1,1,0,0]
BMW [2] 162y + Iy, 21, [0,4,0,0 [1,1,0,0]
KTL [6]  163ly + Ly, 21, [0,4,0,0] [1,1,0,0]
Tan [10]  6lg + Loy 3l [0,4,0,0] 1,2 0,0
LDLK [7] 4y + Iy, 2y + 1y [0,3,0,0] [1,1,0,0]

Fig. Bl Ay + gy 2y + 1y [0,3,0,0] [1,1,0,0]
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Table C2 Efficiency comparison among some CDH-based PKE schemes.

Schemes Public-Key Size  Ciphertext Overhead  Encryption Decryption

#exp #exp
CKS [4] 2(n+1)lg (n+2)ly+ 1 3n+1 2n+1
HIKS [5]  (n+4)l, 31y + 1y n+5 n+2
Wee [11]  4ig4 3nlg + Ut 6n 3n
Fig. B2 6, (3, + Dy + 1 8l 3,
Fig. B3 (1, +6)lg 3lg+1q I +7 I, +2

Table C3 An example of Table C2 with security level A = 80 and message length [,,, = 20.

Schemes Public-Key Size  Ciphertext Overhead Encryption Decryption

#exp #exp
CKS [4] 201y 10214 + 80 301 201
HIKS [5] 104, 3lg + 80 105 102
Wee [11] 4, 3001 + 80 600 300
Fig. B2 6lg 611y + 160 160 60
Fig. B3 2614 3lg + 160 27 22
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