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The privacy and authenticity of user information
have received increasing attention, because infor-
mation security incidents have occurred more fre-
quently in recent years, such as the PRISM scandal
and blackmail virus. In this context, privacy (also
referred to as confidentiality) ensures that user in-
formation is not obtained by unauthorized third
parties. Authenticity (also referred to as integrity)
prevents unauthorized third parties from tamper-
ing, forging, or forwarding user information. An
authenticated encryption (AE) mode is a crypto-
graphic scheme that provides both privacy and au-
thenticity simultaneously.

Most AE schemes simply offer birthday bound
security, i.e., their privacy and authenticity en-
sure at most approximately n

2 -bit security, where
n is the block size. The current widely used block
cipher is Advanced Encryption Standard (AES).
If AES (block size n = 128) is used as the un-
derlying primitive of an AE mode, then 128-bit
security degrades to at most approximately 64-
bit security. This means that the security insur-
ance of this AE mode is lost after 264 adversarial
queries or forgery attempts, which is often unac-
ceptable in some special environments. Similarly,
for the current widely used hash functions SHA-
256 and SHA-512, the birthday-bound-secure bot-
tleneck still exists. Therefore, it is very important
to design AE modes that provide beyond-birthday-
bound (BBB) security. The so-called BBB secu-

rity means that an AE mode guarantees at most
approximately rn

r+1 -bit security, where r > 1 is
an integer. If r is sufficiently large, we consider
that it provides asymptotically optimal security.
If r →∝, we consider that it provides optimal
security, i.e., this AE mode is secure up to ap-
proximately 2n adversarial queries and approxi-
mately 2n forgery attempts. In recent years, AE
modes that provide BBB security appeared end-
less. According to the underlying primitive clas-
sification, this includes blockcipher-based BBB-
secure AE modes (e.g., GCM-SIVr [1]), tweakable-
blockcipher-based BBB-secure AE modes (e.g.,
SCT [2] and SIVx [3]), and permutation-based
BBB-secure AE modes (e.g., NORX [4]). How-
ever, it remains an open problem to construct a
BBB-secure AE mode based on a keyed compres-
sion function.

Contributions. This article addresses the
above open problem. First, we describe the
first keyed-function-based BBB-secure paralleliz-
able AE mode RWCTR, which combines a modi-
fied Randomized Wegman-Carter-Shoup Message
Authentication Code (RWMAC) [5] construction
and a new randomized CTR-like mode. We utilize
a 2n-bit input and n-bit output keyed compres-
sion function, an n-bit random initial vector (IV),
and a universal hash function with n-bit output to
build RWCTR. RWCTR is provably BBB-secure
up to approximately 2n−2 adversarial queries and
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approximately 2n/n forgery attempts if the under-
lying keyed compression function is a secure pseu-
dorandom function (PRF). RWCTR is also the
first keyed-function-based AE mode that provides
close-to-optimal security. The privacy and authen-
ticity of RWCTR guarantee at most approximately
(n − 2)- and (n − logn)-bit security, respectively.
We also propose a more practical AE mode RWC-
TRN that utilizes a nonce IV or an arbitrary IV
to replace the impractical random IV. RWCTRN
provides provable security up to a close-to-optimal
bound in the nonce IV scenario and achieves secu-
rity up to the birthday bound in the arbitrary IV
scenario.

Scheme 1: RWCTR. RWCTR was inspired by
RWMAC [5] and BTM [6]. First, the authenti-
cation part of RWCTR takes two keys (L,K), an
n-bit random IV U , associated data A, and a mes-
sage M as input and yields an authentication tag
T , i.e.,

S = HL(A,M)⊕ U and T = FK(U, S), (1)

where H is an ǫ-uniform almost-XOR-universal
(AXU) hash function (Appendix B) and F is a
keyed compression function. The authentication
part of RWCTR is a modified RWMAC mode that
provides BBB security. Then, we construct a new
random IV-based CTR-like mode that takes key
K, authentication tag T , random IV U , and mes-
sage M = M1|| · · · ||Ml as input and returns the
corresponding ciphertext C = C1|| · · · ||Cl, i.e.,

Ci = FK(U, T + i)⊕Mi, where 1 6 i 6 l. (2)

Unlike BTM [6], we replace the block cipher with
the keyed compression function and utilize a ran-
dom IV U . This makes the encryption part of
RWCTR BBB-secure. An overview of RWCTR is
given in Figure 1(a). The RWCTR encryption and
decryption algorithms are shown in Appendix C.1.
The privacy and authenticity of RWCTR are de-
scribed as follows.

Theorem 1. Let A be an adversary that makes
at most q encryption queries and qv forgery at-
tempts to RWCTR and runs in at most t time.
Then, there exists an adversary B against the
PRF-security of F that makes at most σ oracle
queries and runs in at most t′ = t + O(nσ) time.

For q 6 min{2n−2,
√
2nǫ−1}, we have

AdvprivRWCTR[F](A) 6 AdvprfF (B) + q2ǫ

2n+1

+
3σ

2n+1
, (3)

AdvauthRWCTR[F](A) 6 AdvprfF (B) + q2ǫ

2n+1
+

3σ

2n+1

+ qv(n− 1)ǫ+
2qv
2n

. (4)

According to Theorem 1, assume that F is a
secure PRF, i.e., AdvprfF (B) is negligible, and let
ǫ ≃ 2−n, then the privacy of RWCTR is secure up
to q = O(2n−2) adversarial queries, and the au-
thenticity of RWCTR is secure up to q = O(2n−2)
adversarial queries and qv = O(2n/n) forgery at-
tempts. In other words, the privacy of RWCTR
ensures at most approximately (n − 2)-bit secu-
rity and the authenticity of RWCTR ensures at
most approximately min{(n − 2), (n − logn)} =
(n− log n)-bit security. RWCTR achieves close-to-
optimal security in the information-theoretic set-
ting. The security proof of Theorem 1 is presented
in Appendix C.2.

Scheme 2: RWCTRN. The random IV used in
RWCTR is impractical. In the real world, we typ-
ically use a nonce IV or arbitrary IV to replace a
random IV. The nonce IV N can be converted to
a random-like IV U by invoking an extra keyed
compression function FK , i.e., U = FK(N, 0n).
Therefore, we improve RWCTR and propose a
more practical AE mode RWCTRN. An overview
of RWCTRN is given in Figure 1(b). The RWC-
TRN encryption and decryption algorithms are
shown in Appendix D.1. The privacy and authen-
ticity of RWCTRN are described as follows.

Theorem 2. Let A be an adversary that makes
at most q encryption queries and qv forgery at-
tempts to RWCTRN and runs in at most t time.
Then, there exists an adversary B against the
PRF-security of F that makes at most σ oracle
queries and runs in at most t′ = t+O(nσ) time.

(1) In the nonce IV scenario, for q 6

min{2n−2,
√
2nǫ−1}, we have

AdvprivRWCTRN[F](A) 6 AdvprfF (B) + q2ǫ

2n+1

+
2σ

2n
, (5)

AdvauthRWCTRN[F](A) 6 AdvprfF (B) + q2ǫ

2n+1
+

2σ

2n

+ qv(n− 1)ǫ+
2qv
2n

; (6)

(2) In the arbitrary IV scenario, we have

AdvprivRWCTRN[F](A) 6 AdvprfF (B) + q2ǫ

2
+

σ2

2n
, (7)

AdvauthRWCTRN[F](A) 6 AdvprfF (B) + q2ǫ

2
+

σ2

2n

+ qvqǫ +
2qv
2n

. (8)

According to Theorem 2, assume that F is a se-
cure PRF and ǫ ≃ 2−n, then, (1) in the nonce
IV scenario, RWCTRN is proven secure up to
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Figure 1 Keyed-function-based BBB-secure AE modes. (a) RWCTR with random IV U ; (b) RWCTRN with nonce IV
or arbitrary IV N .

q = O(2n−2) adversarial queries and qv = O(2n/n)
forgery attempts, and, (2) in the arbitrary IV
scenario, RWCTRN is proven secure up to q =
O(2n/2) adversarial queries and qv = O(2n/2)
forgery attempts. In other words, the privacy of
RWCTRN yields at most approximately (n−2)-bit
security and the authenticity of RWCTRN ensures
at most approximately (n − logn)-bit security in
the nonce IV scenario, while the privacy and au-
thenticity of RWCTRN offer at most about n/2-bit
security in the arbitrary IV scenario. The security
proof of Theorem 2 is presented in Appendix D.2.

Discussion. RWCTR and RWCTRN are de-
signed as AE modes for a compression func-
tion. From a security and efficiency perspective,
RWCTR and RWCTRN are better than other
keyed-function-based AE schemes under the same
conditions. Details are available in Appendix E.

If the underlying keyed compression function
is instantiated with a widely used hash function
(e.g., SHA-256 and SHA-512), we can obtain some
instances of our schemes. The instantiations of
RWCTR and RWCTRN are shown in Appendix F.

In the arbitrary IV scenario, RWCTRN only
ensures security up to the birthday bound. We
leave it as an open problem to construct an effi-
cient keyed-function-based AE mode that provides
BBB-security and even optimal security for the ar-
bitrary IV scenario.

Conclusion. In this article, we have dis-
cussed two efficient keyed-function-based BBB-
secure parallelizable AE modes, i.e., RWCTR for
a random IV and RWCTRN for a nonce or arbi-
trary IV. From a security perspective, if the un-
derlying keyed compression function is a secure
PRF, RWCTR provides close-to-optimal security,
while RWCTRN provides close-to-optimal security
in the nonce IV scenario and guarantees security
up to the birthday bound in the arbitrary IV sce-

nario. From an efficiency perspective, RWCTR
minimizes the total number of underlying keyed
compression function invocations. Our schemes
have wide applications in cryptography. For exam-
ple, they can be used in big data security, cloud se-
curity, network security, and many other settings.
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